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1 Scope

This release note gives an overview of the changes compared to the previous releases and is
intended for upgrading (replacing) existing installed Praesideo Logging Applications.

The Install package (ZIP) contains 3 installers being:
» Praesideo Logging Application Server 4.45
» Praesideo Logging Application Viewer 4.45
» Praesideo Open Interface Library 4.45 (needed for the Logging Application Server 4.45)

To update your existing application install the corresponding 4.45 version from the Install package.
In case of the Logging Application Server it is also required to install the Open Interface Library.

The Logging Application 4.45 is compatible with Praesideo firmware 3.05 and higher.

2 Changes

e Fixed a critical-severity CVSS Rating (9.8) vulnerability (related CWE-642: External
Control of Critical State Data). For more details refer to our Security Advisory BOSCH-SA-
106054-BT, published at our Security Advisory web page
https://www.boschsecurity.com/xc/en/support/product-security/security-advisories.html.

e Fixed a high-severity CVSS Rating (8.1) vulnerability (related CWE-319: Cleartext
Transmission of Sensitive Information). For more details refer to our Security Advisory
BOSCH-SA-106054-BT, published at our Security Advisory web page
https://www.boschsecurity.com/xc/en/support/product-security/security-advisories.html.
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