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1 Be3onacHoOCTb

Ucnonb3yiTe NnocneaHol0 BepCUI0 NporpaMMHoro obecneueHun

Mpexae uem BNepBble UCMONb30BaTb YCTPOMCTBO, yoeauTecb B TOM, UTO Ha HEM yCTaHOBNEHA

nocnenHAA Bepcusa nporpaMmHoro obecneuenus. Utobbl obecneunTtb nocTtosHHyo pabory,

COBMECTUMOCTb, 3PPEKTUBHOCTL U BE30MNacHOCTb, PerynapHo o6HOBNANTE NporpamMHoe

obecneueHne B TeUeHWE BCErO CPOKa IKCMNNyaTauuu yctponctea. Cneaynrte MHCTPYKUUAM Mo

0OHOBNEHWIO NPOrpammMHOro obecrneyeHus, NPUBEAEHHbIM B IOKYMEHTALMUK K NMPOAYKTY.

JononHuTenbHble CBEAEHUA CM. MO CCbINTIKAM HUXe:

—  Obuwwue cBeneHua: https://www.boschsecurity.com/xc/en/support/product-security/

- PekomeHpauuu no 6besonacHoCcTH, npeactaBnstole cobor CNMCOK U3BECTHbIX YA3BUMbIX
MECT U npeanaraemMbix peweHunn: https://www.boschsecurity.com/xc/en/support/
product-security/security-advisories.html

KomnaHua Bosch He HeceT OTBETCTBEHHOCTM 3a YyLUepb, Bbi3BaHHbIM 3KCNNyaTalMen ee

npoaykKunmn Cc yctapeswmMmMun nporpaMMHbIMKU KOMIMOHEHTAMMU.

Bosch Security Systems Software manual 2024-05]5.5.0 |
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Mcnonb3oBaHUe CnpaBKHU

Mcnonb3oBaHue haina cnpaBku.

KHONKKM naHenu MHCTPYMEHTOB

KHonka

DyHKUMUA

OnucaHue

p=|
-]

CKpbITb

Ha)xmuTe 3Ty KHOMKY, UTOObl CKPbITh
naHenb HaBurauuu (BKnagku
"CopepxaHue", "Ykasatens", "lMouck"),
ocTaBMB oTobpaXkaTbCA TONbKO obnacTb
CNpaBKMU.

[MokasaTtb

Mocne HaxkatnA KHonkKW "CKpbITh" Dyaet
oTobpaxarbcA KHomnka "lMokasatb". Mpwu
Ha)KaTUM 3TOW KHOMKK CHOBa
oTobpaxkaeTcsa NaHenb HaBUrauuu.

Hasapg

Ha)kMuTe 3Ty KHOMKY ANA nepemeLleHuns
K nocnegHemMy npoCMOTPEHHOMY
pasaeny.

&

Bnepen

HaxxmuTe 3Ty KHOMKy AnA nepexoaa
BNepes no 3TOM e Lenoyke pasgenos.

=

[Teuatb

Ha)kMuTe 3Ty KHOMKY, UTOObI HauaTb
neuyatb. Boibepute "Haneuatatb
BblOpaHHbIM pasgen” unu "Haneuatatb
BblIOpaHHbIM 3aroNnoBOK M BCe
nogpasaensi”.

Bknagku

CopeprkaHue

Ykazartenb

Mouck

Ha aToW BKnagKke npeacraBneHo

nepapxmyeckoe 0To6pa>+<eH ne cogepxaHua.

Ha>kMWTe Ha 3HAUOK C M306pa)KeHVIEM KHUTH

%, uTOObI Pa3BepHyTH ee ':EI U HaOXKMUTE

Ha 3HAUOK pa3aena

, UTOObI OTKpPbITb €ro.

Ha maHHOM BKnaake oTobparkaetca

yKasaTenb TEPMUHOB B andaBUTHOM
nopAaake. Boibepute pasgen U3 cnucka Unu

BBeAMTe CNoBo, UTobbl HAWTU coaepsKallue
ero pasgenbil.

Mcrnonb3yWTe 3Ty BKNaAKy AnA nomMcka

noboro Tekcta. BeeguTte TeKCT B none, 3aTem
HaXXMWTe KHOMKy Pa3genbl 4nA noucka
pasfenos, CoepXaliux Bce BBeOeHHble
cnosa.

U3meHeHUe pa3mepa OKHA CnpaBKH

MepeTalmMte yron unu Kpam okHa Ao HeobxoaMmoro pasmepa.

OanbHelwHe ycnoBHblie 0003HAaUEHUA, UCNONb3yeMble B 3TOW JOKYMEHTaLUHU

—  TekcT (MeTKM) MHTepdelca Nnonb3oBartena oTobpakaeTcs NONY>KUPHbIM WPUDTOM.

2024-0515.5.0 |
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Hanpumep: CepBuc, ®ain, CoxpaHUTb Kak...
- [MocnepoBaTenbHOCTb HaXkKaTWA CBA3aHa C MOMOLLbIO cMMBoO/a > (3Hakom "bonblie uem").
Hanpumep: daun > Cospgatb > Manka
—  M3meHeHuA TMNa ynpaeneHuns (Hanpumep, MeHIo, KHOMKa, MNaXKoK, BKNaaKka) B
nocrnenoBaTeNnbHOCTM YKasaHbl nepen MeTKOM afemMeHTa ynpaBneHus.
Hanpumep: Haxxmute meHto: flononHutenbHo > MapameTtpbl > BKknagka: NMpocmoTtp
- KomOuHauuu KnaBwul onucaHbl ABYyMsA CrlefylowmMmMu cnocobamu.
—  Ctrl+Z: HaxkaTb NepBy0 KNaBULY W, YAEPXKUBAA €€ HaXKaToM, Ha)kaTb BTOPYHO.
- Alt, C: HaxaTb M OTNYCTUTb NEPBYIO KNaBULLY, 3aTeEM Ha)kaTb BTOPYHO.
—  @OYHKUMM KHOMOK-3HAUKOB AobaBneHbl B KBagpaTHble CKOOKK Mocne caMoro 3Hauka.
Hanpumep: [CoxpaHuTb]
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3 O06 saTom poKymeHTe

3TO OCHOBHOE PYKOBOACTBO MO NporpammHomy obecneueHuto Access Management System.
B HeM paccmaTtpuBaeTcA UCNONb30BaHWE OCHOBHOMW MporpamMbl gucnetuepa AUanoroBbix
OKOH, KOTOpaA ganee Ha3sbiBaetcA AMS

- KoHdurypauuma cuctemMbl ynpaBneHua goctynom s AMS,

- PaboTta cUCTEMHbIX ONepaTopoB C HACTPOEHHOM CUCTEMOM.

CBA3aHHaA AOKYMEeHTauus

Cnegytowan nHpopmMaLma npeacTaBneHa B OTAENbHbIX JOKYMEHTax:
—  YcraHoBka AMS 1 OONOMHUTENBHbBIX NPOrpamMMm.

- ®yHkunoHuposaHue AMS - Map View.

2024-05 | 5.5.0 | Software manual Bosch Security Systems
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4 O630p cucrembl AMS

Access Management System — 310 MmowHasa cuctema, npegHasHaueHHasas UCKNOUUTENbHO ANA

KOHTPONA AOCTyNa, KoTopasa MOXET UCMOMb30BaTbCA CAMOCTOATENbHO UMTK B COUETaHUU C
dnarmMaHcKomn cuctemMon BuaeoHabnoaeHua Bosch BVMS.

CBOMMM NpenmyLLlecTBaMK 3Ta CUCTEMA BO MHOTOM obfA3aHa YHUKaNnbHOMY COUYETaHUIO
nepeaoBbiX U MPOBEPEHHbIX BPEMEHEM TEXHOMOTMUN:

Yao6CcTBO MCMONb30BaHMWA: MPAKTUUHbIM NMONb30BaTENbCKUN UHTEPdENC C BO3MOXKHOCTBIO
nepetackuMBaHuAa Ha Map View, a TakXe ONTUMMWU3UPOBAHHbIM AWANOrOBbIM OKHOM
OMOMETPHUUECKON perucTpaumu.

BesonacHocTb AaHHbIX: cUCTEMa NoadepXMBaeT HoBellWe ctaHaapTbl (EU-GDPR 2018),
onepauuoHHble CUCTEMbI, Da3bl AAaHHbIX U 3aIMEPPOBAHHbIE CUCTEMHbIE UHTEP(ENCHI.
YCTOMUMBOCTb: rMaBHble KOHTPONNEpPbl 4OCTyNa CpeaHero yposHa obecneuunsatoT
aBTOMAaTMUecKyto oTpaboTKy OTKa3a U KOMMNEHCHUPYIOT paboTy NoKanbHbIX KOHTPOMNEPOB
[OCTyna B cfyyae ceteBoro cbos.

OpueHTauuna Ha byayuiee: perynapHbie OOHOBNEHWA U MHOTOUWUCEHHbIE MHHOBALMOHHbIE
yCOBepLUEeHCTBOBAHMA.

MacwTabrpyeMocTb: OT Manbix 40 DOMbLIWX CUCTEM.

CoBmecTuMOCTb: APl-uHTepdenchl RESTful, nHTepdenchl Ana NOAKNIOUEHUA K CUCTEMaM
06paboTkK cobbITU U BUaAeoHabntoaeHuA Bosch, a Takke K cneynanmMsanpoBaHHbIM
NapTHEPCKUM pEeLUEHUAM.

3allmuTa MHBECTULMM: BO3MOXHOCTb paclUMPEeHUs CUCTEMbI KOHTPONA AOCTYNa U
noBblWeHUA ee 3pHEKTUBHOCTH.

Bosch Security Systems
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NMuueH3npoBaHUue cUCTEMDbI

MpenBaputenbHbie TpeboBaHUA

CucTema ycnewHo ycTaHoBneHa.
Bbl BbINMOMHWUAKW BXOA HA KOMMbloTep ¢ cepBepoM AMS (>kenaTtenbHO C npaBamu
aAMUHKUCTpaTopa)

Mpouenypa AnA NnpUobpeTeHHbIX NULLEH3UH

Tpeb6oBaHuA. Bbl NpMobpenu NUUEH3UKU, UCMONb3YA NOAMWUCH 3TOr0 KoMMbtoTepa. [AnA
NonyyeHusa MHCTPYKLMIN 0bpaTtuTecb K TOProBOoMy npeacTaBUTeNto.

AKTUBaLUA NULEH3UHU
Mytb

9.

[OucneTuep gManoroBbix OKOH cuctembl AMS > FnaBHoe meHio > KoHdurypauusa >
NMuueH3una

HaxxmuTe Alucnetuep NULEH3UHN

OTkpoeTtcsa mactep MeHep)kep NULLEH3UM.

HakmMuTe kHonNKy COXpaHUTb ANA COXPaHEeHUA MHopMaLMK O cucTeMe B chamn.
HakmuTe KHONKY MpoaomXKuThb.

BonguTte Ha ynaneHHbIM nopTtan remote.boschsecurity.com ¢ yueTHbIMW JaHHbIMU

KOMMNaHWU.

BbibepuTe NpoayKT, ANA KOTOPOro HY>XHO aKTUBWPOBATb NMULEH3UIO, U CNeaynTe
MHCTPYKUMAM Ha nopTane, utobbl co3haTb U cKauaTb NMULEH3UOHHbIW hann.

BepHuTech B MeHepKep NULEH3UN.

HaxxmuTte KHonky MpoaomxuThb.

Haxxmute kHonky UMnopT, utobbl HAMTK 3arpyXeHHbIM NULEH3UOHHbBIN hann U 4obaBuUTb
€ro B CUCTEMY.

HaxxmuTte kHonky FoToBo.

10. HaxmwuTte MNMepesanycTuTb AMcneTuep AManorosbix okoH AMS.

3ameuaHue!

Ecnu B npouecce noaBnaAtTcA coobuieHnsa ob ownbkax, obpaTutech B cnyx0y noaaep’xxku

Bosch.

3ameuaHue!

PesynbTathl annapaTHbIX U MPOTrPaMMHbIX U3MEHEHUN

M3meHeHMe annapaTHOro obecneueHun cepBepa MOXeT NPUBECTU K aHHYNTUMPOBAHUIO

NULEH3UU W NpeKpalleHUto PyHKLMOHMPOBAHUA NporpaMmMHoro obecneueHus. MNepeq
BHECEHWEM M3MEHEHWUIN B CepBeEP NMPOKOHCYNbTUPYHUTECH CO CMELUANUCTOM CNY>KObl
NOAAEPXKKHU.

Mpoueaypa ANA [EMOHCTPALUOHHOIO peXxuma
[JeMOHCTPaLMOHHbIN peXxuM npeaocTaBnaeT NMULUEH3UU Ha BCE CUCTEMHbIE KOMMOHEHTbI Ha

orpaHuueHHoe BpeMsa. Mcnonb3ynTe 4EMOHCTPALUOHHBIM PEXUM TONbKO B
HEeMNpoW3BOACTBEHHbIX cpeaax, utobbl onpoboBaTb KOMMNOHEHTbI Nepes NoKYMNKOW.

1.

2.
3.
4

Bxog B Access Manager

Mepenaute B pa3gen Kondmrypauusa > NMuueHsuu

HakmMuTe KHONKYy AKTUBUPOBaTb AE€MOHCTPALUOHHDbIH PEXUM

Ybenutech, UTO COOTBETCTBYIOLLME KOMMOHEHTbI MEPEUNUCeHbl B JUANOTOBOM OKHe
NMuueH3uu.

2024-0515.5.0 |
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[eMOHCTPaLMOHHbIN PeXXUM akTUBUpPYeTCcA Ha 5 uacoB. ObpaTUTe BHUMaHKe, UTo BpeMmsa 40
OKOHUaHUA CpoKa AeNCTBUA pexxnma oTobparkaeTca BBEPXY AUANOroBOro okHa NIMLeH3uu 1 B
CTpOKe 3aronoska 00/blUIMHCTBA AMANOroBbIX OKOH.

Bosch Security Systems Software manual 2024-05]5.5.0 |
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6

6.1

HacTtpourka kaneHpapn

MnaHWpoBaHMe MePONPUATUI MO KOHTPOMKO AOCTYMNa OCYLECTBNAETCA C MOMOLLbIO
BpPeMeHHbIX Moaenen.

BpemeHHaAa mopaenb — 370 abCcTpaKTHaA NocneaoBaTeNbHOCTb MPOAOMIKUTENBHOCTbIO OAWH
unu bonee gHeN, KaXXablM U3 KOTOPbIX XapaKTepuayeTcs AHEBHOW MOAENDbIO.

BpemMeHHble MOAENN KOHTPONMUPYIOT AENCTBUA, KOrAa OHU MPUMEHSAIOTCA K bazoBomy
KaneHpaplo CUCTEMbl KOHTPONSA A0CTyna.

KaneHaapb cMCTEMbl KOHTPOMA AOCTyNa OCHOBAH Ha KaneHaape onepaluoHHOW CUCTEMbI XOCT-
KOMMblOTEPA, OAHAKO B CUCTEMHOM KaneHaape Takxe npeaycMoTpeHbl 0ocobble AHU, KOTopble
cB0obOAHO onpeaenAnTCA afiMUHUCTPATOPOM CUCTEMbI KOHTPONA A0CTyna.

OcobbIMU AHAMU MOXHO Ha3HaUMUTb ONpeAeneHHyto AaTy B KaneHgape Unuv onpeaenutb Mx
OTHOCHUTENbBbHO KAKOro-nMbo KynbTypHOro cobbituaA, Hanpumep Macxu. OHU MoryT
NOBTOPATLCA, HO 3TO HeobA3aTenbHO.

UToObl 30(PEeKTUBHO HACTPOUTb KaneHaapb ANA CBOEW CUCTEMbl KOHTPONA AOCTYNa,
BbIMONHUTE Ccreaytolline OenCcTBuUA.

1. OnpenenvTe ocobble AHM KaneHaaps, akTyanbHble ANA Ballero pacnonoX)eHus.

2. Onpenenute AHeBHble MOAENMU, ONMUCbIBalOLLME aKTUBHbIE U HEAKTUBHbIE Nepuoabl ANA
Ka)xgoro Tvna gHen. Tak, AHEeBHAsA ModeNnb rocylapCTBEHHOro npasgHuka byoer
oTnMuaTbCcA OT Moaenu obbluHoro pabouero gHA. PaboTa no cMeHaM TakXe BAUAET HA TUM
M HeobXxoaMmoe KONMUecTBO AHEBHbIX MOAenen.

Onpenenute BpeMeHHble MOAEenu, CoCToALLMe U3 0AHOW UNu bonee AHEBHbLIX MofENEN.
HasHaubTe BpeMeHHble MoAenu BnagenblamM KapT, pa3pelleHuamM U BXoAaMm.

E Special days
|E® Day models

P w

| 9@ Time modelz

OnpepeneHue ocobbixX AHEH

MpW OTKPbLITUM AHHOIO AMANOroBOro OKHa B BEPXHEM MOJe CNMCcKa NOABNAETCA CMUCOK BCeX
yKasaHHbIX Npa3gHUUHbIX AHen. ObpaTtuTe BHMUMaHWe, UTO AaThl BCEX NPasAHUUHbIX AHEN
yKasaHbl TONbKO AnA Tekyllero roga. OaqHako KaneHaapb obHoOBRsAETCA M3 rofa B rof B
COOTBETCTBUU C BBEAEHHbIMU AAHHbIMU.

Moa gaHHbIM CMMCKOM HaxoAATCA pa3fMuHble NonA ANA cCo30aHUA HOBbIX 0COObIX AHEN, a
TaKXe ANA U3MEeHEHUA UMK yaaneHusa CyLIecTBYLWMX 0cobbix aHen. UToObl 40OaBWUTb HOBbIM
0COoDbIN AeHb, XOTA Obl TPU U3 3TUX MONeW BBOAA AOMKHbI COAepKaTb AaHHble. Bo-nepBbiX, B
COOTBETCTBYIOLIMX MONAX HEOOXOAMMO BBECTH OMUCAHUe W AaTty. B-TpeTbux, B
COOTBETCTBYIOLLEM CMUCKe Bbibopa HeobxoaMmo BbiOpaTh KNacc, K KOTOPOMY OTHOCUTCA
JaHHbIM 0CcobbIN OeHb.

2024-0515.5.0 |
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A < e

« System data

F@) Day maodels

| 9@ Time models

m’ Divisian:
rList of available special days
Date (cur, year) | Description Day model Division
i 01/01f2014 | Mew Year DMAC-Holiday Cammon
Mo 01/20§2014 | Martin Luther King Jr, Day DMAC-Holiday Common
Mo 02/17§2014 | Presidents' Day DMAC-Holiday Common
Mo 05/2602014 | Memarial Day DMAC-Holiday Common
Fr 07/04f2014  Independence Day DMAC-Holidaw Common
Mo 09)01§2014 | Labor Day DMAC-Holiday Cammon
Mo 10/15§2014 | Columbus Day DMAC-Holiday Common
Di 11§11§2014 | Veterans' Day DMAC-Holiday Common
Do 1172712014 | Thanksqiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DMAC-Holidaw Common
4| | i
r Create, modify, or delete a special day
Description: I Columbus Day
Day model: IDMAC-HDIiday : Holiday @ Cormmon j
Date: I 1001 etk j Ievery wear ﬂ
Days to add: I? j
Week day: IMontag i after the date j
Date in this year: | Ma 10/13(2014
Priority: I 60 j Walid From: I 3: uniil: I 33

TakaA garta yKasblBaeTCA 3a HECKONbKO LIaros. CHauana B none [lata BBOAUTCA OCHOBHasA

pJata. B jaHHbIM MOMEHT TaKad [aTta OnucbiBaeT HEKOTopoe cobbiThe TeKyulero roga. Ecnu
Tenepb Nonb3oBaTeNb yKasblBaeT UacToTy NePUOLUUECKOro NOBTOPEHUA B CNMUcKe Bbibopa
PALOM C Monem Aatbl, 3MeMeHTbl AaTbl, ONpeaenatoLlne NepuoaMUHOCTb, 3ameLlaroTca

NMOoACTaHOBOUHbIMK cuMBonamu (*).

OAHOKpPAaTHO

Pa3 B rog

kkkk

pa3 B MecAl, B TeueHue roga

* %

pas B MecAl Kaxabli rog

*% kkk%k

B 3aBMCMMOCTHM OT Aatbl [Tacxu

k% kk kkkkx

Mpa3gHUUHbIE AHW, KOTOPble 3aBUCAT OT AaTbl [1lacxu, yKa3biBalOTCA He MO AaTte, a Mo pa3HoOCTH
OHewn c NacxanbHbiM BockpeceHunem. [laTa MacxanbHOro BOCKpPECeHWA B TEKYLLEM rody
yKa3sbiBaeTca B none [lata B AAHHOM roAy, a OTK/TOHEeHWe OT 3TOM AaTbl BBOAUTCA UMK
BblOMpaeTcA B none JobaButb gHU. MakcMmanbHoe uncno aHer — 188, nostomy gobasnss

UNKN BblUNUTaA, MOXHO OonpeaennTb nobon AeHb gaHHOro roga.

Bosch Security Systems

Software manual
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[pyrve naHHble, HaNpPUMep AeHb HeAenu AnA nNpasgHUUHOro AHA, He oba3aTenbHbl. ObpaTute
BHMMaHWe, UTO CNUCOK OHEW Heaenu onpeaenseTcA permoHanbHbIMUM HACTPOMKaMMU
onepauroHHomn cuctembl (OC). 3To HeM3bexHO BeAeT K 0TObpaXKeHUIo AaHHbIX Ha Pa3HbIX
A3blKax, Korga A3blK CUCTEMbl KOHTPONA AOCTyna oTnnuyaetca oT Asbika OC.

HasHaueHUWe cpoKa AeWCTBUA TaKXe He o0bA3aTenbHO. ECNM ANUTENbHOCTb HE yKa3aHa, Nno
YMOMUYaHWIO yCTAaHABNMBAETCA HEOrpaHWUEHHbIM CPOK AENCTBMA HauMHasa C AaTbl BBOAA.
Takxe MOXHO 3agaTb npuopuTeT. MNpuoputet oT 1 go 100 onpenenseT, Kakon nNpasgHUK
nomkeH bbITb Ucnonb3oBaH. Ecnv Ha oAWH AeHb NpPUXOAATCA ABa NPa3fgHUMUHbIX AHA, cHavana
nMaeT npasfaHuK ¢ bonee BbICOKUM NMPUOPUTETOM. ECNM NpUOpPUTETbI paBHbI, BbIOOP NpasaHuKa
He oCyLecTBnAeTCA.

[MpasgHuk ¢ npuoputeTtom O A€aKTUBUPYETCA U HE UCMONb3YeTCA.

B ananoroBom okHe BpemeHHble mogenu otobpa)kaloTcA TONMbKO aKTUBHble NMpa3gHUKK, T.e. C
npuvoputeTom Bbiwwe O.

3ameuaHue!

BpemeHHana momenb nogpasaeneduna "Obuee" MoXeT MCNONb30BaTh TONbKO Te Npa3fgHUKH,
KOTOpble Ha3HaUeHbl ANA 3TOro nogpasaeneHums.

BpemeHHasa mogenb ocoboro nogpasageneHua "A" MoXeT UCNONb30BaTb TONTbKO Te
npasgHWKK, KOTOPble Ha3dHaueHbl ANA 3TOro NoAapasaeneHums.

HeBO3MOXHO cMmellnBaTb NPa3AHUKW ONA pasHbiX NOApPa3AeNneHui, T. e. Kaxaoe
nogpasaeneHne MOXeT UCMONb30BaTb TONbKO KOHKPETHbIE NPa3aHUKK, KOTOPble Ha3HAUEeHbI
ONA 3TOro nogpasfeneHua B ero BpeMeHHON Moaenu.

6.2

OnpepeneHue AHEBHbIX Moaenemu

Mogenu AHA onpeaenaroT wWabnoH ana noboro AHA. B HUX MOXeT ObITb 10 TPEX BPEMEHHbIX
WHTepBanos.

[Tocne OTKPbITUA AHHOMO AWANOroBOro OKHa OTOGDa)KaI-OTCFl BCe cyulecTtByromme mooenu gHA.

2024-0515.5.0 |
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|—_T B ‘ < ° m Division:
« System data rList of available day models of the access control
Day model Description Skark kime End time Skark kime End time Skart kime End time Division |
E S CMACHelidsy Fioliday DT:00:00 AM_ 07:00:00 A1 Common |
DMAC-none none Zormon

9@ Time models

Create, modify, or delete day models of the access control

Mame: | DMAC-Holiday Description: IHoIiday

Time inkervals:  Stark time: End time:

Istinterval: |01:00 At = | o7i00 Am =
= | =
ardinkerval: I ﬁ I ﬁ

2nd inkerval:

3T0 AMaANOroBOe OKHO UCMOMNb3yeTcA ANA onpeaeneHna U U3MeHEeHWA UMEeHU Modenen,

OMWUCaHWUM W UHTEPBANOB. 3HAUOK 3anycKaeT HOBYK MOAenb.

Bpemsa Hauana v KoHUa MHTepBana ykasbiBaeTCcA B yacax U MUHyTax. Kak Tonbko HacTtynaet
COOTBETCTBYHOLLEE BPEMA, MHTEPBAN aKTUBUPYETCA U NEeaKTUBUPYETCA COOTBETCTBEHHO. UTOObI
bonee ueTKoO NPeACTaBUTb 3TW 3HAUEHUA BPEMEHM KaK OrpPaHUUMTENU, Ha MaHeNu CNUCKa OHU
oTobparkatoTca ¢ cekyHaamu (Bcerga 00). Hanpumep, aBTopu3saumsa B MOAENU BPEMEHU C
nHTepBanom 8:00 — 15:30 paspewaet goctyn ¢ 08:00 ytpa go 15:30, HO 3anpeLlaeTt gocTyn
nocne 15:30:01.

Mpv BBOJlIE 3HAUEHWIM BPEMEHM Hauana v KoHLa BbIMONHAETCA UX NOrMyeckana NpoBepKa,
HanpuMMep Bpemsa Hauana AOMXKHO NpeAlecTBOBaTb COOTBETCTBYHOLLIEMY BPEMEHU KOHLUA.
OfHO U3 CNeACTBUMM — HU OAWMH UHTEPBAN He MepexoiMT 3a NONMHOUb, a AOMKEH ObiTb pasaeneH
B 3TOM TOUKe:

1-M MHTepBan oT: no: 00:00

Cneayrowmmn UHTEpBan oT: 00:00 no:

3a ucknoueHrem nonyHouu (00:00), He AoNycKalTCA NepeceyeHns Mexay pasnenutensmu
WHTEPBANoOB B MoAenu oaHoro agHA. ObpatuTe BHMUMaHWe, 3TO NPaBMIO NPeNATCTBYET BBOAY
OLIHOIO M TOrO e BPeMeHU B KauecTBe KOHLA OAHOro MHTepBana v Hauana creaytoLlero.
McknioueHue: y 24-4acoBOro MHTepBana B KaueCcTBe BpeMeHW Hauvana v KoHua 3agaHo 00:00.
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3ameuaHue!

CoBeT. MHTepBanbl MOXXHO MPOBEPATb, NPOCMaTPMBaA UX B 4MANOroBoM okHe "Mopenu
BpemMeHu". CHauana co3nante Mofenb BpeMeHU C 3afjlaHHbIMWU UHTepBanamu (CucteMHble
OaHHble > KaneHgapb > Mogenu aHs). 3atemM HasHaubTe JaHHY Mofenb AHA PUKTUBHOM
MOZEeNU BPeMEHU C NepruoaoM B oauH AeHb ("CuctemMHble gaHHble" > "KaneHgapb" > "Mogenu
BpeMeHH"). 3aTemM WHTepBanbl UIMIOCTPUPYIOTCA HA TMCTOrpamMmMe.

BbinauTte M3 aManoroBoro okHa "Mogenu BpemeHu" 6e3 coxpaHeHUsa U3MEeHEHUN.

6.3

Mopenb OHA MOXXHO yAanuTb TONIbKO B TOM Cllyyae, eClii OHa He Ha3HaueHa HU OgHOMY
cneynanbHOMy OHKO U HE UCNONb3YyeTCA BO BPEMEHHbIX MoAdeNnAX.

OnpepeneHue BpeMeHHbIX Mmoaeneu

3R] W -

E {3 (] < o m Division:

« System data

E Special days
|E Day models

r~ Time: madel of the access contral

Marne: | a)l Diescription: I

Period: IE‘ j Reference date: ITU 07/21/2015 3: ¥ Ignore special days
Preyview

r#Assignment of day models

Mo, |Day model 6:00AM 12:00PM 6:00PM |Descr|pt|on Date (1st period) ‘DIVISIDI’

4]

7274568 DMAC-Holi... Holiday Li 07/21/2015  Comme
7274565 DMAC-Hol... Holiday i 07/22{2015  Comme
7274569 DMAC-Hol, .. Haliday Do 07/23/2015  Comme
7274570 DMAC-Hali, .. Haliday Fr 07/24/2015  Commc
FE74571 DMAC-Holi... Holiday Sa 07)25/2015  Comme

I i

Holidary Day model ” 6:004M 12:00PM 6:00PM ||Description ‘ Date {15t periad) ‘Divisiar

CylwecTByloLLMe MoAeNnu BPEMEHW MOXHO BblOpaTh M3 CMMCKA NOWUCKA, a CBEAEHMUA O HUX
oTobpakatoTca B NONAX AManoroBoro okHa. [ltobaa obpaboTka ocyuiecTBnaeTcAa B
COOTBETCTBUM C NMPOLEAYPON CO3[AaHNA HOBbIX MOAENEN BPEMEHH.

Ecnu macka nycra, Mogenu BpeMeHu MOXHO co3aaBaTtb ¢ HynA. [InsA aToro Heobxoanmo
BBECTWM MMA W UWCIIO OHEN B nepuoae, a 3aTeM BbiOpaTb AaTy Hauana UM UCXOLHYIO OAaTy.
Mocne noaTBep)KaeHWA 3ToM Aatbl (Hakatve knaBuiuv BBOJ) B pacnonoXeHHOM HUXe none
AvanoroBoro okHa HasHaueHue mopenen AHA NOABNAETCA CMUCOK. YNCNO CTPOK B JAHHOM
CMUCKe COOTBETCTBYET 33[lJaHHOMY Bblllle UMCcny AHen. B AaHHbIX CTONOLAX y>Ke COAePXUTCA
nopsAaKOBbIM HOMEP W AaTthbl ANA 3TOro nepuona, HauMHas ¢ BbIOpaHHOM AaTbl Havana.

B aTOM cnucke nonb3oBaTenb MOXET U3MEHATb UTW BCTABNATb TONbKO 3anucu B ctonbue Uma.
Kak y»e ynoMmuHanochb, 3anucu B ctonbuax NQ 1 JaTta Oepytcsa M3 onucaHWI 3aronoska
auvanorosoro okHa. Cton6el, OnucaHue 3anonHAETCA CUCTEMOM Ha OCHOBe Bbibopa Moaenu
OHA U 0ObACHEHUN, BBEAEHHbIX B JAHHOM [4MaNoroBOM OKHe.

Mone cnucka Bbibopa akTUBMpPYETCA ABOMHbBIM LLENUYKOM B COOTBETCTBYIOLLEN CTpOKe cTonbua
Mopgenb aHA. B 5TOM CNUCKe MOXHO BblOpaTb 0fHY M3 CYLLUECTBYOLWMX Moaenen aAHA. Takum
CnocoboM KOHKPETHYI0 MOoAeNb BPEMEHU MOXHO Ha3HAUWTb KaXXQOMY OHIO AAHHOTO Nepuopa.
Korga nonb3oBartenb nepexoauT K Apyron CTpoKe, cMcTeMa BHOCUT B cTonbel, OnucaHue
CylllecTByloLlee onucaHue BblIOpaHHOW Moaenu aHA.

2024-0515.5.0 |
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B uenAax HaBMrauum M NPOBEPKU B HUXKHEM MONe Cnrcka oTobpaxkaloTcsa npeaBapuTenbHoO
onpeaeneHHble NpasgHUUHbIe AHU C COOTBETCTBYHOLMMKU ModenaMu aHA. [ns BbiOpaHHOM
WNW HeJaBHO CO3AAaHHOW MOoAEeNu BPEMEHU MOXHO M3MEHUTb Ha3zHaueHWe Mofenemn aHsA
onpeaeneHHbIM NpasaHUUHbIM AHAM. OQHAKO TaKWue U3MEHEHUA NPUMEHAITCA TONMbKO K
[AaHHOW KOHKpPeTHOoM Moaenu BpeMeHu. O0LiMe U3MeHEHUA, KOTOPbIE PachpOCTPAHAITCA Ha
BCe CyllecTBylollne U byayliMe Moaenu, BbIMOMHAKTCA TONbKO B MaNOrOBOM OKHe
«Mpa3gHUUHble HU». B COOTBETCTBMK C TAKMMMU HACTPOMKaMW AHW Headenu 3aaaroTca
Ha3HaUeHHbIMW MOAENAMU AHA C YUETOM Npas3gHUUHbIX OHEN.

Korga a3to gonyckaetca AaHHbIMW HAacTPOWKaMU, AHW Hedenu cConocTaBNATCA C
Ha3HaAYeHHbIMU MOLAENAMU AHA MPU PACCMOTPEHUU 0CODbIX AHEN. [INA BbICTPOM NPOBEPKHU
NpaBUIbHOTO Ha3HAYeHUA U UCNONb30BaHWA Moaenen AHA (0ocobeHHO B NpasAHUUHbie AHW) B
3TOM AManoroBoM OKHe npeaycMoTpeHa obnacTb npegBapUTENbHOro NPOCMOTPaA, B KOTOPOM
oToOparkaeTcs pacnpeaeneHnemM AHen onpeaeneHHbliX Nepuoaos.

HakoHel, ecnu HaxaTb KHonky MpepBapUTenbHbIM NPOCMOTP, OTKPbIBAETCA OTAENbHOE
[ManoroBoe OKHO, B KOTOPOM MOXHO yKasaTb BpeMeHHoM nepuoa Ao 90 aHewn, BKNouan
npasaHuuHble AHW. Ecnu HaxkaTb KHOMNKY PaccuMTaTtb, co3gaetcs M oTobpakaetcsa oTueT (CMm.
HUXe). DTOT NPOLIECC MOXKET 3aHATb HECKONbKO CEKYH[ B 3aBUCMMOCTU OT BEMTUUMWHBI

MHTEepBana.
-~ Propertiez |
Peniod: 7 Reference date: 26/06/2006
Start date: W End date: W i
Date [1st period] | Day model | UE: 0o 1200 1800 | Desciip

Mon 26/06/2006 | Weekday
Tue 27 /0672008 | weskdap
Wwhed 28/06/2006  weekday
Thu 23/06/2006 | *weekday

Fri 20/06/2006  “eekday
Sat 01/07/2008  weekend
Sun 02/07/2006 | wWeekend
Mon 03/07/2006 | wWeekday

B

Tue 04/07/2006 | DMACHali.. [T T T I I I I T 11 Halic
wied 05/07/2006 | Weekday o e o e
Thu 06/07/2006 | Weekday o e e |
Fri O7/07/2006 | ‘wWeekday e e e |
Sat 08/07/2006 | Weekend =il

Sun 09/07/2006 | *Weekend %

Mon 100742006 | wWeekday

Tue 11/07/2006 | YWeskdap

Wwhed 12/07/2006 | ‘weekday

Thu 13/07/2006 | weekday
Fri 14/07/2006 | “Weekday

< |

| £

|

Mo ymonuaHuio ocobble AHW NPUMEHSAITCA K MOAENAM BPEMEHU B COOTBETCTBUMU C UX
onpeneneHuamMu. Ecnu TpebyetcAa HaWTH ocobble AHW, HO Pe3yNbTaTOB HET, 3TO MOXeET bblTh
obycnoBneHo BbIbopoM HacTponkn UrHopupoBaTb ocobblie AHU. 3aNKUCH U3 OBYX HUKHUX
CMWCKOB yaanATCA OAHOBPEMEHHO, MO3TOMY OUEBWAHO, UTO NONb30BaTeNb HEMEANEHHO
0bOHapy»XKUT, UTo AaHHble 0Ccobble AHM W KNacchbl AHEN HE UCMOMb3YOTCA B 3TOW MOAENM.
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« System data [~ Time model of the access control
Mame: | gl Description: I
E Specisl days Period: ﬁ Reference date: [74 0772102015 = ¥ Ignore special days
Frexview |
|E® Day models
#Assignment of day models

Mo, |Day model 6:00AM 12:00PM &:00PM |Descrintion Date (1st period) ‘Diviswor
7274565 DMAC-Hol,. Holiday Di 07j21(2015  Comme
7274568 DMACHOl,. Holiday Mi 07j22{2015 | Comme
7274569 DMAC-Hol... Holiday Do 07/23{2015  Commc
7274570 | DMAC-Hali, . Holiday Fr 07/24/2015  Commc
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Comme
4 | |
Holiday Day model ” 6:00AM 12:00PM 6:00PM ||Descr|pt|on | Date (1st period) ‘Dlwswor
4| |
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7 HacTtpourka nogpa3aeneHuu

BBepeHue

CuctemMa MOXeT ObITb JOMONHWUTENBHO NMULEH3UpPOBaHA AnsA obecneueHns COBMECTHOTO
KOHTPONA AocTyna Ans obbekTa, KOTOPbIM COBMECTHO MCMONb3yeTcA NobbiM KONUMUECTBOM
He3aBUCHUMbIX CTOPOH, KOTOpble Ha3biBatoT MNoapaspeneHun.

Onepartopam CUCTEMbI MOXET OblTb HA3HAUEHO OAHO MMM HECKOMNbKO NOApasAeneHum.
Onepartopam BWAHbI N1LA, YCTPOMCTBA M NMPOXOAbl TONMbKO 3TUX NoApasaeneHum.

Ecnu dyHkuuna MoapaspeneHusa He NULEH3NPOBaHa, BCe 00beKThl, ynpaBnaeMble CUCTEMOW,
npuHaanexart ogHoMy nogpasaeneHuto noa HaseaHnem Obwmue.

MNMpepBapuTenbHble TpeboBaHuUA
- OyHKkuma «MoapasgeneHuaA» NULEH3WPOBaHA ANA Ballel YCTaHOBKM.

MyTb K AMANOroBOMY OKHY

— [naBHoe meHw > KoHdmrypauusa > NMogpaspeneHun

—  BIS koHdurypatop > MectononoxxeHusa > NMoapaspeneHun

Mpouenypa

1. HaxmuTe KHOMKy ¥ UNK LWENKHUTE NPABOM KHOMKOM MbllwiK OBLME U B KOHTEKCTHOM
MeHo BblbepuTe KoMaHay [Jo6aBUTb HOBOe noAapasfeneHue.

2.  Haxmwure [2) Ha NaHenu UHCTPYMEHTOB.
—  CospaeTtcs HOBOe noppasaeneHne ¢ UMEHEM MO YMONUAHMIO.

3.  3ameHuTe UMA Mo YMOMUaHuto U (Mpu HeOBXOAWMOCTH) BBeAUTE ONUCAHWE ANA APYrUX
onepaTopoB.

4. LUlenkHuTe ctonbey LiBeT, utobbl HA3HAUMUTL LBET M PA3NTUUKNTb aKTUBbI NOAPA3AENEHUA B
nonb30oBaTeNbCKOM UHTEpdeNce.

5. Haxmute NMpUMeHUTb 1A COXPaHEHMUA.

6. Haxmute ONA COXPaHeHUsA.

E Access Management System: Divisions [Administrator] (Demo mode expires: 07/04/2019 11:21:08 PM)

File Edit Data Help
D B‘ < ? r@_]' Division:
@

« Main menu Divisions:
Division | Colour | Description
& Device data Common {Common division)

ACME Corp 1st floor tennant
BCME Corp 2nd floor tennant

Operators and

E-E Workstations

=]

** Options

Tools

St

Licenses

A <]

I

Divisions
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7.1 HasHaueHue nogpaspgeneHU yCTPOUCTBaAM
HasHaueHuWe noapasgeneHnin yCTPoMCTBaM B peaakTope YCTPOWCTB

MyTb K AUANOroBOMY OKHY
naBHoe MeHto > KoHdmrypauua > [laHHble YyCTPOWCTBa

MpepBaputenbHblie TpeboBaHUA
- TopapasneneHuns NUUeH3npoBaHbl U UCMOMb3YHOTCA
— Co3[aHo Mo KpawHel Mepe ofHO nogpasfeneHue.

Npoueaypa
1. B aepeBe yCTPOWCTB BbibepuTe YCTPOWCTBO ANA Ha3HAUeHUA.
- Penaktop ycTpoMcTBa NOABUTCA B rMaBHOM NaHeNnu AManoroBoro okHa.
2. B cnucke nogpasaeneHui BbibepuTe HOBoe nogpasaeneqHue AnA yCTponcTaa
- B cnucKe NoABUTCA HOBOE noppasaeneHue.

[

3. Haxmure (CoxpaHuTb) AnA coxpaHeHu1A

3ameuaHue!

Bce KOMMNOHEHTbI NpPoXoAa AOMKHbI MPUHAANEXATb OAHOMY NoApasgeneHuto
Cucrtema He NO3BONMUT COXPAHWUTb MPOXO[, MOKa BCE €ro KOMMOHEHTbI He OyayT
npuHaanexatb oAHOMY nogpasaeneHuto.

7.2 Ha3HaueHue nogpaspgeneHumn oneparopam
HasHaualTe nogpasneneHusa oneparopam B ananorosom okHe MpaBa nonb3oBaTenem

MyTb K AUANOroBOMY OKHY
naBHOe MeHto > KoHcurypauua > OnepaTtopbl U pabouue ctaHuuu > Mpasa
nonb3oBaTenem

MNpenBaputenbHbie TpeboBaHUA

- Toapa3sgeneHuns NULeH3npoBaHbl U UCMOMb3YHOTCA

— Co3[aHo Mo KpaWHel Mepe ofHO nogpasaeneHue.

— B cucTeme cosfaH no KpaWHen Mepe ofInH onepatop

Mpoueaypa

1. B ANanoroBoMm OKHe npaaa nonb3oBaTteneu Bbl6ep|/ITe 3anncb 0 nepcoHane anAa
Ha3HayaeMoro onepartopa.

2. Ha Bknaake MoppaspgeneHua UCNONb3yWTe KNaBULLIKW CO CTpenKamu Ans nepemMeLlleHus
nogpasaeneHui M3 cnucka JloctynHble nogpasfeneHus B cMcok HazHaueHHble
nogpaspgeneHua anAa 3Toro oneparopa.

3. Haxmure (CoxpaHuTb) AN coxXpaHeHUA
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8

Hactpouka IP-agpecoB

NokanbHble KOHTPONMepbl 4OCTyNa B ceTh TpebytoT cornacoBaHHOW cxeMbl IP-agpecoB ans
yyactus B cucTeMe KoHTponsa goctyna. MHctpymeHt AMCIPConfig HaxoauT KOHTponnepsbl B
ceTu W npepocTaBnaeT yaobHbIM MHTepdenc ANA LeHTPanM30BaHHOIO afiMMHUCTPUPOBAHUA
aipecoB M OPYrux CeTeBbIX NapamMeTpoB.

MpepBaputenbHblie TpeboBaHUA

—  JlokanbHble KOHTPONNEepPbl OCTyNa NOAKMNIOUEHbI K 3NEKTPOMUTAHUIO U CETH.

—  [pn HEOBXOAMMOCTU MOXKHO BOCMONb30BaTbCA cXeMoM |P-afpecoB KOHTPONNEPOB U UX
naponfamu.

MyTb K AUANOTrOBOMY OKHY
FnaBHoe meHI0 > KoHturypauua > UHCTpyMeHTbI

Mpouenypa
1.  TponauTte Mo NyT4 K AMANOroBOMYy OKHY M HakmuTe KoHdmrypauua AMC.
2.  Haxmwute CkanupoBatb AMCIPConfig

OTOBpPasnTCA CNMUCOK NMOKaNbHbIX KOHTPONNEPOB AOCTYNa, KOTOPble eCcTb B CeTU. [inA

KaXk4oro KOHTponnepa ykasaHbl cnegytolne napameTpsbl:

- MAC-agpec: annapatHbli agpec KoHTponnepa. ObpatuTe BHUMaHKe, UTO 3TO He
afipec rmaBHOIO KOHTpO/epa AoCTyna, KOTOpbii Takxe Ha3biBaeTca MAC
UCKMIOUMUTENBHO M3-3a COBMNAZEHMUA.

— CoxpaHeHHbI# IP-appec:

- Homep nopta: no ymonuaHumio — 10001

—  DHCP: ucnonbayetca 3HaueHue [a, TONbKO €CNKU KOHTPONAEep HAaCTPOEH Mony4yarb
IP-agpec ot DHCP

- Tekywuit IP-agpec

—  CepuiiHbi HOMep

3. [OBaxabl wenkHute AMC B cnucke, utobbl MU3MEHUTb ero napamMeTpbl BO BCMMbIBAOLWEM

OKHe. KpoMe Toro, MoXHO BblOpaTb CTPOKY Hy»HOro AMC u HaxaTb KHONKy YcTpoicTBa/

Hactpoutb... Obpatnte BHMMaHUe, UTO MOXeT noTpeboBaTbCcA BBECTU NapO/b, ECNU OH

yCTaHOBNEH ANsA yCTPOMUCTBA.

M3meHeHHble NapameTpbl ByayT coXxpaHeHbl, Kak TONMbKO Bbl HaxxmeTe KHonky OK Bo

BCMNbIBAKOLLEM OKHE.

4. 3aBeplIMB HacTpoMKy IP-mapamMeTpoB KOHTpONNepoB, HaXxKMuTe Pann > BbIATH, UTOObI
3aKpbITb UHCTPYMEHT.

Bbl BepHeTecb B OCHOBHOE MPUMOXEHHUE.

[nsa nonyuyeHua 6onee nogpobHoM MHDOPMALUK HaXXMKUTe CnpaBKa B MHCTPYMEHTE
AMCIPConfig, utobbl NpocMoTpeTb ero cobCTBEHHbIM paln CnpaBKU.
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MUcnonb3oBaHue pepaKkropa yCTPOMCTB

BBepeHue

Penaktop yCTPOMCTB — 3TO MHCTPYMEHT AnA fobaBneHus, yaaneHua 1 U3MeHeHuA Touek
[0OCTyna v yCTPOWCTB.

B HEM OOCTYyMHbI NpeacTaBneHuns Ana CNedyouux peqakTupyemMmbix Mepapxun:

- KoHdurypaumua yCTpOMCTB: 3/1IEKTPOHHbIE YCTPOMCTBA B CUCTEME KOHTPONA AOCTyna.
- Pabouue cTaHUMU: KOMMbIOTEPDI, B3aMMOAENCTBYIOLLME B CUCTEME KOHTPOMA AOCTyna.
-  O6nacTtu: hu3nyecKre 30Hbl, Ha KOTOPble pasaeneHa cuctema KOHTPonA gocTyna.

MpepBaputenbHble Tpeb6oBaHUA
CucTeMa NpaBWIbHO YCTaHOB/EHA, NMULEH3WPOBaHA U NMOAKNIOUEHA K CETH.

MyTb K AMANOroOBOMY OKHY
- FnaBHOe MmeHI0 > KoHcurypauua > [laHHble yCTPOMCTBA
—  BIS KoHdrypatop > NoaknioueHuna > [laHHble yCTPOMUCTBaA

Ucnonb3oBaHWe NaHeNnu UHCTPYMEHTOB pefaKTopa YCTPOWUCTB
HesaBucuMo OT TOro, Kakoe npefcrasneHune aktusHo (Ycrpoitctea, Paboune crtaHuuu vnu
Ob6nactu), Ha NnaHenu MHCTPYMEHTOB pefakTopa YCTPOMCTB AOCTYMHbI NPUBEOEHHbIE HUXE

YHKLMH.

KHonka Apnbik OnucaHue
Ctrl+ N Co3naHue HOBOro 3afieMeHTa B BbiOpaHHOM y3ne.
| Kpome Toro, MOXHO LLEeNKHYTb MO Y31y NpaBoW KHOMKOM, UToObI

OTKPbITb €ro KOHTEKCTHOE MEHIO.

::{ Del YoaneHve BbIOpaHHOIO aneMeHTa U BCEX 3NIEMEHTOB Mo HUM.
|‘ Ctrl-Page up |lMepBbii aneMeHT B AepeBe
< Ctrl - Mpeablaywmn sneMeHT
> Ctrl + Cnegyrowmm anemMeHT
H Ctrl-Page MocneaHWM aneMeHT B Aepese
down
':"Eg Ctrl-A PasBopaunBaHuWe U cBOpauMBaHUe aepesa.
]
Q) Ctrl-K ObBHOBNEHME JaHHbIX MYTEM UX NOBTOPHOM 3arpysku u3 basbl
JaHHbIX.

Bce HecoxpaHeHHble U3MEHEHUA YAanAIoTCA.

Ctrl-S CoxpaHeHUe TeKyllerl KoHgUrypaumu

Q Ctrl-F OTKpbITUE OKHa NMoucKa

2024-0515.5.0 |
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9.1

E OTkpbiTve aepesa KoHdurypauua yctpoiictea
1
=] OTkpbiTHe aepeBa Paboune cTtaHuUM

g2

o

OTKkpbiTHE AepeBa ObnacTtu

Bo Bcex npefcTaBneHWaAX pegakTopa yCTPOMCTB HauMHaWTe C KOpHSA AepeBa UM gobaensanTe
3MEMEHTbI, UCMOMb3ysA KHOMKKU NaHenm MHCTPYMEHTOB, MEHIO UM KOHTEKCTHOE MEHIO KaXaoro
anemMeHTa (LIeNKHUTE NPaBON KHOMKOW MblllKW, UTOObI Bbi3BaTh €ro). Ytobbl 06aBUTbL
BMOXEHHbIE 3M1IEMEHTbI K YCTPOMCTBY, CHauana Bbibepute poauTenbckoe yCTPOMCTBO, Noj
KOTOPbIM JOMKEH OTOBpaXKaTbCA 3TOT BIIOXKEHHbIW 3NEMEHT.

KonupoBaHue u BcTaBka ycTtpoicte AMC
Utobbl Konuposatb ycTponctea AMC M3 0QHOW UacTi aepeBa B ApYryto:
1.  WenkHuTe ycTponctBo AMC npaBoi KHOMKOW MbILIW U B KOHTEKCTHOM MEHI0 BbibepuTe
KonupoBatb.
2.  LUWenkHWTe NpaBoOM KHOMKOW MblWW MNOAXOAsALLEE POAUTENBCKOE YCTPOUCTBO B APYIOM
yacTu flepeBa U B KOHTEKCTHOM MeHto BbibepuTe BcTaBUTD.
—  YCTPOMCTBO KOMUPYETCHA B HOBOE PacrnonoXeHne BMeCcTe CO BTOXKEHHbIMU
yCTpOWCTBAMM U NapameTpamm.
—  3HaueHuA NapaMeTpoB YCTPOWCTBA, Takue Kak IP-appec 1 UMA, KOTOpble LOMKHbI
ObITb YHUKANbHbIMW, HE KOMUPYIOTCA.
3. Tpu HeobBXOAMMOCTU BBEAMUTE YHUKANbHbIE 3HAUEHMA ANA TaKWX NapamMeTpoB YCTPOMCTB.
370 06A3aTENBHO ANA COXPaHEeHWsA AepeBa YCTPOMUCTB.

CoxpaHeHue paboTbl

3aBepwmnB fobaBneHne aNeMeHTOB B AEPEBO U UX UBMEHEHUE, HAXXMUTE COXPaHUTb B ,
UTOObI COXPAHWUTb KOH(UIYpPaLHUIO.

UtobObl 3aKpbiTb PEAAKTOP YCTPOMUCTB, HAXKMUTe dDain > Bbixoga,.

Pexxumbl KOH)UrypupoBaHUA U nepeonpeaeneHun

PeXXuM KOHMUIypUpOBaHUA — 3TO COCTOAHWE YCTPOMUCTB ynpaBneHnsa OCTYNoM Mo
YMOMUaHUIO B pelakTope YCTPOMUCTB. B pexxume KOHMOUrypupoBaHWs aBTOPU30BaHHbIN
nonb3osatenb AMS unu BIS ACE MOXeT BHOCHUTb B PefaKTope YCTPOMCTB U3MEHEHUS,
koTopble ACS HemeaneHHO nepenaeT B NOAUMHEHHbIE YCTPOUCTBA.

Onepatop MOXET nepeonpenenuTb PexXMM KOHDUIYPUPOBaHUA, NOCbINas KoOMaHzabl
HEMNoOCPEeACTBEHHO B YCTPOMCTBO ynpaBrneHusa LOCTYNOM BHe pefdakTtopa ycTponcTs. ObbluHO
3TO NPOMUCXOAQMUT, Korga onepatop obpabarbiBaet BxogAwme coobueHuna n TpeBoru. Noka
onepatop He oTNpPaBUT KoMaHAy BoccTaHOBUTb KOHhUrypUpoBaHue, 4NA YCTPOMCTBA
coxpaHsaeTca Pexxum paboTbl.

Ecnv B pegakTope yCTpPOMCTB NONb3oBaTeNlb BbIOMPAET YCTPOMUCTBO, HAXOAALLEECH B PeXUMeE
paboThbl, Ha CTPaHWLE OCHOBHbIX CBOMCTB YyCTPOMCTBA OTOOpaXkaeTcA yBeaOM/EHHE.
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Hactpoika obnacrten KOHTpona gocryna

BBopaHble cBepeHuA ob obnacrax
OxpaHsaeMble 0ObeKTbl MOXKHO pasfaenuntb Ha obnactn. Obnactn moryT bbiTb Ntoboro pasmepa:
OAHO WM HECKONbKO 3[aHUMN, OOWUH 3TaXK UMK JaXKe OTAeNbHble KOMHaThI.
HekoTopble BapuaHTbl UCNONb30BaHWA obnacten:
—  Jlokanusauusa oTAenbHbIX MWL HAa OXPaHAEMOM OObeKTe.
— OueHka uMcna nvi B 3afaHHoM obnacTu B crniyyae aBaKyaluy UNW aBapuMHOW CUTyaLuu.
—  OrpaHuyeHue uucna nuuy Unv aBToMobMnen B HEKOTOPOM obnacTu:
Nno AOCTUXEHUW NpeaBapUTENbHO 3aaHHOMo Npeaena 3anonHeHus AanbHenLwne NonbiTKK
BXOAa MOTYT OTK/IOHATBLCA, MOKa NUua U1K aBTOMODOMNIM He MOKUHYT obnacTb.
—  Peanusauusa KOHTPONA NocnenoBatenbHOCTM A0CTyNa 1 3anpeT ABOWMHOro npoxona
CucTema pasnuuaet ABa Tuna obnacter ¢ KOHTponem gocTtyna:
— Obnactv AanAa nonen
— Obnacti anAa aBTomobunen (aBTOCTOAHKM)
Kaxxgas obnactb MOXeT MMeTb noaobnacty ana 6onee TOUHOroO U AeTaflbHOrO KOHTPONA.
O6nacTtu aAns nogen MoryT UMeTb 10 3 YPOBHEN BMOXeHUA, obnactu gnAa aBToMobunen —
TONbKO 2 YPOBHSA, @ UMEHHO MapKOBKa B LIENTOM U MapKOBOUHbIe 30HbI: OT 1 go 24.
ObnacTb N0 yMONUaHUI0, KOTOpaA CyLecTBYeT BO BCEX YCTaHOBKax, Ha3biBaeTcA CHapyXH.
OHa ABNAeTCcA POAMTENbCKOW ANA BCEX onpeaenAaeMbix nonb3oBaTenem obnacrer oboux
TUNOB: ANA Ntoaern U AnA aBToMobunen.

Mcnonb3oBaTb 061acTb MOXKHO TOMbKO B TOM Clyyae, eCfii K Hel BefieT Mo MeHbllel mepe
oOMWH BXO[.

Penaktop yctporncts DevEdit MoXxHO Mcnonb3oBaTb ANs HadHaueHWA nobomy Bxody obnacTu
MECTOMNONOXEeHUA U 0bnacTu HasHaueHuA. Korga KTo-nMbo ckaHWpyeT KapTy B cuMTbiBaTene,
npuHaanexallem onpegeneHHoMy nNpoxoay, 3T0 HOBOE MeCTOMNONOXeHWe N1La CTaHOBMUTCA
obnacTblo HasHaueHMA JaHHOro Npoxona.

3ameuaHue!

[nA ynpaBneHuWsa nocnenoBaTeNbHOCTbIO AOCTyNa M 3anpeTta ABOMHOro npoxona Tpebyetcs,
yTODObI Ha MPOX0OAax COOTBETCTBYHOLMX obnacTen ObiNM yCTaHOBNEHbl CUMThIBATENW BXOoAa U
BblxoAa.

[OnAa npenoTBpalleHnA CNyyanHoro UM HaMepeHHOro NPOXoa4a «BMPUTbIK» HACTOATENbHO
peKkoMeHAyeTCA UCNOMb30BaTb BXOAbl TUMA «TYPHUKET».

MopAapok co3paHuAa obnacren

TpeboBaHusa

Onepartopy cuctembl TpebyeTca pa3pelleHne CUCTEMHOIo afMUHUCTPATOpa Ha Co3aHune

obnacreMn.

MyTb K auanorosomy okHy (AMS)

1. B pucnetuepe guanoroBbix okoH AMS Bbibepute FnaBHOe meHlo > KoHdwurypauusa >
[aHHble ycTporcTBa

2. Haxmute «Obnactm»
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3. BblbepuTe y3en CHapyXu Wiv O4WH U3 ero JOUYEPHMX Y3N0B U HAXMUTE Ha

naHenu MHCTPYMeEHTOB. Kpome TOro, MOXHO LLENKHYTb NPaBoOM KHOMKOMW Mbiliv CHapyXH,
uTOObI 100aBUTL 061ACTb UEPE3 KOHTEKCTHOE MEHIO.
Bce obnacTtu, cosgaHHble M3HauanbHO, NONyyatoT YHUKanbHoe MMA ObBnacTtb U UMCTOBOM

cydhduKc.

4. Bo BcnnbiBalllem oKHe Bbibepute TMn (Ob6nacTb Ans nogen unu ABTOCTOAHKa 414

aBTomMobunew.

ObpaTuTe BHUMaHWE, UTO JOUEpPHUE 3TEMEHTbI 0OOMUX TUMOB MOXET UMETb TOMbKO

obnacTtb CHapy»XHu. [1iobana BNoXeHHasa 30Ha 3TUX JJOUEPHMUX STEMEHTOB BCceraa Hacneayet

TWUM POAMUTENbCKOrO 3NEeMeHTa.

— OOnactu ans nogen MoryT UMeTb BIOXEHHble YPOBHMU (40 Tpex). [Ansa kaxaoun
obnacTtv unu noaobnacTu MoXHo onpeaenuTb MakCUMarnbHYO BMECTUMOCTb.

—  ABTOCTOAHKM — 3TO BMpPTyaNbHble 00bEKTbI, COCTOALLWE NO MEHbLUEN MEPE U3 OHOM
30HbI CTOAHKU. ECNM BMECTUMOCTb aBTOCTOAHKMW He TpebyeTca orpaHuumnBaTth
CUCTEeMHbIM 0bpasom, oTobpaxaetcsa 0. B NpoTUBHOM cliyyae MakCcumanbHoe
KONMMUECTBO MapKOBOUHbIX MECT Ha 30HY cocTaBndaeT 9999, a Ha rnaBHOW NaHenwu
aBTOCTOAHKMW OTODpaXkaeTcsa cymma BCex CBODOAHbIX MECT B ee 30Hax.

Mopapok pepakTupoBaHUA obnacren

1. LUWlenkHuTe obnactb B Mepapxuu, utobbl BoibpaTb ee.

2. [epe3anuunte oguH UNKU HECKONMbKO Creaytowmx aTpubyToB Ha rMaBHOM NaHenwu
AManoroBoro okKHa.

Umna MMA NO yMONuaHMto, KOTOpOe MOXHO nepesanucarb.
OnucaHue CBobogHoe TekcToBOE onucaHue obnactu.

Makc. kon-Bo niwopgei/ 3HaueHune no ymonuyaHuio O (HOMb), ecnu orpaHUUUBaTh
aBTOMObGMNei BMeCTUMOCTb He TpebyeTcs.
B npoTMBHOM cnyyae HeobxoaMMo BBECTH LieNoe Yncno,
orpaHvuunBarollee BMeCTUMOCTb.

MpumeuaHusn.

—  HeB03MOXHO NepeMecTUTb 00MacTb, NepeTalinB ee B APYryto BETBb Mepapxuu. MNpu
HeobxoaMMOCTH ee HEODXOAMMO YAANUTb U CHOBA CO34aTb B APYroMl BETBU.

- B atom gnanorosom okHe none MoapaspaeneHue JOCTYNHO TONbKO ANA UTeHUA. YUToObI
M3MeHUTb NnoapasaeneHue obnacTv, BOCNONb3yWTeCb ANANOrOBbIM OKHOM
PacnonoxeHue feTeKTopoB v Bbibepute obnacTtb Ha YcTponcTea.

MopAapok yaaneHua obnacrei.
1.  LWenkHute obnactb B uepapxuu, utobbl BbIOpaTh ee.

X

2.  Haxmute Yaanutb UNU WENKHUTE NMPaBON KHOMKOW MbILLW, UTODbI BbINOMHWUTb
yaaneHue yepes KOHTEKCTHOE MEH!O.

MpumeuaHue. HeBO3MOXKHO yOanuTb obnactb, Noka He DyAyT yaaneHbl BCe ee govepHue

3NEMEHTHI.

HacTpoika obnacren gna aBTomobuneu
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Co3paHue obnacTeli onAa aBTomobunen (aBTOoCTOAHKA, NapKOBOUYHaA 30Ha)
Ecnu BbibpaH TMN obnactv ABTOCTOAHKA, OTOOPA3nTCA BCMNMbiBalOLLEe OKHO.

Marne starts | Central parking Apply

Mame Count Add
it B
Central parking_02 15 Delete

Central parking_03 g0
Central parking_04 100

QK | Cancel

1. Bsegute umsa B none UMA HauuHaeTca ¢, ytobbl co3aaTb FMaBHOE UMA AN BCeX

nogobnacten aBTOCTOAHKW UMY NapPKOBOUHbIX 30H.
C nomoubto KHOMKK [,06aBUTb MOXXHO CO34aTb A0 24 NapKOBOUHbIX 30H, Y UMA KaXKA0oM
OyneT cocToATb U3 FMaBHOIO MMEHW W ABY3HAUHOro cyddurkca.

2. Ecnu HeobxoaMmMo cUCTEMHBIM 06pPa3oM OrpaHUUYMTb BMECTUMOCTb 3TUX obnacTen,
BBEAWTE UMCO NapKOBOUHbIX MecT B cTonbue KonuuectBo. Ecnu orpaHuumBath
BMeCTUMOCTb He TpebyeTcs, BBeauTe 0.

Mpumeuanue. MakcuManbHaa BMECTUMOCTb BCEM aBTOCTOAHKHK AOMKHA OblTb paBHA cymMme

3TUX uncen. ToNbKO NapKOBOUHbIE 30HblI MOTYT COAlEPXKaTb NAPKOBOUHbIE MECTa; aBTOCTOAHKA

npeacraBnaetr cobon BUpTyanbHbiM 0OBEKT, COCTOALLMM M3 MO MEHbLLENW Mepe O4HOM

NapKOBOUYHOM 30Hbl. MaKCMManbHOE UMCO MAPKOBOUHbIX MECT Ha 0HY 30HY — 9999,

Co3paHue BXOAOB ANA aBTOCTOAHOK

Kak 1 c obbluHbIMKM 0bBnacTaAMM, NapKkoBKaM Tpebyetca Bxon. MNoaxoasilana Moaenb ABepu —
ABTOCTOAHKaA 05C.

[nAa MOHUTOPWHIa 3anonHeHUA aBTOCTOAHKM B ogHoM AMC TpebyeTca ncnonb3oBaTtb 2 BXoaa
c 3ToM mogenbto aosepu. OauH — AnA Bbesna, Apyron — aAnsa Bble3ga.

TpeboBaHue

Co3nanTe aBTOCTOAHKY C MO MeHblUIEN Mepe O4HOW MNapKOBOUHOM 30HOM, KaK OMMWCAaHO BhILLE.
MyTb K AUANOroBOMY OKHY

FnaBHoe MeHI0 > KoHdurypauuna > [laHHble yCcTpoMCTBa

=,

Bbibepute LACs/Mpoxoabl/YcTpoicTBa

Mpouepypa
1. B vepapxuu ycTponcTs cosgante AMC unu Bbibepute AMC, y KOTOPOro HeT 3aBMCUMbIX
BXOOOB.

2. LllenkHuTe npaBoW KHOMKOM MbilwK naHenb AMC v BbibepnTe Co3paTb BXOA.

3. Bo BcnnbiBawllem okHe Co3aaHue Bxoga Bbibepute moaenb Bxona ABTocToAHKa 05¢ 1
nobaBbTe BXOAHOW CUMTbIBATENb, TUM KOTOPOrO COOTBETCTBYET TUMY YCTAHOBNEHHOIO Ha
Bbe3[e Ha aBTOCTOAHKY.

4. HaxmuTte kHonKy OK, utoObl 3aKpbITb BCMMbIBatOLLEE OKHO.

5. BbibepuTe TONbKO UTO CO3[aHHbIM BXO[ B MepapXuu YCTPOWUCTB.

-  OObpaTuTe BHUMaHWeE, UTO CUCTEMA aBTOMATMUYECKWM HasHauuWna cuMTbiBaTenb B
KauecTBe CuuTbIBaTeNA BXoAa.
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6. B ocHoBHOWM naHenu pefakTMpoOBaHWA Ha BKkNnaake ABTocToAaHKa 05¢ BbibepuTe B
Bbinagatouiem meHto MecTo Ha3HaUeHUA paHee CO34aHHY aBTOCTOAHKY.
7. llenkHuTe npaBor KHOMKOW Mbiln AMC u co3ganTe elle oauMH BXOA TUNna ABTOCTOAHKA
05c, KaK yKasaHo BblllUe.
- OO6patTuTe BHUMaHHWe, UTO B 3TOT Pa3 MOXHO BblOpaTh TONbKO BbIXOAHOM
cuuTbiBaTeNb.
- Haxmute kHonky OK, utobbl 3aKpbITb BCMMbIBalOLWEE OKHO.
8. BblbepuTe BTOPOM TONBbKO UTO CO3AaHHbIM BXOA B MEPAPXUU YCTPOMCTB
- OObpatuTe BHUMaHHWe, UTO CUCTEMA aBTOMATUUECKWU Ha3Haunna BTOPOM CUMTbIBATENb
B KauecCTBe BbIXOAHOrO CUMTbIBATENA.
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11

HacTtpoirka oxpaHAeMbiX obnacteu U naHenewu

BBepeHue

Cuctema ynpaBneH1A [OCTYNOM 33alelCTBYeTCA B YNpaBNeHUU OXpPaHHbIMKU NnaHensamu Bosch u
WUX aJMUHUCTPUPOBaHMU. CBeAEHNA O NOALEPXKMBAEMbIX MOAENAX CM. B KPAaTKOM OMUCaHWK
cucTeMbl ynpaeneHua goctynom. Cucrema ynpaBneHua 4OCTYNOM MPUBHOCKUT CBOO
cneundurKky B afMUHUCTPUPOBaHWE NoNb30oBaTeNnen OXpPaHHOM NaHenu. 3TW Nonb3oBaTenu
ABMNAOTCA NOAMHOXECTBOM BCEX AepKaTenen KapT obLien cuctembl ynpaBneHus 4OCTYNOM.
AOMUHUCTPATOPbI CUCTEMbBI YNPaBNeHUA AOCTYNOM NPeaoCTaBAAT 3TUM AepXKaTenaM KapT
cneuuanbHble paspelleHna Ha paboTy ¢ OXpaHHbIMKW MaHEeNAMM C MOMOLLbIO AUcneTyepa
nunanoroBbix okoH ACE.

UTto KacaeTcs caMuX OXpaHHbIX NaHenew, ANnsA UX HaCTPOMKK M OOHOBNEHUA, KaK U npexae,
MCNONb3yeTcA Ux coObCTBEHHOE NporpammMHoe obecneueHue Ans yaganeHHoro
nporpammupoBaHusa Remote Programming Software (RPS). ACE HenpepbIBHO CUMTbIBaeT
haHHble U3 RPS n oTobpaxaeT fLOCTynHble ANA Hee NaHenu.

ACE coaep>XuT aManoroBble OKHa ANf CO3[aHWA U HasHaueHusa npodunen aBTopmMsaumu, a
TakXXe ANA ynpaBneHua nonb3oBaTenamMu naHenen B RPS.

Puc. 11.1: YnpouieHHas Tononorusa cMcTeMbl OXpaHHOW curHanusauum ACS

ACS OcHoBHasA cucTema ynpasneHua goctynom: AMS wvnu BIS-ACE
API NHTepdenc npuknagHoro nporpaMMmnpoBaHus
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RPS Cuctema yganeHHoro nporpamMmmMpoBaHuaA: NPUNOXKEHWe ONA yNpaBneHus
(Remote |oxpaHHbIMW NaHenAMU
Programmi
ng
Software)
1 O1 ACS go naHenu: KoMaHabl NaHenu.

Ot naHenu oo ACS: cobblTMA Ha OrpaHHbIX TOUKaXx.

2 OT ACS no RPS: gaHHble Aepxatenen kapt

3 OT RPS fo naHenu: napameTpbl KOHUIypaLum

MpepBapuTenbHbie TpeboBaHUA

- MporpammHoe obecneueHre RPS nogaepkMBaeMbix oxpaHHbIX naHenen Bosch
YCTaHOBNEHO HAa OTAENbHOM KOMMbIOTEPE C CeTeBbIM NoAakntoueHnem k cepsepy ACE, a
He Ha camom cepBepe ACE. MHcTpyKumKu no yctaHoBKe RPS cMm. B COOTBETCTBYHOLLLEM
PYKOBOACTBE.

— O RPS HacTtpoeHo anA paboTbl C OXpaHHbIMK NaHeNAMM, KoTopble DyayT NpuHaanexaTb
cucteme ynpasneHua goctynom ACE. CM. MHCTPYKLMKU B pyKoBoaCcTBe nonb3oBarena RPS
MNKW B OHNaWH-CNpaBKe.

- Yachl Ha naHenax HaxoaAatca B npeaenax 100 gHen oTHOCUMTENbHO yacoB Ha cepBepe ACE
ans obecneyeHusa aBTOMaTUUECKON CUHXPOHM3ALMM.

— [lpoTokon pexuma 2 3afaH Ha BCEX yUaCTBYHOLLMX MNaHeENAX.

—  KapTbl C 0OAHWM W3 creayoUMX CTaHAAPTHbIX onpeaeneHuin:
-  HID 37 BIT -> Brop»xeHue 37 BUT ¢ kogom obbekTta 32767 UNK HUXKe.
-  HID 26 BIT- > BropxeHue 26 BUT
- EM 26 BIT- > BropxeHue 26 BUT

0630p
Mpouecc HaCTPOMKKM COCTOUT U3 NMEPEUNCTIEHHbIX HUXeE 3TanoB, KoTopble DyayT onucaHbl B
cneayloWmx pasgenax 3Tou rnasbi:
1. YcTaHoBKa oxpaHHOro uHtepdenca RPS API Ha komnbtoTep ¢ RPS
2. [lMoakntoueHWe cUCTEMbI yNpaBneHUa 4OCTYNOM K OXPaHHbIM NaHensam.
— OnpepeneHue noakntoueHuns K MHTepdercy RPS API.
—  HacTpoMka nogknoueHun naHenu.
3. CosgaHue npodunen npas A0CTyNa K NaHenam, onpeaensolmx, Kakue
(byHKLUMOHaNbHblE BO3SMOXHOCTU MOAKMNIOUEHHbIX NaHenel MoryT MCnonb30oBaTbCA.
4. HasHaueHWe npodunen npaB AOCTyNa K NaHenAaM Aep)KaTenam KapT.
—  Takum obpasom, 3TW AepKaTenu KapT CTaHOBATCA onepatopamMu OXpPaHHbIX NaHeneu.

YctaHoBKa oxpaHHoro uHrepdenca RPS APl Ha komnbloTep €
RPS

OxpaHHbI MHTepdenc RPS APl — aTo KaHan cBA3u Mexay nporpammamu AMS u RPS Ha
COOTBETCTBYIOLWMX KOMMbloTepax. CHauana HeobXxoaAnMO yCTaHOBUTb UHTepdenc APl Ha
komnbtoTepe ¢ RPS, a 3aTeM yCcTaHOBWTb cepTUdUKaTbl, CO3haBaeMble NPOrpamMmMon
YCTAaHOBKMW Ha KomnbtoTepe ¢ AMS.

Mpouenypa
1.  3anyctuTe chaln ycTaHOBKU MHTepdenca RPS APl B cOOTBETCTBMM C NpUNaraeMomn K Hemy
LOKyMeHTaLuuen.
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—  ®dain ycTaHOBKW U ero JOKyMeHTalLuA HaXxoA4ATCA Ha yCTaHOBOUHOM HocuTene AMS:
AddOns\Intrusion-RPS-API\Bosch RPS API Setup v*.exe
AddOns\Intrusion-RPS-API\RPS-API Application note v*.pdf

- Mporpamma ycTaHOBKM cO34acT ABa cepTUdmMKaTa U COXPAHUT UX HA KoMMbloTepe ¢ RPS:
$AppData%\Roaming\Bosch RPS API\BoschRpsAPI.cer
$AppData%\Roaming\Bosch RPS API\BoschRpsAPI.pfx (HeobXxoAMMO yCTaHOBWTb
naponb)

2. Ckonupy#nTe dannbl cepTuduKkaToB KoMnbioTep ¢ AMS.

3. YcraHOBWTE cepTUdUKaTbl Ha KOMMNbloTepe ¢ AMS B pacnonoXxeHue XxpaHunuiua:
Local Machine, XpaHUNuuie cepTUOUKaATOB:

Trusted Root Certification Authority.

11.2 MopaknwouyeHUe CUCTEMbI YNpaBNneHUA AOCTYNOM K OXPaHHbIM
naHenam

BBepeHue

B aToM pasgene onucbiBaeTcA, Kak 0ToOOpa3nTb OXpaHHbIe NaHenu U caenatb UX AOCTYMHbIMU
ana ynpasneHus ¢ nomouwbto ACE client. Cuctema ynpaBneHus 4OCTyNnoM nogKkntovyaerca
uepes uHTepdenc APl k MO RPS B cBoel ceTu. Uepes 3T1oT MHTepdenc APl cuctema
NOCTOAHHO OOHOBNAET BHYTPEHHWUM CMUCOK AOCTYMHbIX COBMECTUMbIX OXPaHHbIX MaHenewn.
[nA nogKntoueHUsa 3TOW CUCTEMbI K OXPaHHbIM NaHensm B AMS Hy»XHO BbINMOMHUTb ABa Liara:
— Llar 1. OnpeneneHue nogkntoueHusa K RPS API

- Lar 2. HacTpo#ka nogkntoueHu naHenu

MyTb K AUANOroBOMY OKHY
— TnaBHoe MeHIo > KoHdmurypauua > MaHenu 1 BNoOXeHHbIe NANoOroBbie OKHa

11.21 LWWar 1. OnpepneneHue nogknioueHua kK RPS API
Ha ware 1 B cucTeMy ynpaBneHus 4ocTynom nepenaetcsa MHpopmauuna ob agpece
KomnbtoTepa ¢ RPS u yueTHble gaHHble aAMUHUCTPaTopa.

MyTb K AMANOroBOMYy OKHY
naBHoe MeHto > KoHdwmrypauua > NManenu > Kondurypauua RPS API

Mpouepypa
1. BBeauTe cnepytollyto MHopMaumto:

UHcopmauuna OnucaHue

Mma xocTa/lP-agpec HTTPS-agpec KomnbtoTepa, Ha KOTopom BbinonHAeTca RPS,
M HOMep nopTa, Uepes KOTOpbl 0OMeHWBaETCA AaHHbIMU
RPS. Mcnonb3oBaHWe localhost He pa3peLleHo.

Homep nopTa Nno ymonuaHuw — 9000.

MmA nonb3oBaTens Mma agmuHuctpatopa RPS gna API.

Maponb Maponb agMuHucTpaTopa RPS.

2. Haxmute kHonky MpoBepuUTb NogKnoueHue, 4todbl NpoBepuTb paboty RPS
M OOMYCTUMOCTb MMEHU MONb30BaTENA U Napons.

[

3.  Haxmure (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.
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11.2.2

11.3

LWar 2. HacTpoika NnogKNIOUYEeHUU NaHenu
Ha ware 2 HaCTpanBaeTCA ypOBeHb ynpaBneHNA CUCTEMDbI ynpaBneHWA JOCTynoM AnaAa
oTAeNnbHbIX naHenemn B cetw.

MyTb K AUANOroBOMY OKHY

naBHOe MeHto > KoHdurypauusa > MaHenu > AGMUHUCTPUPOBAHUE NaHeENu

B 3TOM AManoroBom oKHe NpuBeAeH CMUCOK COBMECTUMbIX OXPaHHbIX MaHenem, KoTopble

nHtepdenc RPS API npegoctasun ana ACE.

ITOT CNUCOK Nepuoanueckn obHoBnAeTcA B (POHOBOM pexume. [locne oTKpbITUA AUANOroBOro
)

OKHa MOXHO BpeMfA OT BPEMEHU HAXKMMATb KHOMKY Q , UTOObI HEMeaNeHHO BbIMOMHWUTb

0OHOBNEHWE BPYUHYIO.

[aHHbIM CNMCOK [OCTYNEH TONbKO ANA UTEHUA, 32 UCKTIOUEHMEM 3NIEMEHTOB yNpaBneHus,

OMMUCaHHbIX B CNefylollemM pasgene.

Mpouenypa

1. BblbepuTe naHenb U3 cnucka

2. Wcnonb3yWTe yKasaHHble HWXKe 3M1eMeHTbl yNpaBneHusa, uToObl onpenennTb, Kakue
BO3MOXHOCTW CUCTEMA YMpaBneH1a 4OCTynoM OyaeT MMeTb Ha BbiIOpaHHOM OXpaHHOM

naHenu.
Ctonbey cnucka YcTtaHOBUTE pnaXkoK, UTobbl NONb30BaTENU OXPAHHOMW MaHEeNu,
AQMUWHUCTPUPOBaHUE NO | yKasaHHble B 3TOM CTPOKe, Dbl COXPaHEHbI B CUCTEME
nb3oBaTenewu ynpaBneHuWsa OOCTYNOM, a He B CaMOW NaHenw.
BAXXHO! lMpu BbibOope 3TOM HAaCTPOMKU BCe NONb30BaTeNM
naHenu, cosgaHHble nokanbHo B RPS, OyayT nepesanucaHbl.
Ctonbel naHenu Utobbl naHenb Obina 4oCTynHa ANA BbIMONHEHWA KOMaH U
Map View ynpaeneHua nocpeactsom ACE client, yctaHoBUTE 3TOT hN1aXKoK.
3HaAYoK HACTPOMNKHU Ecnu B cton6ue Map View yctaHoBneH hraXkok, HaxKMuTe

3HauoK, uTobbl yKasarb
- IP-agpec;

(wectepetka) B —  HoMmep nopTta (Mo ymonuaHuo — 7700);

cton6bue JaHHble "
—  naponb AnA otaenbHOW naHenu. 3T0T Naponb

ocTyna.
AOCTY ycTtaHaBnuBaetcAa B RPS.
KHonka: Ecnu naHenb 6bina yaaneHa B RPS, oHa oTobpakaeTcA B CNUCKe C
Ypaanutb BbiGpaHHYI0 Na | cocToAHMeM YaaneHo. BoibepuTe naHenb U HAXKMUTE 3Ty KHOMKY,
Henb UTOOblI MONHOCTBLIO YAANWUTb €e U3 0a3bl AJaHHbIX.

Co3paHue npocunen npas AoCcTyna K NnaHenAm

BBepeHue

B aToMm paspgene onucbiBaeTcA NOPAAOK CO34aHUA Npodunen aBTopM3aLmnm NaHenu.
Mpodunb Npas AocTyna K NaHensm — 3TO HacTpanBaembld Habop paspelleHri Ha paboTy ¢
HacTpauBaeMbiM HabopoMm oxpaHHbIX NnaHenen. AoMuHuctpatop ACE MoxeT co3gatb
HEeCKONbKO npodunen aBTopMsauunm naHen B 3aBUCMMOCTH OT 00A3aHHOCTEN pPasHbIX Fpymnn
Jepxarenen kaprt.

MyTb K AUANOrOBOMY OKHY
— [naBHoe MeH > CUCTeMHble AaHHble Mpodunu aBTOpU3auum ANA OXPaHHbIX NaHenewn
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Mpoueaypa

Utobbl co3aatb HOBbIW MPOMUNb, LLENKHNUTE [g,;. .
(ObsizatenbHO) BBeauTe uMsA npoduna.
(HeobazatenbHO) BBeauTe NpoM3BONbHOE TEKCTOBOE OMUCaHWe MaHenu.

PonN =

Moa cnuckom HasHaueHHble naHenu HaxxmuTe [Jo6aBUTb..., UTOObI 00aBUTb B CMUCOK
OfHY MK HECKONbKO NaHenen u3 BCMMblBalOWEro cCnMcka naHenem, 4OCTYNHbIX B CETH.
Utobbl, HAaNPOTKUB, yAaNWUTb NaHENU U3 CNUCKa, BbIDEpPUTE OAHY MMM HECKONBbKO NaHeNewn u
HaXXMUTe YAanuThb.

5. Bbibepute naHenb B cnucke HazHaueHHble NaHeNM, WeNKHYB Mo HeW.

- B obnactv MonHomouuna otob6pasnTCA CNUCOK, COAEPXKALLMM BCE OXPaHAEMble
obnacTtu, NpuHagnexatime BbiIOpaHHON MaHenu.

6. B ctonbue YpoBeHb nonHOoMouui crvcka NMonHoMmouuna Bbibepute ypoBeHb NONMHOMOUMKM

ONA KaKAoW oxpaHAeMoMn o6nacTv naHenu, KOTOPY HYXXHO BKMIOUWUTb B 3TOT NPOdUnb.

—  YpOBHM NOMHOMOUMIK onpenensatTca U xpaHAaTca B RPS. Tam e nx MOXHO
HacTpauBatb. lpexae ueM HasHauaTb YPOBEHb NMOMHOMOUUIK NPOdQUNIO,
nepenpoBepbTe ero onpegeneHune B RPS.

- Tlo yMONUaHMIO camblM LUMPOKKUW KPYr MONTHOMOUKMM faeT ypoBeHb L1, a ¢
yBenuvueHueMm Homepa ypoBHA (L2, L3, ...) nonHomouuna Bce bonee
OorpaHWuMBaloTCA.

—  Ecnv octaBUTb 3Ty AUEMKY NYCTOM, TO NonyyaTtenb AaHHOTro npoduna He byneT UMeTb
npae AocCTyna K AaHHOW OXpaHAeMoM obnactu BblIOpaHHOW MaHenw.

7. TloBTOpUTE 3Ty NpoLeaypy ANs BCeX oxXxpaHaeMblx obnacTter Bcex naHeneu, Kotopble

HY>XHO BKMIOUMUTb B AaHHbIA NPOdUNb.

8. (HeobsasatenbHo) B cnucke Fpynna nonb3oBarteneu BbibepuTe rpynny nonb3oBartenen
naHenu, ecnu Hy>KHo, ytobbl NpeaocTaBNeHHble MOMHOMOUWA [eWCTBOBaNW NUllb B
onpeneneHHble Nepuoabl BPEMEHH.

— Tpynnbl nonb3oBaTenen onpenenstoTca u xpaHaTca B RPS. Tam e UX MOXHO

HacTpauBatb. [pexae ueM HasHauatb rpynny Nonb3oBatener NPouto,

nepenpoBepbTe ee onpegeneHune B RPS.

9. Haxmurte (CoxpaHuTb) ANA COXpaHEeHUA U3MEHEHUMN.

114 HasHaueHue npodunen aBTopU3aLumu NaHeneun gepxxatenam
KapTt
BBepeHue
B aTom pasgene onucaHo, Kak Ha3HauaTb pasHble NPOMUIY aBTOPU3ALMK NAHENMU
Aepxatensam KapT pasnuuHbiX TUNOB MKW FPynm.
MpenBaputenbHoe TpeboBaHUe
Bbl onpegenunu oguH MNM HeCKONbKO Npodrnen aBTopu3aLnmn NaHenu B cucteme
ynpaBneHus AOCTYMNOM.
MyTb K AUANOrOBOMY OKHY
naBHoe MeHto > Nuuya > KapTtbl
Mpouenypa
1. OObluHbIM cOCOOOM HanauTe W BbibepuTe TpebyeMoro aepxxaTena KapTbl B 6ase AaHHbIX.
2. OTkpoMTe BKnagky OxpaHa.
3. Ha Bknagke OxpaHa yctaHoBUTe onaxkok Monb3oBaTtenb NaHenwu.
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11.5

4. (ObsasatenbHo) B none Kopg gonycka BBeAUTE KO A0MNYCKa, KOTOPbIM AaHHbIM AepKaTenb
KapTbl OyaeT Mcnonb3oBathb AnfA PaboTbl C OXpPaHHbIMK NaHEeNAMMU.

—  TNpn HeoBXOAMMOCTH UCMONb3YyMTe KHOMKY, UTODObI CreHepupoBaTb HOBbIM
HeMCcnonb3yeMblM Koa Aonycka.

5. B cnucke UpeHTU(MKaLMOHHAA KapTa BbibeprTe OQHU M3 YUETHbIX JaHHbIX YNpaBneHus
OOCTYNOM, NMPUCBOEHHbIX JAaHHOMY AepXaTento KapThbl.

6. (OononHutenbHo) B none Homep yaaneHHOro ycTponcTBa BBeauTe HOMeEpP, KOTOPbIM
HamneyaTtaH Ha YCTPOWCTBE yAaneHHOro ynpaBneHus gepxarensa KapTbl AN OXPaHHbIX
naHenemn.

7. B cnucke A3bIk BbibepUTe A3bIK ANANOrOBbIX OKOH MaHenu, npeanoutTuTenbHbli aAns
Aepikatens KapTbl.

8. Ecnu peprkatenb KapTbl UCNONb3yeT MOOUIbHOE NpUnoXeHne Bosch ana oxpaHHbIX
naHenem, yCTaHoBuTe pna)kok YaaneHHbIW JOCTyM.

9. B cnucke MNMpochunb aBTOpU3aLMKU BbIOEPUTE NPOdUNDb aBTOPU3aAL MU NAHENH,
noaxoAAlMM AnsA aepkatena KapTol.

B (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUN.
—  [OepxaTento KapTbl bygeT HasHaueH 3TOT NPodUNb aBTOPU3aLMK MaHEeNU CO BCEMMU
BK/MOUEHHbIMUW B HETO MaHenaAMW W MoNHOMOUMAMU. Taknum obpasom, aepkatenb
KapTbl CTAHOBWUTCA OMEPaTOPOM OXPaHHbIX NaHeneu.
ObpaTuTe BHUMaHWe, UTO B 3TOM AMANOrOBOM OKHE TaKXXe MOXHO MCMOMNb30BaTh NONA AaHHbIX

10. Haxmute

C KHOMKOW o AnA NonckKa p,ep>|<aTer|e17| KapT B 0ase gaHHbIX.

YnpaBneHue gBepAMHU ¢ nomolybio moayneu B901 Ha
OXpPaHHbIX NaHenAx

HauuHana c Bepcuun AMS 4.0.1, moaynamu uHTepdenca ynpasneHua goctynom B901 MoxHo
ynpaenATb ¢ nomouwbto AMS Map View.

Mogynb B901 — 3To NpocToM KOHTPONep ABEPH, NOAKNIOUAEMbIM K OXPaHHbIM NaHensam
Bosch cructeMHbIM agMuUHKUCTpaTopoM. COOTBETCTBYIOLWAA OXpPaHHaA NaHenb NOAKMUaeTCA K
AMS, KaK onucaHo B NpeablayLlmx pasgenax.

Moaynb B901 He HacTpaMBaeTcA B pedakTope YyCTPOWCTB.

Moaynu B901 MoryT oTnupatb/3anupartb, NepeBoANTb B PEXWM 3alMTbl/BbIBOAUTb U3 HETO U
BbIMOMHATb LWMKN ABEPH, HO NepeaaroT B CUCTEMY YNPaBeHUA OCTYNOM TONbKO
OrpaHWUEHHY0 MHPOPMALMIO O COCTOAHMKU. Hanpumep, oHU coobuiatoT, uto ABEPb
pasbnoknpoBaHa, HO He MOTyT COODLKTL, OTKPBITA NIM OHA (hU3UUECKH.

Kak 1 B criyuae ¢ ApyrMMW OXpPaHHbIMW YCTPOMCTBaMM, ANA OTNPaBKKM KoMaHg moaynto B901
13 AMS Map View Hy>XHO BKNOUUTb NpeactaBneHne Map View ana cooTBETCTBYHOLLEN NaHenu
B AManoroBom okHe AMS:

naBHoe MeHto > KoHdurypauua > NMaHenu > AGOMUHUCTPUPOBaHUE NaHeneun

MpunoxeHue Swipe ticker B Map View u asepu ¢ mogynamu B901

Onsa npegoctaBneHWA NpaBUbHOM MHGOPMaL MK NpunoxeHuto Swipe ticker B
npeacraBneHnn AMS Map View ngeHtrudrkaTopbl ABepen ¢ mogynamu B901 gonxHbl
coBnafatb C uaeHTUUKaTopaMmn UX ABEPHbIX Touek. Hanpumep, aBepb 1 gonxHa bObiTb
HasHaueHa ABepHOM Touke 1, ABepb 2 ABEPHOM Touke 2 U T. 4.
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Doars 1 -4 Daoor 1 [Door 2 |Door 3 |Daor 4
Door Name Text Dron Doo Do, Do

Doar Mame Text (Second Language)

Door Source SO (B901) SDIP (B901) SO (BA01) SDIF (BA01)
Enfry Area 1 1 1 1
Lzzociated Keypad # pad 1 pad 1 pad 1 pad 1
Custom Function sabled abled abiled abled
Door Point 1 2 3 4

Door Pairt Debounce 600ms G00ms G00ms G00ms

Ch e "

ITW Ha3HaueHuWs Onsa KoHTponnepa aseper B901 BbinonHATCA B MHCTpyMeHTe RPS ans

HaCTPOMKKU OXPaHHbIX MaHENen U KOHTPONEPOB.
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12 HacTtporka onepaTtopoB U pabounx CTaHUUMH

BBoaHble cBegeHUA 00 aAMUHUCTPATUBHbIX NMPaBaX KOHTPONA A0CTyna
AOMMHWUCTPATMBHbIE NpaBa AMf CUCTEMbl KOHTPONA AOCTyNa OnpeaenstoT, KaKMe AManorosble
OKHa CUCTEMbl MOXXHO OTKPbITb U KAKUMW (PYHKLMAMKU MOXKHO BOCMONb30BaTbCA B 3TUX OKHax.
MpaBa MOXXHO Ha3HauaTb Kak oneparopam, Tak U pabounm CTaHUMUAM.

MpaBa pabouen cTaHLUMK MOTYT BPEMEHHO OrpaHWUKUTb NpaBa ee onepaTopa, NOCKONbKY
KPUTUUECKHW BaXkHble AnsA 6e30nacHOCTU onepaumu AOMKHbI BbIMOMHATLCA TONbKO C 0C000
be3onacHbIX paboumnx cTaHLUUM.

MpaBa HasHauawTCcA onepaTtopam U pabounm cTaHUMAM B CBA3Kax, HasbiBaeMbix Mpodunu.
KaxkoblM npodurnb agantMpoBaH K 06A3aHHOCTAM OAHOIO M3 onpeneneHHbIX TUMOB
onepaTtopoB UNu pabouunx cTaHUMM.

KaxablM onepatop unu pabouas cTaHLMA MOTYT UMETb HECKOMbKO Npodunen aBTopmu3aLmu.

O6wana npoueaypa U NyTU K AUaNorosbiM OKHaM
1. Cospante pabouure CTaHUMK B pefaKkTope YCTPOMUCTB:

=
2

KoHdurypauusa > [laHHble ycTpoicTBa > Pabouue cTaHuuu

2. CospgaunTe npodunu paboumx CTaHUMM B AMANOrOBOM OKHE:
OnepaTtopbl U pabouue ctaHuuu > Mpocdunu pabounx cTaHuUM.

3. HasHaubTe npodunu paboumm CTaHUMAM B CNedytoLlleM AUanoroBOM OKHe:
Onepartopbl U pabouue ctaHuuu > MpaBa pabounx craHUUIA

4. CospawTte Nnpodunu oneparopa B cregytowemM AManoroBoM OKHe:
OnepaTtopbl U pabouue ctaHuuu > Mpocdunu nonb3oBarenen.

5. HasHaubTe npocunu onepatopam B creayrowemM 4UanoroBoM OKHe:
Onepartopbl U pabouue ctaHuuu > MpaBa nonb3oBarens

121 Co3paHue paboumnx cTtaHUUM

Pabouune cTaHUMMU — 3TO KOMMbIOTEPHI, C KOTOPbIX ONepaTtopbl paboTaloT C CUCTEMOW KOHTPONA
JocTtyna.

CHauana pabouyto cTaHLMIO HeOBXOAMMO CO3[aThb, TO €CTb 3apPerMcTpPMpPoBaTb KOMMbIOTEP B
cCUCTEME KOHTpONA focTyna.

MyTb K [UANOroBOMY OKHY
KoHdurypauuna > [laHHble ycTpoicTBa > Paboumne ctaHuuu

Mpouepnypa
1.  WenkHute DMS npaBoM KHOMNKOMW MbIlW U BbibepruTe HOBbIH OBGBEKT B KOHTEKCTHOM
MeHIo UNU WenkHuTe ¥ Ha naHenu MHCTPYMEHTOB.
2. BaepguTe cnegylouwme 3HaUeHWA ANA NapamMeTpoB:
- WmAa pabouen cTaHUMM OOMKHO B TOUHOCTH COBMaAaTb C MMEHEM KOMMbloTEpa.
— OnucaHue — 370 HeobA3aTenbHoe none. Ero MoXHoO ncnonb3oBaTtb, HaNpuUmep,
yTobbl ONMcaTb PYHKLMIO U pacrnonoxeHue pabouern CTaHUUK
- Bxop uepes cuuTbiBaTenb: YCTAHOBWUTE 3TOT PIaXKOK TONbKO B TOM Cllyyae, ecnu
onepatopbl AOMKHblI BXOAWTb B CUCTEMY Ha 3TOM pabouel cTaHUMK, NpeabABnas
CBOW KapTOUKK pPerucTpaLMoHHOMY CUMTbIBATENIO, MOAKIIOUEHHOMY K 3TOM pabouen
cTaHuuu. MoapobHble cBefeHUA CM. B pasaene [ByxdaKTopHas npoBepkKa
NOANMMHHOCTH
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12.2

- ABTOMaTHUeCcKUi Bbixoa nocne BpeMeHU HeaKTUBHOCTHU: BpeEMA B CEKYHOaxX nocne
CeaHCa BXoda C Ucnonb3oBaHnem perMcTpaumMoHHOro CYMUTbliBaTeNnA, Nocrne KotToporo
CeaHC aBTOMaTMueCcKM 3aBepLuaeTcA. YCTaHOBUTEe 3HaueHue 0, ytobbl 3TO BpeEMA
Obino HeOorpaHMYeHHbIM.

Co3paHue npodunen paboumux ctTaHUUMn

BBoaHble cBefieHUA O NPohUnAX pabounx cTaHUUM

B 3aBMCMMOCTU OT PU3MUECKOrO pacrnonoxeHus pabouan CTaHUWA KOHTPOMA AOCTyna AOMKHA
ObITb TLLATENBHO HACTPOEHA HE3ABUCHMO OT NMPUMEHEHUSA, HaNnpuUMep:

—  Kakue oneparopbl MOTYT ee UCMONb30BaTh;

—  KaKue yuyeTHble JaHHble HY)XXHbl ONf ee UCNONb30BaHUs;

—  Kakue 3a0auMm KOHTPONSA AOCTyNa MOXHO BbIMOMHATb C HEe.

Mpodunb pabouen ctaHuMKU NpeacTaBnaeT cobor Habop npas, KOTOPbIM onpeagensaeT

cnepywliee:

—  MeHio gMcnetuepa AManoroBbiX OKOH U AMANOroBble OKHa, KOTOPble MOXHO
MCrnonb3oBaTb Ha pabouewn cTaHUWUM

- Kakon(une) npodunb(K) nonb3osatena AOMKEH UMETb OMepaTop, UTobbl BbINONHUTL BXOL,
Ha 3ToM pabouen CTaHLUMK.

3ameuaHue!

Mpodunu pabounx cTaHUMM NepeonpeaensaoT NPoPUIU Nonb3oBaTenen

OnepaTtop MOXeT MNONMyYnUTb TONbKO Te U3 MpaB CBOEro Npoduns, KoTopble TaKkKe BXOAAT B
npogunb pabouer CTaHUMKW KOMMbIOTEPA, C KOTOPOro OH BOLLEN B cucTtemMy. Ecnu y
npodgunen paboumx ctTaHuMn U Npodunen onepaTopoB HET 0bLIMX NpaB, y NoNb3oBaTena He
OyaeT HMKaKUX NpaB Ha 3TOW pabouel CTaHUMK.

MyTb K AUANOroBOMY OKHY
KoHdurypauua > OnepaTtopbl U pabouue ctaHuuu > Mpodunu pabouux ctaHuum

Co3paHue npoduna pabouen CTaHUUHU

1.  LWenkHute I:ga , UTobbI co3aaTtb HOBLIM NPOMUNb
2. BseguTe nmsa npoduna B none UMa npocpuna (ob6s3aTenbHO)
3. BaegwuTe onvcaHve npoduns B none Onucanue (Heobs3aTenbHO, HO PpeKOMeHIyeTcA)

B unv MpUMeHUTb, UTOObI COXPAHUTD UBMEHEHUA

HasHaueHue npaB BbINONHEHUA ANA (PYHKUUNA CUCTEMDI

1. B cnucke PyHKLMU BbibepUTe PYHKUUU, KOTOPbIE AOMKHbI OblTb OCTYMHbI 3TOM pabouek
CTaHUMM, U ABaXObl WeENKHUTE MX, uTOObl 3aaTh 3HaUeHUe Yes B cTonbue BbinonHeHue.

4. Haxmute

- Kpowme TOro, HeobxoanMmo ybeauTbca, uto AnA Bcex PyHKLUWM, KOTOpPbIe AOMKHbI
ObITb HEJOCTYMHbI, 3aJaH0 3HauYeHue No.

2.  Haxmute unv NMpPUMEHUTb, UTOOblI COXPAHWUTb UBMEHEHMUA

HasHaueHue npodunen nonb3oBateneu npodunam paboumx ctaHuUMn

B obnactvn NMpocmnb nonb3oBaTtens.

Cnucok HaszHaueHHble NpoduUnu cCoaep>XnT BCce NPOPUIN, KOTOPbIM paspeLleHo BXOAUTb Ha
pabouyto CTaHLUMIO C MOMOLbIO TEKYLEro npoduna pabouen cTtaHUmMK.
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Mone AocTynHble NpodUnmu CoaepXnT BCe ocTanbHble Npodunu. OHU ellle He aBTOPHU30BaHbI
AnA Bxoda Ha pabouyro CTaHUMIO C UCMONb30BAHWEM TEKYLLEro Npoduna pabouen cTaHLuu.

1. C NOMOLbIO KHOMOK CO CTpenKamu nepemectute Nnpodunm M3 ofHOro cnmucka B Apyrou.

2.  Haxmute unv NMpUMeHUTb, UTOObI COXPAHUTb UBMEHEHMUA

3ameuaHue!

Mpodunu agMUHUCTPaTopa No ymonuaHuio ana nonb3osatensa (UP-Administrator) v ans
pabouer ctaHunMmM (WP-Administrator) HEBO3MOXHO M3MEHWUTb UMW yOanUTb.

Mpodunb WP-Administrator npuBasaH K cepBepHOM pabouel CTaHUUU, U UBMEHWUTb 3TO
HEBO3MOXHO. DTO rapaHTUpPYeT, UTo CyLeCcTBYeT KaK MUHUMYM OAWH MOMb30BaTeNb, KOTOPbIM
MOXeT BOWTU B CUCTEMY Ha pabouel cTaHUMKU cepBepa.

12.3

Ha3sHaueHue npochuneu paboumnx ctaHUUH

Mcnonb3ynTe 3To AMANOroBoe OKHO ANA ynpaBneHUA HazHaueHUuAMKU npodunen paboumx
CTaHUMK paboumm cTaHUMAM. Kaxgas pabouas cTaHUMA OOMXKHA MMETb NO MeHbLUeN Mepe
oAWH Npodunb pabouen ctaHumMK. MNMpKu HANUUUKU HECKONBbKUX NPOdUNen BCe npaBa B 3TUX
npoguUNAX NPUMEHSAIOTCA OJIHOBPEMEHHO.

MyTb K AUANOroBOMY OKHY
KoHdmrypauua > Onepatopbl U pabouune ctaHuuu > MpaBa pabouei cTaHUUK

Mpouepnypa

Cnucok HasHaueHHble npodunu cogep>xmT Bce Npodunu paboumnx cTaHUMK, KOTopble
OTHOCHTCH K 3TOM pabouel CTaHLUK.

Cnucok AocTynHble NPOoUNKN COLEPKNUT BCE NPOPUIN paboumnx CTaHLMK, KOTOpbIE elle He
OblNM Ha3HaueHbl 3TON pabouen CTaHUMK.

1. B cnucke pabouunx cTaHUWi BbibepuTe pabouyto CTaHLMIO, KOTOPYIO TpebyeTcs HacTpoUTb
2. C nomolbto KHOMOK CO CTpenKamu nepemMellante BblbpaHHble NMPOMUNK Mexay

cnuckamu HasHaueHHble v [loCcTynHble.

3.  Haxmure unv NMpUMeHUTb, UTOOblI COXPAHUTb UBMEHEHMUA

3ameuaHue!

Mpodunu agMUHUCTPaTopa no ymonuaHutio ana nonb3osatena (UP-Administrator) v ana
pabouer ctaHunm (WP-Administrator) HEBO3MOXHO M3MEHWUTb UMW yOANUTb.

Mpodunb WP-Administrator npvBAsaH K cepBepHol pabouer CTaHUMWU, U USMEHWUTb 3TO
HEBO3MO>HO. 3TO rapaHTUpPYeT, UTo CyLIEeCTBYeT KaK MUHUMYM OAMH MOMb30BaTeNb, KOTOPbIM
MOXEeT BOWTU B CUCTEeMY Ha pabouel cTaHUMUKU cepBepa.

124

CospaHue npocunei nonb3oBatensa (oneparopa)

BBopgHble cBeaeHUA o npodunAx nonb3oBaTteneun

Mpumeuanue. TepmunH Monb3oBaTenb B KOHTEKCTE NpaB MONb30BaTenAa CUHOHUMUUEH
TepMuHy Oneparop.

Mpodurnb Nonb3oBaTena npeacTaBnsaeT cobor Habop npaB, KOTOPbLIM ONpeaenseT cneayloLlee:
—  MeHt gucnetuepa AWanoroBbiX OKOH M AManoroBble OKHa, KOTOpble BUAHbI onepaTtopy.
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—  B03MOXHOCTM onepartopa B 3TUX AMANOroBbiX OKHax, B OCHOBHOM MpaBa Ha BblMOMHEHUE,
n3MeHeHue, fobaBneHre U yaaneHme 3M1eMeHTOB 3TUX ANaNOroBbiX OKOH.

CnepnyeT TwaTenbHO HacTpanBaTb NPOMUIN NONb3oBaTeNnel B 3aBUCUMMOCTU OT OMbITa,

BGnaroHafe)HOCTH C TOUKK 3peHuA be3onacHOCTU M obsA3aHHOCTEN YenoBeKa:

MyTb K AMANOroBOMY OKHY
KoHdurypauus > Onepatopbl U pabouune ctaHuuu > Mpocdunu nonb3oBaTenem

Mpouenypa
LLenkHuTe I:Zl , UTOObl co34aTb HOBbIM NpPodHb
2. Bsepgute uma npoduna B none Uma npodomna (obasarenbHo)

3. BaeauTe onucaHue npoduns B none Onucanue (Heobsa3aTenbHO, HO PEKOMEHIYeTCA)

4. Haxmute unu MpUMeHuUTDb, yTobbI COXPaHUTb UBMEHEHUA

3ameuaHue!
MpucBanBanTe NPOoPUNAM UMeEHa, KOTOPble MOHATHO M TOUHO OMUCHIBAOT BO3MOXHOCTH U
orpaHWuyeHuna npoduns.

12.5

Dob6aBneHue npaB Ha peAaKTUPOBaHUe U BbINONHEHUE ANA CUCTEMHbIX DYHKLUM
1. B obnactu cnucka Bbibepute oyHKLUKMKU (NepBbiv cTonbel) U BO3SMOXHOCTU B COCTaBe
3TON PyHKUMKU (BbinonHuTb, U3mMeHUTb, [lo6aBUTL, YAANUTb), KOTOPbIe AOMKHbI ObITh
[OCTYMHbI 3TOMY Npodunio. [dBaxabl WENKHUTE UX, UTODbl U3MEHUTb 3HaueHue
napamMmeTpa Ha Yes.
- Kpowme Toro, Heobxoanumo ybeautbca, uto Ansa Bcex PyHKLUMUM, KOTOPble JOMKHbI
ObITb HEJOCTYMHbI, 334aH0 3HaueHue No.

[

2.  Haxmurte unv NMpUMeHUTb, UTOOblI COXPAHWUTb UBMEHEHMUA

HasHaueHue npochunen nonb3oBateneu (onepatopos)

Mpumeuanune. TepmuH Monb3oBaTenb B KOHTEKCTE MpaB NoNb30BaTeNA CUHOHUMUUEH
TepMuHy Oneparop.

TpeboBaHusa
— Onepartop, KOTOPbIW OOMKEH NMONYUKUTb 3TOT NPOoHb NoNb3oBaTens, onpeneneH B
CUCTEME KOHTPONA AocTyna Kak NMuuo.
—  CooTBeTCTBYOLMN NPOodUb NONb30BaTeNA ONPeAeNneH B CUCTEME KOHTPONSA AOCTyna.
—  OOpatviTe BHMMaHMUe, UTo BCerga MOXHO Ha3HauWTb NPodunb NONb30BaTeNs ¢
HeorpaHuWueHHbiMU NpaBamu UP-Administrator, Ho 3Ta npakThka yctapena no
coobpakeHuAaM 6e30nacHoOCTH.

MyTb K AMANOroBOMY OKHY
KoHdwmrypauus > Onepatopbl U pabouune ctaHuuu > MpaBa nonb3oBaTenem

Mpouenypa

1. 3arpysuTe 3anucb NMUYHOTO Aiena npennonaraemMoro nonb3oBaTena B AManoroBoe oKHO.

2. Tpu HEoBXOAMMOCTU OrpaHUuUbTe AENCTBUTENbHOCTb NPOMUIA Nonb3oBaTend, yKkasas
naTbl B nonsax JelcTBUTenbHO ¢ [0 [eWCTBUTENbHO A0.

HasHaueHue npodunei nonb3oBaTena oneparopam
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12.6

B obnactv NMpocdunu nonb3oBatenei:

Cnucok HasHaueHHble npodunu cofepXMT Bce Npodunm nonb3oBaTens, KoTopble
HasHaueHbl 3TOMY MOMNb30BaTeNto.

B none foctynHble npodMnu nepeurcneHbl Bce Npodunu, 4OCTyNHble ANA Ha3HAUYeHMUA.

1. C NOMOLWbK KHOMOK CO CTPpENKaMu nepemMmectute I'IpOCbVII'IM M3 OOAHOIo CrnnckKa B ,El,pyI'Ol;I.

2. YctaHoBuTe hnaxxok FMobanbHbIi agMUHUCTPATOP, UTOObLI NPEAOCTaBUTb STOMY
oneparopy AOCTYM K 3aNWCAM M3 IMUHOIO [iefa C NpaBaMu UTEHWUSA W 3amnucu, Ans
KOTOpbIX aKTUBUpOBaH atpubyT FNobanbHoe agMUHUCTPUpPOBaHUe. 10 yMONUaHuto

onepatop nony4vyaet AOCTyn K TaKUM 3alMMCAM U3 NTUUYHOIO Aena TONNIbKO C NpaBOM UTEHUA.

3. Haxxmute aonA COXpaHeHUA U3MEHEHMUN.

Ha3sHaueHue onepaTopam npaB Ha ucnonb3oBaHue API
Mpu HaNUUKMK HEOOXOAUMBIX HACTPOEK M NMULEH3UIN BHELIHWUW NPOrPaMMHbIM KOO MOXET
BbI3biBaTb PYHKLMW CUCTEMbI KOHTPONA AOCTyMNa yepes MHTepdenc NpuKNaaHoro
nporpammupoBaHua (Mnu API). BHewHAA nporpaMma pyHKLMOHUPYET B CUCTEME Uepes
npokcu-onepaTopa. PackpbiBatowuica cnucok UcnonbsoBaHue API kKoHTponupyet
BO3MOXHOCTH TEKYLLEro oneparopa, €Cii OH UCMONb3yeTCA BHELWWHUM KOAOM B KauecTBe
npokcu-oneparopa.
KoHdurypauua > Onepatopbl u pabouue ctaHuuu > NpaBa nonb3oBaTeneu
—  Bbibepute HacTponKy M3 cnrvcka Ucnonb3oBaHue APIL.

[ocTynHble Ha BbiIbOp BapHuaHThl:

OocTtyn OnepaTop He MOXeT ucnonb3oBaTbcA APl AnA BbIMONHEHUA CUCTEMHbIX
3anpeLyeH PYHKUMHA.

Tonbko Onepartop MOXeT ncnonb3oBaTbcA APl onA UTeHUA CUCTEMHBIX AaHHbIX, HO
CuuTbiBaHUe He anA gobaBneHus, U3SMEHEHWUA UK yoaneHUa 3TUX OaHHbIX.

bes Onepartop MOXeT ucnonb3soBaTbcA APl ana uteHuna, nobasnexus,
orpaHUYeHum W3MEHEHUA W yOaneHWA CUCTEMHbIX OAHHbIX.

- Haxmute ONA COXPAHEHWUA U3MEHEHUN

HacTpoiika naponew ona onepaTtopos

Kak 3agatb 6e3sonacHble naponu ana cebs v ana apyrux.

BBepeHue

Cucteme Tpebyetca xoTa Obl oauH onepaTtop. OnepaTop No yMONYaHUIO B HOBOW YCTaHOBKE

umeeT umA nonbsosartena Administrator v naponb Administrator. MepBbiM Warom B
HacTpoMKe CUCTeMbl BCeraa AoMKeH ObiTb BXO4 B CUCTEMY C 3TUMU YUETHbIMU AAHHBIMU U

M3MeHeHue napona nonb3osatens Administrator B COOTBETCTBUM C MapONbHbIMKU NMOMUTUKAMMU

Ballen opraHusaLuu.
Mocne 3TOro MOXHO A06aBNATbL APYrUX ONepaTopoB: C NPUBUNETMAMU U DE3 HUX.

Mpoueaypa u3aMeHeHUA cCOGCTBEHHOro Napons.
MpepBapuTenbHblie Tpe6oBaHUA
Bbl BOLWMW B AMCNETUEP OMANOrOBbIX OKOH.

Mpouepnypa
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B oucnetuepe aManoroBbix OKOH BbibepuTte MeHto: Pann > U3mMeHUTb naponb
2. Bo BcnnbiBawlWeM OKHE BBEAWUTE TEKYLLMM Napofb, HOBbIM Naponb, a 3aTeM HOBbIM
naponb ewe pas, utobbl NoaATBEPAUTL €ro.
3. Haxmute U3BMEHUTDb.
ObpaTtuTe BHMMaHMKe, UTo 3Ta Npoleaypa — eAUHCTBEHHbIM CNOCOO U3MEHWUTb Naponb Ans
Administrator.

Mpoueaypa M3MeHeHUA Naponei Apyrux onepaTropos.

NMpeaBaputenbHblie TpeboBaHUA

Utobbl MBMEHUTb Maponu APYrux Nonb3oBatenen, He0bXOA4MMO BOWTU B AUCTEeTUED

[MANoroBbiX OKOH C MOMOLLbIO YUETHOM 3aNUCH C MPUBUNErMAMU aaMUHUCTpaTOopa

(Administrator).

Mpouenypa

1. B rnaBHOM MeH AucneTuepa AManoroBbix OKOH nepenauTe B pasgen Kondurypauusa >
OnepaTtopbl U pabouue ctaHuuu > NMpaBa nonb3oBaTensa

2. B rnaBHOM AManoroBoM OKHE C MOMOLLbIO MaHENN MHCTPYMEHTOB 3arpy3uTe oneparopa,
naponb KOTOPOro TpebyeTcA U3MeHMTD.

3. Haxmute UI3aMeHUTb naponsb...

4. Bo BcnnblBalowWeM oKkHe BBeauTe HOBbIW NMaponb, a 3aTeM BBEAWUTE ero eule pas, utobbl
noaTBEPAMTD.

5. Bo BcnnbiBalolWem OKHe BBeAUTE CPOK AeNCTBUA HOBOro naponsa: HeorpaHWUeHHbIW UK
YKa)KUTE UUCNO AHEN.
— [InA npou3BOACTBEHHbIX Cpef HAaCTOATENbHO PEKOMEHAYETCA YCTAHOBUTb CPOK

[NencTBuA.
6. Haxmute kHonky OK, uToObl 3aKpbITb BCMbIBAlOLLEE OKHO.

I

B rnaBHOM OManoroBoM OKHE HaXXMMUTE 3HAUOK , UTOObI COXPaHUTb 3anunUCb

nonb3oBaTenA.

ObpaTtuTe BHMMaHMWe, UTO MHCTPYMEHTbI Bbibopa aatsl feicTeyet ¢ 1 [leWcTBYyeT A0 noj
KHOMKOW U3MEeHUTb Naponb... OTHOCATCA K CPOKY AeNCTBMSA NpaB Nonb30BaTens B 3TOM
[VanoroBOM OKHe, a He K Naporto.

MoapobHblie cBeaeHUun

Bcerga yctaHaBnuBawuTe naponu B COOTBETCTBUM C MOMUTUKON Naponen Ballen opraHu3aLmu.
MHCTPYKL MM NO COCTABNEHUIO TAKOW MOMUTUKKM MOXHO MOMYUYUTb, HAaNMPUMep, B PYKOBOACTBE
Microsoft no cnenytouemy agpecy.
https://www.microsoft.com/en-us/research/publication/password-guidance/
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13 Hactpouka kapTt

13.1 OnucaHue KapTbl

3TO AManoroBoe OKHO UCMNONb3yeTcA ANA aKTUBaLWK, AeaKTUBaLUU, USMEHEHUA UMK
[obaBneHWs onncaHni KapT, UCMONb3yeMbIX CUCTEMOM yNpaBneHnsa 4OCTYNOM.

MyTb K AUANOTrOBOMY OKHY

-  KoHdurypatop > UHdpacTpykTtypa > ACE onucaHue KapTt

— [naBHoe meHto AMS > KoHdurypauusa > Mapametpbl > OnucaHue KapThbl

Cuctema noctaBnsaeTca ¢ Habopom nNpeaBapuUTENbHO ONpeaeneHHbIX TUMOB KapT.
MpenBapuTenbHO onNpeaeneHHble TUNbl KapT oTobpa)katoTcAa Ha cepom hoHe B Tabnuue
JocTynHble TUNbI KapT 1M He noanexar pegaktupoBaHuio. OQHAKO UX MOXKHO nepemMellaTb
Mexay TabnuuaMmu AKTUBHbIE TUNbI KapT 1 [JocTynHble TURbI KapT.

13.1.1 AKTUBHbIE TUMNbI KapT
AKTUMBHbIE TWUMbl KAPT — 3TO TUIMbl, KOTOPbIE AOMXHbl pacno3HaBaTbcs U obpabaTbiBaTbCA
CuuTbIBaTENAMM KapT B cUCTeMe yrnpaBneHus goctynom. OQHOBPEMEHHO B OLHOW cUcTEME
MOXET OblTb aKTUBHO A0 8 onpeaeneHuni KapT, Kpome kapT CEPAS.
KapTtbl CEPAS — 310 MCKNOUUTENbHbIM TUN KapT. Moatomy npu ucnonb3oBaHumn CEPAS gpyrue
TUMNbl KapT HENb3A aKTUBMPOBATb.

[OnAa cunTtbiBaTeneu ¢ npotokonamu L-Bus unu BG900 B KoHdurypatope (UHdpacTpyKkTypa >
Onpepenenusn kapt ACE) B cnvcok AKTMBHbIE TUMNbI KapT HeobxoanmMo f1ob6aBUTb 3NeMeHT
cnucka CuMTbiBaTenu ¢ nocnepoBaTenbHbiM UHTepdencoM, uTobbl OKHO pPyUyHOro BBOAA
Bosch ctano goctynHbim B Access Engine onAa BBoAa AaHHbIX KapTbl BPYUHYHO.

13.1.2 Co3pnaHue U U3MeHeHue
HaxxMUTe KHOMKY cO 3HAaKOM nntoc 3eneHoro LueeTta () Hag npaBbiM Nonem cnucka, 4tobb
co34aTb HOBbIM 3N1IEMEHT CNMUCKa. B oTnnumne oT npeaBapuTenbHO onpeneneHHbiX TUMOB KapT
[aHHble BHOBb CO3[aHHbIX TUMOB MOXXHO CBOOOAHO pedakTupoBaTb. YToObl UBMEHWUTb UMA,
onucaHue U KONUYecTBO BUTOB, ABaXK/bl LENKHUTE COOTBETCTBYOLME NONA.
MakcumanbHaa anMHa MMeHn — 80 CMMBOMNOB, MaKCUMarnbHaA ANnHa onucaHma — 255
cumBonoB. Uucno 6UtoB orpaHuMueHo 64 (ecnv BBedeHo bonbliee 3HaueHWe, OHO
cbpacbiBaeTcA 40 yKa3aHHOro MakCMMyMa, Kak TONbKO JaHHOe TEKCTOBOE Mnofe nepecraeT
6bITb B hoKyce BBOAA).

3ameuaHue!

OnuHbl BUTOB Mcnonb3ytoTcA, uTobbl pasnuuatb onpeaeneHusa Wiegand. [MosaTomy y Kaxgoro
HOBOrO onpeaeneHunsa AomkHa OblTe YHUKanbHaA AnvMHa OUMTOB, elle He UCNONb30BaHHas B
CYLLECTBYIOLLMX OonpeneneHunsx.

»  UToObl MU3MEHUTb OWT AaHHbIX, ABaX/bl LLENKHUTE COOTBETCTBYIOLLEe none. Ytobbl ero
yAanuTb, cHavana Bbibepute BUT AaHHbIX, @ 3aTeM LLENKHUTE KPaCHYI KHOMKY X ().

3ameuaHue!
MOXHO U3MEHWUTb UK YAANWUTb TONbKO Te TUMbl KapT, KOTopble ObiNK co3aaHbl
nonb3oBaTenem.
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Mpun BbIDOPE OAHOrO TUNA KapThl (B TEBOM WK NMPABOM CMUCKE) B HUXHEN YacTu
AManoroBoro okHa otobpaxaeTtcA ero KogMpoBKa. B gaHHOM OKHe oTobpaxkatoTcs OUTbI
JaHHbIX B 5 CTpoKax, a UMCno cTonbuoB paBHO KOMMUECTBY OMTOB B OMUCAHUMU.

1|z ]3lals|e |7 |8 a1 1112|1314 15 |16 |17 |16 |19 |20 (21 |22 |23 |24 [25 |26 |27 |28 (29 |30 |31 |32

'
Evenz |
.
m

EREE
EREEE
EREE
EREE
EREE
EREEE
EREE
EREE
.
EEEE
.
11
W
HE
B
11
1111
B
B
111
i
H
.
1111
11
EEEE
.
11
W
H B
I

Kaxkgomy ctonbuy ctpoky Mone MoxeT ObITb NPUCBOEHA MeTKa, KoTopas onpenensier
MHTepnpeTaLUnto 3ToM Yactu kogda. [locTynHbl cneayolme MeTKu:

F [TomeweHne: nomevaer
NPUHaONEXHOCTb JAaHHOM YacTu
Kofa K nomMelleHu o

C Homep kopa: uacTb Koaa,
coaeprallana UHOUBUAOYaNbHbIN
HOMep KapThbl

E1 UeTHocTb 1: buT gnA Mpun obbABNEHUH
H6anaHCUMpPOBKU NepBOM MaCKM 3TUX 3HAUEHWH

NMPOBEPKMK HA UETHOCTb yCTaHaBNMBalTCA
NaXkKku ans
E2 YeTHOCTb 2: BUT AnA ®
. COOTBETCTBYOLLM
6anaHCMpPOBKK BTOPOM MacKu
X CTPOK.

NPOBEPKMK HA UETHOCTb

O1 HeueTHocTb 1: OUT AnA
GanaHCUPOBKK NEPBOM MaCKMU
NPOBEPKU HA HEUETHOCTb

02 HeueTHocCTb 2: OUT AnAa
GanaHCUMpPOBKU BTOPON MACKM
NPOBEPKU HA HEUETHOCTb

1 B kone copepxatca
o (UKCUpOBaHHble OUTOBbIE
3HaueHunA

B cnyuae meTtok E1, E2, O1 1 O2 A0OCTaTOUHO YCTaHOBUTb (PIaXKOK B COOTBETCTBYIOLLEN
cTpoke. dnaxku B cTpoke Mone yctaHaBNMBalOTCA aBTOMATUUECKH.

OnucaHue:

CurHan, oTnpaBnAeMblM cuMTbiBaTeNeM Npu NpeabsBNeHUNU KapTbl, COCTOUT U3
nocneaoBateNibHOCTHU HYNeW M eanHuL. [Nsa Kaxaoro TMna KapT TOYHO onpeaenaeTca AnvHa
Takoro curHana (1. e. umcno 6MTOB).

Kpome aKkTyanbHbIX AaHHbIX MONb30BaTeNfA, KOTOPble COXPaHAITCA KaK AaHHble Koda, CMrHan
TaKXXe COAepP KWUT ynpaBnatoLne AaHHble, UTOObl a) MAEHTUMULUPOBATb CUrHaN KaK CUTHan
KapTbl M 6) NPOBEPUTb NPABUNBbHOCTb Nepegaun.

B obuiem, hUKCMpoOBaHHbIE HYNW U €AWHULbI MOME3Hbl ANA UOeHTU(UKALWK TMMA CUrHana.
[lnAa NnpoBepKU NpaBUNbHOCTHU Nepeaaur MCNonb3yrTcA BUTbl MPOBEPKU UETHOCTH, KOTOPbIE
[OMXHbl flaBaTb HOMb (MpoBepKa Ha YUETHOCTb) UMK eAnHULY (NpoBEpPKA Ha HEUETHOCTb) B
KauecTBe KOHTPONbHOM CyMMbl BbiOpaHHbIX OUTOB curHana. KoHTponnepbl MOXHO HAaCTPOUTb
TakK, UToObl OHW BbIUMCAANMW OOHY UMW OBE KOHTPO/bHbIE CYMMbl U MPW NPOBEpPKe Ha YETHOCTb,
M NpU NPOBEpPKe Ha HEUETHOCTb.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTtporka kapt | ru 45

B cOOTBETCTBYIOLMX CTPOKAX KOHTPONbHbIX CyMM yeTHocTH (YeTHocTb 1, UeTHoCTb 2,
HeueTHocTb 1 M HeueTHOCTb 2) MOXHO OTMEHUTb OWTbI, KOTOPbIE AOMKHbI OblTb BKNIOUEHbI B
KOHTPONbHYI cymMMy. B BepxHe#n cTpoke ([Mone) ans Kaxzaow MCnonb3yeMon KOHTPONbHOM
CyMMbl onpepenserca OuT, utoObl cbanaHCUMpPOBaTb KOHTPOMbHY CyMMY B COOTBETCTBUU C
TUNOM UETHOCTU. ECNKM KaKOW-TO M3 BapUAHTOB UETHOCTM HEe MCMONb3YyeTCs, COOTBETCTBYIOLWANA
CTPOKa MPOCTO OCTAETCA NYCTOM.

13.1.3 AKTUBauuA / peaKkTuBauuAa onpeaeneHun Kaprt
OpQHOBPEMEHHO MOXET ObiTb aKTMBHO A0 8 onpeneneHun KapT, Kpome kapt CEPAS.
AKTMBUpPYeMble onpeneneHns HeoOXoAMMO NePeHECTU B NEBLIN CMUCOK AKTUBHbIE TUTbI
KapT. [1nAa aToro cneayet BbibpaTb OAHO UMW HECKONMbKO onpeaeneHnin Ha NpaBon CTOPOHE U
HaXkaTb KHOMKY CO CTPenKoM Bneeo (<).
3a 0MH pa3 MOXHO NepemMecTUTb He bonee BocbMW onpeaeneHni. ECnmM akTMUBHbI BOCEMb
onpeaeneHui, B nepeHoce AONONHUTENbHbBIX onpeaeneHui byget otkasaHo. Utobbl fob6aBUTb
LOMNONHUTENbHbIE ONpeaeneHua B CMMCOK AKTUBHbIE TUMbI KapT, HeobxoaMMo yaanuTb OAHO
MNW HECKONbKO ONnpeaeneHnui n3 nMerLmnxca: Bolbpatb U NepeMecTUTb Ha NpaByto CTOPOHY C
NMOMOLLbIO KHOMKK (>), TEM CaMbIM MUX JeaKTUBUPYA.

3ameuaHue!

Mpu UCcNonb30BaHWK CUMTbIBaTENEN C NpoToKonamu L-Bus nnu BG90O akTUBUpPYHTE TUN
KapTbl CuuTbiBaTenb C NocnepoBaTenbHbiM UHTepdericoM. [py 3TOM ANA AUcneTyepa
AMAnoroBblX OKOH CUCTEMbI YpaBneHUa AOCTYNOM CTaHeT AOCTYMHbIM AWMAnoroBoe OKHO
pyuHoro BBoga finanoroBoe okHo Bosch.

13.14 Co3paHue faHHbIX KapTbl B gUcneTtuyepe 4ManoroBbiX OKOH

BBoA AaHHbIX BPYUHYIO

Onsa kapt Wiegand 1 Bosch vcnonb3yoTca pasHble MeToabl BBOAA.

[nsa Bcex onpenenennn Wiegand (HID 26, HID 35, HID 37 u 32 Bit CSN) B okHe
DOuanorosoe okHo (Wiegand) moxHo BBecTy Koa knueHTa 1 Homep KapThbl.

[ns cunTbiBaTenen ¢ nocnenoBaTenbHbIM UHTEPdENCOM B OKHe [iuanorosoe okHo (Bosch)
[OCTYNHbI TakXe nonsa Bepcua v Kog cTpaHbl.

BBop, paHHbIX C NOMOLLbIO PErMCTPALUOHHOIO CUUTbIBATENA

Kpome cpencts pyyHoro Beoaa, ntobyto pabouyto CTaHUMIO MOXHO OCHACTWUTb AMANOroBbiM

cuuTbiBaTenem gnAa cbopa AaHHbIX KapT. Mcnonb3ymTe cuUnTbiBaTeNb U3 CMMCKA B CMEAYIOLWEM

OManoroBoM OKHe:

—  KoHdurypatop > UHcpacTpyktypa > ACE cuuTbiBaTenb KapT.

— [naBHoe meHto AMS > KoHdurypauusa > Mapametpbl > CuutbiBaTenb KapT

Ecnu ykasaHHbIM cunTbiBaTenb BbiOpaH B KauecTBe cuuTbiBaTena BBoAa Ans KapT Wiegand,

BCe aKTMBHble TUNbl kKapT Wiegand OyayT ykasaHbl BMECTe CO CUMTbIBATENEM.

—  Access Engine > laHHble nepcoHana > KapTtbl > kHonka «CunTbiBaTeNb» > P (CTpenka
BMpaBso).

— ['naBHoe meHto AMS > [laHHble nepcoHana > Kaptbl > kHonKa «CunTbiBaTENb» > P
(cTpenka Bnpaso)

Heobxognumo BbIbpaTh OAWH M3 AaHHbIX TUMOB KapT, UToObl obecneunTb NpaBUNbHOE

COXpaHeHWe KoAMpPOBaHMA KapT. TO eCTb caM cuMuTbiBaTeNb HeMb3A BblbpaTb HanpsaMyto, a

TONbKO OMoCpenoBaHHO, NyTem Bbibopa onpeneneHua Wiegand.
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Ecnu Tpebyemblivt TN KapTbl He oTobpaXkaeTcA B packpblBaloleMca Crnucke, ero Heobxoammo
aKTMBMPOBATb B IMATOrOBOM OKHE OMUCAHUA KapThbl.

- KoHdwurypatop > UHdpacTpykTypa > ACE onucaHue Kaprt

— [naBHoe meHto AMS > KoHdhurypauua > Mapametpbl > OnucaHue KapTthbl

D card no.: |

v  Standard wiegand 26 bit code

Authorizations Dialog (vwiegand)
Dialog (Bosch)

PerncrtpaunoHHble cuntbiBatenu HITAG, LEGIC n MIFARE MoxHo BbibpaTb NpAMO B CNUCKe.

Feader..

v DELTA 1200 LE BKL USE

|0 card no.: |

Dialog (wiegand)
Authorizations l Otherda  Cialog (Bosch)

13.2 HacTtpouka KogoB KapTt

KogupoBaHue KapT KOHTPOMA AOCTyNa rapaHTUpyeT YHUKANbHOCTb BCEX AAHHbIX KapT.

MyTb K AUANOroBOMY OKHY

FnaBHoe MeHI0 > KoHdurypauusa > MapameTtpbl > KoHdurypaumua KoagupoBaHUA KapTbl
Beop uucen B AUanoroBom OKHe

BBopg uucen B AUanoroBomM OKHe

[Ona ynobcTBa MOXHO BBOAMUTb UMCNa B AECATUUHOM WK LIECTHaALaTepUUHOM dpopmare.
Bbibepute nepekniouateny LlecTHaguaTepuuHbli MNu [leCATUUHDBIA B COOTBETCTBUU C
dopmaTtom NpomM3BoaMTENA KapT.

OCHOBHOE AManoroBoe OKHO pasfeneHo Ha ABe rpynnbl, KoTopble bonee NogpPoOOHO oNUCaHbI
HUXe:

-  KopupoBoOuHble flaHHble KapTbl MO YMONUYaHUIO

— TMpoBepATb TONbKO 3HAUEHUA UNEHCTBa

KoaupoBouHble faHHble KapTbl MO YMONUaHUIO

Mcnonb3yiTe 3TWM TeKCTOBbIe NONA ANA onpefeneHus 3HaueHU napameTpos Bepcus, Kopg
cTtpaHbl 1 Kog ob6bekTa, KOTOpble NPUCBAMBAKOTCA HOMEPY KapTbl, Koraa Kapra
peructpupyetca B cucteme. ECnm nona HeOoCTyNHbl A4NA 3aNUCH, OHW HE OTHOCATCA HU K
OOHOMY aKTMUBHOMY onpeaeneHuto KapT. [nsa koga Bosch Bce nons gocTynHbl ANS 3anWcH.
Ecnu kapTa pervctpupyertca BpyuHyto Ha pabouel cTaHUuMKU onepaTtopa, oTobpaykaeTcs
[MaNoroBoe OKHO CO 3HAUEHUAMM MO YMONUAHUIO, KOTOPbIE MOXHO HACTPOMUTb ANA KaXKOoM
KapThbl.

Card default code data

" Hexadecimal Wersion; ||:|

* Decimal Country code: [0

Facility code: |1
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BBopa gaHHbIX KoAaa:

Ecnv faHHble NPefoCTaBnAOTCA NPOU3BOAUTENEM B BUAE AECATUUHbBIX 3HAUEHUH, BbiDepuTe
nepeknwouyatens «[JecATMUHOe» U BBeAWTE NPeaoCTaBeHHble 3HAaUeHUA, Hanpumep:
Bepcusn: 2

Kop ctpaHbl: 99

Koa npeanpuaTtua: 56720

Haxkmute NMpUMeEHUTb, uTobbl COXPaHWUTbL AaHHbIE.

MpuMeuaHua no BBoAY AaHHbIX KOAOB NO YMONMUYaHUIO
[aHHble MO YMONUaHWIO XPaHATCA B PEECTPe OMNepaLnMoOHHONW CUCTEMbI, @ HOMEpP Kaxnoro
6amoyka nobaBnAeTcs BO BpeMsa KoAMpOoBaHUA. Pernctpauus npuHMMaeT BU 8-3HauUHOro
LWWeCTHAALATePUUHOI0o 3HAUEHWA C HauanbHbIMW HYNIAMUW, €CN HeobXoaAnMO.
Ecnu HoMmepa KogoB nepefaHbl MOMHOCTbI, CUCTEMA MOXET Npeobpa3oBbiBaTb AECATUUHbIE
3HAUeHMUA B LWIECTHAALUATePUUHbIe, JOMONHAA A0 8 pa3psAAoB HauanbHbIMW HYNIAMUA, U
COXPaHUTb COOTBETCTBYIOLLIMM CUCTEMHbIN MapamMeTp.
- [lpuwmep:
- Beoa: 56720
— T[peobpasoBaHue: DDI0O
—  CoxpaHeHo kak: 0000DD90
Ecnu HoMmepa KogoB nepegaHbl oTaenbHo (pasgenbHaa doopma), Toraa UCMNonb3yeTcs TONbKO
becATUYHbIN chopmaTt. OHU Npeobpasytotcsa B 10-3HaUHOE AeCATMUHOE UMCNO, KOTopoe
CTPOUTCA cneayloLnm obpasom:
- Bepcusa: 2 yudpebl
- Kopg ctpaHbl: 2 undgpbl
- Kop nomeleHun: 6 undgp
- Ecnu kakne-nnmbo 13 3tux 10 umMdp NycTbl, OHW 3aNOMHAKTCA HAUaNbHbIMU HYNAMMU.
- Mpumep: 0299056720
Takoe 10-3HauHOe OecATMUHOE 3HaueHUe npeobpasyeTcs AnA XpaHeHWsa B 8-3HauHoe
WecTHagUaTepMuHoOe 3HaUeHue.
- [pumep:
- HecatnuHoe: 0299056720
- LllectHaguatepuuHoe: 11D33E50

3ameuaHue!

Cucrtema npoBepAeT WecTHaguaTepruuHble 3HaUEHUA B CNyyae pasdeneHHbiXx HOMepPOB KOAOB,
yToObI NPENoTBPaTUTbL BBOA HEAOMYCTUMbIX KOAOB CTpaH (NpeBbiLlLatoLmnx
lwecTHaguaTepuuHoe 63 unu gecATMuHoe 99) M HedoNyCTUMbIX KOOOB 0ObeKTa
(npeBbllatoMx WecTHaauaTepuuHoe F423F unu necatmuHoe 999 999)

3ameuaHue!

Ecnu 3an1cb KapTbl OCYLECTBNAETCA NOCPEACTBOM NMOAKMIKOYEHHOTO AMANOroBOro
CuuTbIBaTeNA, TOrAa 3HAUEHMA NO YMOMUYAHMUIO Ha3HavarTCA aBTOMaTMUecKu. B cnyuae
3amnMcu M3 CUUTbIBaTENA HEBO3MOXHO Nepe3anucartb 3HaUeHUA MO YMOMUAHUIO.

[lnA 3TOro TMn 3anucu cnegyet NepekntounTb Ha finanoroBoe OKHO.

Mpn pyyHOM BBOAE HOMEPa KapTbl UCMOMb3YeTCA AECATUUHbBIA hopMar.

Mpu coxpaHeHMM gaHHbIX co3naetca 10-3HauHOe AeCATUUHOE 3HaueHue (C HayanbHbIMK
HYNAMM), KOTOpOe 3aTeM npeobpasyetcA B 8-3HauHOe WecTHaguaTepuuHoe 3HaueHume. ITo
3HaYeHMe COXpaHAETCA BMeCTe C JlaHHbIMUW Kofa Mo YMOMUaHWIo Kak 16-3HauHblil HOMep Koaa
KapThl.
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- TMpumep:
- BBog Homepa kopThl: 415
- 10-3HauHbIKM: 0000000415
- TpeobpasoBaHo B WecTHaaLatepuuHoe 3HavyeHre: 0000019F
- KombuHupyeTca ¢ AaHHbIMW KOAOB MO YMONUYaHUIo (CM. Bbille) M COXPAHAETCA Kak
HoMep Koaa 6anmka: 11D33E500000019F

MpoBepATb TONbKO 3HAaUEHUA UNEHCTBa

MpoBepKa TONbKO 3HAUEHWM UNEHCTBA O3HAUaEeT, UTO YUETHble JaHHble MPOBEPAITCA TOMbKO
Ha UNEHCTBO B KOMMaHWKU UKW OpraHusaLmu, a He C Lenbio MaeHTUdUKaLuM1M nHaoneuaa.
CnepoBaTenbHO, He UCMONb3ynTe 3HaueHWe MpoBepATb TONbKO 3HAUEHUA UNEHCTBA /1A
cuuTbiBaTENEn, NPEeaoCTaBNALWMX JOCTYN K 30HaM NOBbILEHHON Be3onacHOCTH.

3Ta rpynna napameTpoB UCMONb3yeTcA ANA BBOAA UETbipex KOAOB KOMMNAHUU UMK KNUEHTA.
[aHHble MOXXHO BBOAWUTb B AE€CATUUHOM MK LWIEeCTHaALaTePUUHOM, OIHAKO B peecTpe
onepaurMoHHON CUCTEMbI OHW COXPaHAKTCA B BUAE AECATUUHbIX 3HAUEHUH.

i~ Check membership only values

" Hexadecimal 1. value: ’1507
* Decimal 2. walue: ,07
3. value: ’07
4. value: ’07

Bbibepute cunTbiBaTENb B pefakTope ycTponcTs, DevEdit, U akTUBUpPYWTE NnapameTp
cuuTbiBaTens NMpoBepka uneHcTBa.

M3 faHHbIX KapTbl TONBbKO KOAbl KOMMNAHWUKW UMK KNMEHTA CUMTLIBAIOTCA U CPABHUBAIOTCA C
COXPaHEHHbIMWU 3HAUEHUAMMU.

3ameuaHue!
MpoBepka uneHcTBa paboTaeT TONbKO C ONUCAHUAMMU KapT, KOTOpble NnpegonpeneneHbl B
cucteme (cepbiit PoH), a He C MONb30BaTENbCKUMKU ONpeaeneHusmu.
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14

141
14.1.1

Hactpoika KOHTponnepos

BBegeHue

KoHTponnepbl B CUCTEME KOHTPONA AOCTYNOM NpenctaBnsatoT cobor BUPTyanbHbie U
dM3nueckre ycTponcTBa, KOTopble OTNPaBNAT KOMaHAbl Ha NepudepuiiHoe obopyaoBaHue
Ha BXxojax (cuMTbiBaTeNAX U ABEPAX) W OTNPaBNAT 3aNpPOChl CO CUMThIBATENEN U ABEPEN Ha
LeHTpann3oBaHHOE NporpamMmMHoe obecrneyeHue No NPUHATUIO PELLUEHUN.

XpaHunuiie KOHTPONEePOB KONUPYET onpeneneHHyo nHopMaLmio ob yCTporCTBeE U
BnagenbLe KapTbl U3 LeHTpanusoBaHHoro MO M, ecnu aTa PYHKUMA HACTPOEHA, MOXET
NpUHMMaTb peLleHua B 06nacT KOHTPONA AOCTyNa Aaxe B cliyyae BPEMEHHOW U30NALMK OT
LeHTpanusoBaHHoro 0.

MporpammHoe obecneueHue ANA NPUHATUA pelleHni — 3To CUcTeMa ynpasBneHusa AaHHbIMMU.
CyLecTBYIOT KOHTPONAepbl ABYX TUNOB:

— [naBHbIM KOHTPONNEp AocTyna, M3BecTHbin Kak MAC, v ero pesepBHbin aybnukat RMAC.
- JToKanbHble KOHTPONMepbl A4OCTyNa, n3BecTHble Kak LAC nnn AMC.

KoHTponnepbl HacTpoeHbl B pegaktope yctpoicts, DevEdit

MyTb K AUANOroBOMY OKHY pefaKTopa YCTPOWCTB

=

FnaBHoe meHI0 > KoHdurypauua > [laHHble yCcTpoiCcTB > [lepeBo YyCTPOUCTB

Ucnonb3oBaHue pepakTopa yctpoucts, DevEdit
basoBoe ncnonb3oBaHue DevEdit onvcaHo B pa3gene Ucnonb3oBaHUe peaakTopa YCTPOUCTB
MO CCbINKe HUXe.

Cwm.
—  MUcnonb3oBaHue pedakTopa ycTporcts, CTpaHuya 24

Hactpo#ka koHTponnepos MAC u RMAC

KoHdurypauua obwmx HacTpoek goctyna MAC

Ha Bknagke O6LMe HACTPOWKHU AOCTYNA MOXHO YCTAHOBWTb 3HAUEHWA CNefyroLmnX
napameTpoB:

-  BpeMeHHOM haKTop ANA NUL C OrpaHUUEHHbIMU (PU3UUECKMMU BO3MOXKHOCTAMM.

—  OrpaHWueHWe BpeMeHW ANA rpynnoBoro AocTyna.

-  OrpaHuWueHue BpeMeHW ANA BBOAA C KNaBUaTypbl YPOBHA AocTyna.

- Bpems ucTeueHua nepuona nepekntoueHns obnactu uenoseka.

UtobObl 3agaTh NapameTpbl, PACCMOTPUTE CreayoWwmi NyTb K AMaNnOroBOMy OKHY:

FnaBHoe meHio > KoHdurypauua > [laHHble ycTpoiicTBa > [lepeBo ycTpoucte > DMS > MAC
> O6LMe HAaCTPOMKHK JocTyna

JononHuTtenbHble cBeaeHUA o paboTe C pefakTopoM YCTPOUCTB CM. B pasfene Mcrno/ib3oBaHue
pedakTopa ycTpo#cTs, CTpaHula 24.

YuuTtbiBanTe YKa3aHHble HUXXE NMapaMeTpbl.

— BpeMeHHOM thaKTOp ANA NUL, C OrPaHUUEHHbIMU (DU3UUECKUMU BO3MOXKHOCTAMM:
—  3HaueHue «MakcuMmanbHas ANUTENbHOCTb UMMNYNbCca ANA ABEPHOM 3allenKu»
YMHOXaeTcA Ha 3ToT KoadpduumeHT (OBepu->Bknagka: napameTpsbl).
—  Mcnonb3y#Te 3TOT NapaMeTp, UToObl OTMETUTb UenoBeKa Kak NuLo C OrpaHUUEHHbIMU
h13NUECKMMU BO3MOXKHOCTAMMU.

Bosch Security Systems Software manual 2024-05]5.5.0 |



50 ru | HacTpoika KOHTpOnnepos Access Management System V5.5

— OrpaHMueHUe BpeMeHH ANA rpynnoBoro gocryna:
- MaKkcuMmanbHoe BpeMa [0 UTeHUA cneaytollen KapTbl 4nA rpynnoBoro goctyna.
—  3HaueHue O -> OTKMIOYAET OrpaHMuUeHre BpeMeHu (beckoHeuHoe Bpema).

— OrpaHuueHue BpeMeHH AnA BBOAA C KNaBUaTypbl:

—  MaKkcvMmanbHOe BpeMsa BBOAA KaXXAoW UM pbl HA cuuTbiBatene. Ecnu y Bac 4-
3HauHbIM PIN-kof, a 3HaueHne orpaHuueHua BpeMeHun pasHo 50 [1 ¢/10), y Bac ecTb
20 cekyHAa (4 pasa no 5 cekyHa) anA BBoAa. Bpema mexay BBOAOM LMMDP MOXKET
npesbIlWaTbh 5 cekyHA, HO obLiee BpemA He MOXeT ObiTb bonblle 20 cekyHA
(3HaueHuA ana npumepa ¢ 4-3HauHbiM PIN-KOZOM M BpemA AnA BBoAA C KNaBuaTypbl
50 1 ¢/10).

—  3HaueHue 0 -> oTKMOYaEeT orpaHMUeH1e BpeMeHU (beckoHeuHoe BpemA).

- Bpemsa ucreueHua nepuopa nepeknioueHus obnactu uenoseka:

— 0 = oTKNtoUeHre PYHKLUK NPOBEPKU KapTbl (UenoBek ocTtaetcA B obnactu, noka He
3aperucTpupyeT nepexon B Apyryto obnactb Ha CUMTbIBATENE) -> HET OFrpaHUUEeHUA
BPEMEHMW, HET aBTOMAaTMUECKOW perncTpaLumn Bbixoga.

- Bo3moykHO 3HaueHue oT O go 168.

- 1-168: BpemA B uacax, Noka cTaTyCc UenoBeka He byaeT M3MeHeH Ha «CHapyxu»,
€CNM Ha 3TO BPeMA HeT perucrTpauui ansa aToro yenoBeka.

—  Ecnwu Bbibpatb 0, nepuoa nepekntoueHus obnactu byaet HeorpaHUUEHHbIM.

Cwm.
—  Hcnonb3oBaHue pedakTopa ycTporcts, CTpaHuya 24
14.1.2 HacTtpo#ka koHTponnepa MAC Ha cepBepe DMS
DMS SERVER
IP:** *20

MuHUManbHaa KOHUIypauua cuctembl TpebyeT HanuMuma BCcero ogHoro koHtponnepa MAC. B
3ToM cnyuyae KoHTponnep MAC MoXeT HaxoauTbcA Ha cepBepe DMS.

Mpoueaypa

OTKpoOWTE penakTop ycTponcTB Ha cepBepe DMS u cospante koHTponnep MAC B nepese
YCTPOWCTB, Kak onucaHo B pa3sgene Mcrnonb3oBaHue pedaktopa ycTpoucts, CTpaHuya 24.
Bbibepute koHTponnep MAC B penaktope ycTponcTB. Ha Bknagke MAC yKaxuTe 3HaueHus
cnefyroLmx napameTpoB:

Mapametp OnucaHue

Mma MMA, KOTopoe A0MXKHO oToDpaXkaTbCA B JlepeBe YCTPOMUCTB,
Hanpumep MAC-1.

OnucaHune Heobs3arenbHoe onucaHue Ans CUCTEMHbIX ONepaTopoB
C koHTponnepom RMAC <OcTaBUTb NyCTbIM>
(dbnaxkok)
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MapameTp

OnucaHue

RMAC-nopTt

<OcTaBUTb NyCTbIM>

AKTMBEH (chnaxkok)

CHUMMUTE 3TOT h/IaXKOK, UTOObl BPpEMEHHO NMPUOCTAHOBUTb
CUHXPOHMW3aLMIO B peanbHOM BPEMEHU MeXay 3TUM
koHTponnepom MAC u cuctemor DMS.

3T0 MOXeT ObiTb NONEe3HbIM Nocne obHoBNeHUM cuctembl DMS
B KPYMHbIX CUCTEMAX, MOCKONbKY NO3BONAEeT usbexarb
OAHOBPEMEHHOTO Mepesanycka Bcex kKoHTponnepos MAC.

3arpy»atb yCTponcrea

CHUumMMTE 3TOT d)ﬂa)KOK, uyTOObI BpeMeHHO NPUOCTAHOBUTb

(cbnaxok) CUHXPOHU3aLMIO B peanbHOM BPEMEHU MeXay 3TUM
KoHTponnepom MAC 1 NoAYMHEHHBIMU YCTPONCTBAMM.
3710 no3BonfAeT bbicTpee oTKpbIBaTh KOHTponnep MAC B
pefaKkTope YCTPOMUCTB.

IP-appec Localhost 127.0.0.1

YacoBoM nofAc

BAXHO! UacoBo# nosc koHTponnepa MAC u Bcex
NOAYMHEHHbIX KOHTponnepos AMC.

MogpasgeneHue

MogpasaeneHne, K KOTOPOMY OTHOCKUTCA KOHTponnep MAC
(ecnv NnpUMeHMUMO).

MocKonbKy y 3TOro nokanbHoro KoHTponnepa MAC HeT u3bbiTouHbIX KOHTponnepos MAC,
obecneunBaloLMX OTKA30yCTOMUMBOCTb, TO 3anyckaTtb AnA Hero cpeactso MACInstaller He
TpebyeTcA. MNMpocTo ocTaBbTe NonAa ana Aeyx napamerpoB RMAC Ha Bknagke MAC nycTbiMy.

14.1.3 MoprotoBka komnbloTepoB cepBepa MAC Kk paboTte koHTponnepoB MAC u

RMAC

B saTom pasgene onvMcaHa NoAroToBKa KOMMNbOTEPOB K MCMOMb30BaHUIO B KauecTBe CepBEPOB

MAC.

Mo ymonuaHutio nepebii KoHTponnep MAC B cucTeme ynpaBneHua 4OCTYNOM BbIMONHAETCA Ha

TOM e KoMnbtoTepe, uto u cepeep DMS, ogHako B Lenax obecneueHun ,D,OI'IOI'IHVITe}'IbHOﬁ

YCTOMUMBOCTM pPeKOMeHIyeTCA, uTobbl KoHTponnep MAC BbINONHANCA Ha OTAENTbHOM
KOMMblOTEPE, KOTOPbIM CMOXET NMPUHATL Ha cebA 3agaun Mo KOHTPOMIO AoCTyna B criyyae cbon

KomnbtoTepa DMS.

OTaenbHble KOMMbIOTEPDI, FAe pacnonoxeHbl kKoHTponnepbl MAC unu RMAC, HasbiBatoTCA

cepBepaMu MAC He3aBUCHMO OT TOrO, KAKOW KOHTPOMNNep Ha HUX pacnonoxeH: MAC unu

RMAC.

B uenax obecneueHus oTkazoycTtoMumBocTu KoHTponnepbl MAC u RMAC [oORnXHbI
BbINMOMHATLCA Ha OTAENbHbIX cepBepax MAC.
YbenuTtech, UToO Ha BCexX COOTBETCTBYHLIUX cepBepax MAC cobniopatoTca cnenyroume

yCnoBHA:

1. B maHHbIA MOMEHT onepaLMoHHble cMcTeMbl Bcex cepBepoB MAC nogaepskuBatoTca

Koprnopauuen MalkpocodT U UMeIOT camble nocreaHue obHOBNEHUA.

2.  AAMWHWUCTpaTOp Ha BCEX CepBepax UMEeeT OAMH U TOT Xe naponb

3. Bbl BbINONHUNK BXOA B CUCTEMY Kak agMUHUCTpaTop (npu pabote ¢ MSTC ucnonb3ymnTe
Tonbko ceccumn /Admin /Console)

4. Otkntouunte IPv6. 3anomHuTe IPv4-agpec Kaxaoro cepeepa.

Bosch Security Systems

Software manual 2024-05]5.5.0 |




52 ru | HacTpo#ka KOHTpOnnepos Access Management System V5.5

1414

5. Bkntouute .NET 3.5 Ha BCex COOTBETCTBYHOLWMX KOMMNbOTEPAX.

NMpumeuaHue. B onepaunoHHbix cuctemax Windows 10 n Windows Server oHa BKItoueHa
Kak yHKLMA.

6. [llepesarpysuTte KoOMnblOTEP.

HacTtpo#ka koHTponnepa MAC Ha cobcTtBeHHOM cepBepe MAC

DMS SERVER
IR=EEE0

MAC. SERVER
IRSAREYD

- CepBep MAC noarotoBneH B COOTBETCTBMU C ONMMCaHMeM B pa3gene [loarotoeBka

kKoMnbtoTepoB cepBepa MAC k pabote koHTponnepos MAC n RMAC

1.  Ha komnbtoTepe ¢ DMS cepBepoM B pefaktope yCTPOWCTB

—  LeNnKHUTe NpaBoW KHOMKOM Ha koHTponnepe MAC u Bbibepute Disable all LACs
(OTknouMTbL BCe KoHTponnepbl LAC).

—  [eaktuBupynTte KoHTponnep MAC, cHAB Ans Hero cneaytoumMe dgpnaxku: Activate
(AktnBauma) v Load devices (3arpyska ycTpoWncTs).

2. Ha komnbtotepe ¢ MAC cepBepoM B Windows services.msc

—  OcTtaHoBuTe cnyxby AUTO_MAC2 koHTponnepa MAC
—  HactpoiTe napameTp Startup type (Tun 3anycka) ator cny»kbbel MAC, yka3zaB
3HaueHue Manual (BpyuHyto).

3. 3anyctute MACInstaller.exe

—  Ons ACE aToT dpann HaxoguTcA B narnke
\AddOns\ACE\MultiMAC\MACInstaller Ha yCTaHOBOUHOM HocuTene BIS (cMm.
pasnen Mcnonb3oBaHue nHcTpymeHTa MACInstaller Huxe).

—  [na AMS 3ToT haiin HaxoAWTCA B nanke
\AddOns\MultiMAC\MACInstaller Ha yCTAHOBOUHOM HocuTene AMS (cMm. paspen
Mcnonb3oBaHue nHctpymeHta MACInstaller Huxe).

4. BbINONHUTE MHCTPYKLMKU, KOTOPble OTOOpaXatTcA B MHCTPYMEHTE, yKasaB 3HaueHus ans

cnegyrowmx napameTpoB.

Home |Mapametp OnucaHue

p

3KpaH

a

3 Manka Ha3HaueHUnA JToKanbHbIW KaTanor AnA yCTaHOBKW KOHTponnepa
MAC. Mo BO3MOXHOCTHU UCMONb3yHTe 3HAUEHWSA MO
YMOUaHMUIO.

4 CepBep Mma nnu IP-agpec cepBepa, Ha KOTOPOM 3anylyeH
DMS.
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Home |Mapametp OnucaHue
p
3KpaH
a
4 MNopT (nopTt gna DMS) MopT Ha cepBepe DMS, koTopbin OygeT
MCnonb30oBaTbCA ANA NONyUeHWUA AaHHbIX OT
kKoHTponnepa MAC.
Mcnonbaynte nopt 6001 gnA nepsoro
koHTponnepa MAC Ha cepBepe DMS, a ansa
Kaxkgoro nocnegytowiero koutponnepa MAC — nopt
c HomepoM Ha 1 bonble.
4 Homep (cucteMHbIit HOmMep 3apganTte 1 Ansa 3Toro U BCeX OCTallbHbIX
MAC) KoHTponnepos MAC (B otnMumne oT RMAC).
4 Mapa (uma unu IP-agpec OcTaBbTe 3TO None NycrbiM, €CNKU KOHTPONepy
KoHTponnepa-naptHepa MAC) |MAC He gonXeH COOTBETCTBOBATb KOHTPONNep
RMAC.

5. Ha cepBepe DMS B penaxktope ycTponcTB Bbibepute MAC.
6. Ha Bknagke MAC yKaxute 3HaueHWA CnefyroLnx napameTpoB:

MapameTtp OnucaHue

NmA MmMsA, KoTopoe AonXHO oTobpaXkaTbCA B AepeBe YCTPOMUCTB,
Hanpumep MAC-1.

OnucaHue HeobsasatenbHoe onucaHue AnA CUCTEMHbIX ONepaTtopos

C koHTponnepom RMAC
(dpnaxok)

<OcTaBUTb NYCTbIM>

RMAC-nopTt

<OcTaBUTb NyCTbIM>

AKkTMBeEH (dhnaxkok)

CeMuac cnegyeT yCTaHOBWTb 3TOT paXoK

3arpyxatb ycTponcTsa
(dpnaxok)

CeWuac cnegyet yCTaHOBUTb 3TOT oNIaXKoK

IP-agpec

IP-agpec cepsepa MAC (KomMmnbtoTepa).

YacoBoM nofAc

BAXHO! Yacoso# nosc MAC 1 Bcex nogumnHeHHbIx emy AMC.

MoapasneneHune (Ecnu npumerHumo) MoppaspeneHue, K KOTOPOMY NMPUHAANEKUT
MAC.
14.1.5 DobaBneHue kouTponnepos RMAC k MAC
3ameuaHue!

He nobaBnanTe kKoHTponnepbl RMAC K cTaHAapTHbIM KoHTponnepam MAC, noka He
ybenouTechb, UTo NocnegHWe yCTaHOBNEHbl U PYHKLMOHUPYHIOT NPaBUNbHO.

B npotMBHOM cnyuae 3T0 MOXET NoMellaTb penaMKaumMu aHHbIX UKW NOBPEAUTb OaHHbIe.
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DMS SERVER
[P:EE*20

MAC. SERVER
|P:* *.*.22

MAC. SERVER
IP:*.*.*.26

—  KoHtponnep MAC ana gaHHoro koHTponnepa RMAC ycTaHOBNEH, KaK ONMMCaHoO B
npeablayLwmx pasgenax, U QyHKUUMOHUPYET NpaBUNbHO.
- Kowmnbtotep cepBepa MAC ana koHTponnepa RMAC noarotoBneH, Kak onmcaHo B
pasgene MNoarotoBka kKoMnbtoTepoB cepBepa MAC k paboTte koHTponnepos MAC 1 RMAC
KoHnTponnepbl MAC moryT bbiTb 3a0y6nvpoBaHbl M30bITOUHbIMK KOoHTponnepamu MAC (RMAC),
obecneurBas 0TKa3o0yCTOMUMBOCTb W, CiefoBaTenbHO, bonee HaaexHy paboTy KOHTponA
poctyna. B atom cnyuae gaHHble KOHTPONA AOCTyNa aBTOMaTUUECKU PENMULMPYOTCA MexXay
OBYMA KOHTponnepamu. ECnv B 04HOM M3 KOHTPONNEPOB Napbl BO3HUKaeT cOoK, Apyrom
KOHTpONNep NpUHUMaET Ha cebA ynpaBneHue NOKanbHbIMW KOHTPONepaMu 4OCTyna B ero
BeAEHUU.

B koHcurypatope Ha cepBepe DMS

1. B pepakTtope ycTpoicTB BbibepuTe MAC, onAa KoToporo Heobxoaumo nobasuts RMAC.
2. Ha Bknagke MAC 13MeHWTe 3HaAUYeHUA CneayrLmnx napameTpos:

MapameTtp OnucaHue

C koHTponnepom RMAC CHUMMTE 3TOT (P/IAXKOK U He yCcTaHaBNuMBaMTe ero 4o Tex nop,
(cbnaxok) noKa Ha cepBepe pe3epBHOro MNOAKNOUEHUA He byneT
YCTaHOBNEH COOTBETCTBYOLIMIM KOHTponnep RMAC

AKTUBeH (pna>kok) CHUMMHUTE 3TOT (Pr1aXKoK, UTobbl BpEMEHHO NMPUOCTAHOBHUTb
CUHXPOHM3ALUMIO B peanbHOM BPEMEHU MeXay 3TUM
koHTponnepom MAC u cuctemorn DMS.

3T0 MOXeT ObiTb NOMEe3HbIM Nocne obHoBNeHUM cuctembl DMS
B KPYMHbIX CMCTEMAX, MOCKONbKY NO3BONAET U3bexaTb
OAHOBPEMEHHOTrO nepesanycka Bcex KoHTponnepos MAC.

3arpyxartb ycTporcTBa CHUMMTE 3TOT (hN1aXoK, uTobbl BPEMEHHO NPUOCTAHOBUTL
(cbnaxok) CUHXPOHM3aLUMIO B peanbHOM BPEMEHU MeXay 3TUM
koHTponnepom MAC ¥ NogUYMHEHHBIMWU YCTPONCTBAMM.
370 no3BonseT ObicTpee oTKpbiBaTb KOHTponnep MAC B
penakTope yCTPOMCTB.

3. Haxmwute kHONKy MpuUmeHUTb
4. He 3akpblBaWTe pefaKTop YyCTPOMUCTB, TaK KaK Mbl K HEMY CKOPO BEPHEMCH.
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Ha cepBepe MAC ana RMAC

[OnAa HacTporku cepepa RMAC BbinonHWTe cnenytoline oerncTBums.

- Ha otgenbHOM M paHee NoAroToBNeHHOM KomnbtoTepe cepBepa MAC 3anyctute
nHcTpymeHT MACInstaller (cm. pasgen Mcnonb3soBaHue uHcTpymeHTa MACInstaller) u
3a4anTe cneapyrolmMe napameTpebl:

—  Cepsep: uma unu IP-agpec komnbtotepa cepsepa DMS
-  Mopt: 6001 (TakoM e, Kak gna kKoHTponnepa MAC)
— Howmep: 2 (Bce koHTponnepbl RMAC nmetoT Homep 2)

Mapa: IP-agpec kKomnbloTepa, rae paboTtaeT napHblM KoHTponnep MAC.

BepHuUTeCb B pelaKTOp YCTPOMUCTB Ha cepBepe DMS
1. BAXXHO! Yb6enutecb, uto koHTponnepbl MAC n RMAC Ha COOTBETCTBYHOLIMX KOMMbOTEPAX

PYHKLMOHUPYIOT M BUOHBI APYT APYTY B CETH.
2. Ha Bknagke MAC v3MeHUTe napaMeTpbl cneayowmnm obpasom:

MapameTp OnucaHue

C koHTponnepom RMAC BbiOpaHHble
(dpnaxok) HoBana Bknagka c metkon RMAC otobparkaetcs psaom C
BKknagkon MAC.

RMAC-nopTt 6199 (CTaTMUECKMM MO YMONUAHUIO)
Bce koHTponnepbl MAC 1 RMAC vMcnonb3ytoT 3TOT NOpT, UTOObI
NPOBEPUTb, UTO UX NAPTHEPbI (PYHKLUMOHUPYIOT U AOCTYMHbI.

AKTUBeH (pna>kok) BbibpaHHble
lNMo3BonAeT OCyLWeCcTBNATb CUHXPOHM3ALMUIO MEXIY 3TUM
kKoHTponnepom MAC M NOAYMHEHHBIMU YCTPOUCTBAMM.

3arpy»xaTb yCTPOWCTBa BbiOpaHHble
(dbnakok) Cokpalaet BpeMs, Heobxoanmoe AnA OTKPbITUA KOHTpONepa
MAC B penakTope yCTPOMWCTB.

3. Ha Bknagke RMAC yKaxute 3HaueHWA CnefyrLmnx napameTpoB:

MapameTp OnucaHue

Umna MMA, KOTopoe A0MXKHO oTobpaXkaTbCA B AlepeBe YCTPOMUCTB.
Hanpumep, ecnu cootsetcTBytowmn MAC nmeet nma MAC-01,
T0 RMAC MOXHO npucBouTb uma RMAC-01.

OnucaHue JononHutenbHasa AOKYMeHTaLKUA ANsS onepaTtopoB yrpasneHus
[OCTYMOM.

IP-appec IP-appec RMAC.

Mopt MAC 6199 (CTaTMUeCcKMi No yMONUaHuto)

Bce MAC 1 RMAC vcnonb3ytoT 3TOT NopT, 4ToObl MPOBEPUTD,
uTO MX NapTHepPbl PYHKLUOHUPYIOT U AOCTYMHbI.

Cwm.
- Ucnonb3oBaHue cpedctBa yctaHoBku MAC, CtpaHuya 57
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14.1.6

Jo6aBneHue gpyrux nap koHtponnepos MAC/RMAC

B 3aBMCHMOCTHM OT UMCNa KOHTPONUPYEMbIX BXOAOB M HEODXOAMMOTO YPOBHA
OTKa30yCTOMUMBOCTU B CUCTEMHYIO KOH(PUTYpPaALMIO MOXHO A00aBUTb DONbLLIOE KONMMUECTBO
nap MAC/RMAC. Uto6bl y3HaTb TOUHOE KONMMUECTBO Nap, NOAAepPXMBAEMbIX B Ballel BEpPCUH,
obpaTuTech K COOTBETCTBYHOLLEMY KPATKOMY OMUCaHWIO.

DMS SERVER
IP:*.**.20

MAC SERVER
|P:%.%%22

MAC SERVER
[P

: MAC SERVER MAC SERVER
: _ IP:* * 26 IP:***24

Onsa kaxgown gononHutenbHon napbl MAC/RMAC...

1. ToprotoBbTe oTAenbHble KOMMblOTepbl AnA KoHTponnepos MAC 1 RMAC, Kak onvMcaHo B
pasgene MogrotoBka kKomnbtoTepoB cepBepa MAC k pabote koHTponnepos MAC u RMAC

2. HactponTe koHTponnep MAC, Kak onucaHo B pa3gene Hactpoika koHTponnepa MAC Ha
cobcTtBeHHOM cepBepe MAC

3. Hactpowte RMAC ans atoro koHTponnepa MAC, kKak onucaHo B pa3gene [JobaBneHue
koHTponnepoB RMAC k MAC

ObpatuTe BHMMaHWe, uTo Kaxkaasa napa MAC/RMAC nepefaeT AaHHble Ha OTAENbHbIA NOPT Ha
cepBepe DMS. CnepoBatenbHo, aAna napameTtpa Mopt (nopTt ana DMS) B MACInstaller.exe
MCnonb3ynTe crnenylollee:

- 6001 gnAa oboux komnbloTepoB B nepsow nape MAC/RMAC

- 6002 gnAa obounx kKoMnbloTEPOB BO BTopor nape MAC/RMAC

- WT.4.

B penakTtope ycTpoMCTB NOpPT 6199 MOXHO BCerga Mcnonb3oBaTb AnA napametpos MAC-nopt
n RMAC-nopT. Homep nopTa 3ape3epBUpoBaH ANA NOATBEPXKAEHUA B Kaxkaon nape MAC/
RMAC, c nomMoLbto KOTOPOro KaXKablM KOHTponnep byaeT 3HaTb, AOCTYMNEH MM €ro napTHep.

3ameuaHue!

MoBTopHas akTUBauuA KoHTponnepos MAC nocne oGHOBNEHWA CUCTEMDBI

Mocne obHoBneHUA cucteMbl KoHTponnepbl MAC 1 3aBucHMble OT HUX AMC no ymonuaHuo
[eaKTMBMpoBaHbl. He 3abyabTe NOBTOPHO aKTUBUPOBATb UX B KOHMUIypaTope, YCTAHOBUB
COOTBETCTBYHOLME PNAXKKK B pegaKTope YCTPOMUCTB.
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141.7 Ucnonb3oBaHUue cpeacTBa yctaHoBku MAC
MACInstaller.exe — 3TO CTAHAAPTHbLIA UMHCTPYMEHT ANA YCTAHOBKU KoHTponnepos MAC u
RMAC Ha koMmnbtoTepax (cepsepax MAC), Ha KOTOPbIX OHW HaxoaaTcA. MHCTpyMeHT cobupaet
3HaueHuna napametpoB Ansa kKoHTponnepa MAC unn RMAC 1 BHOCUT HeobxoauMble U3MEHEeHUA
B peectp Windows.

3ameuaHue!
MoCcKONbKY AaHHbIM MHCTPYMEHT BHOCUT U3MeHeHUA B peecTp Windows, To nepen ero
nepeHacTpomMKon HeobxoaMMo OCTAaHOBWTb BbINMOMHEHWE BCeX CBA3aHHbix ¢ MAC npoueccos.

NHcTpymeHT MACInstaller MOXHO HalUTK Ha YCTAHOBOUHOM HOCUTENE MO CneayollemMy nyTu:
- \AddOns\ACE\MultiMAC\MACInstaller.exe

- \AddOns\MultiMAC\MACInstaller.exe

MHCTpYMeHT cobupaeT 3HaueHUA ANA YKa3aHHbIX HUXe napamMeTpoB, nocnefoBaTenbHO
oTobpaxkasa psAg aKpPaHOB.

Homep |Mapamerp OnucaHue
3KpaHa
3 Manka Ha3HaueHuUA NoKanbHbIW KaTanor Ans ycCTaHOBKMU

KoHTponnepa MAC.

4 Cepsep Mma nnu IP-agpec cepBepa, Ha KOTOPOM
3anyuweH DMS.

4 MopT (nopt ana DMS) Homep nopta Ha cepBepe DMS; atoT nopt byaer
MCNoNb30BaTbCA ANA CBA3WU MeXay
koHTponnepom MAC u DMS. Cm. nogpobGHbie
CBeOeHUA HUXKe.

4 Homep (cucteMHbIt HOMeEp 3aganTe 3HayeHue 1 onsa BCcex UCXOAHbIX
MAC) KoHTponnepos MAC.
3apante 2 Ans BCeX pe3epBHbIX KOHTPONNEpPOB
MAC (RMAC).
4 Mapa (uma unu IP-agpec IP-agpec koMmnbloTepa, roe byaet pabotatb
KOHTponnepa-naptHepa MAC) pe3epBHbIM NapTHep Ans atoro cepsepa MAC.

Ecnn HenpMMeHUMO, oCTaBbTe 3TO MOJie NYyCTbIM.

Mapametp: nopT (nopTt gna DMS)

Homepa nopToB nNpUcBaMBatoTCA NO CNeayoLlen CXeMe HYMepaLumu:

— B HeuepapxuuecKkow cUCTeMe, TAe CyLLecTBYeT TONbKO OAnH cepBep DMS, KaabliM
KoHTponnep MAC u cooTBeTcTBYtOW MM emy RMAC nepepaert aHHble C O4HOIO U TOTO Xe
HoMmepa nopTa (Kak npaeuno, 6000). B oauH MomMeHT BpemeHn DMS moxeT
B3aMMOAENCTBOBaTb TONbKO C OAHUM M3 KoHTponnepoB B nape MAC/RMAC.

—  DMS nonyuaet curHanbl ot nepsoro KoHTponnepa MAC unu napbl MAC/RMAC B nopty
6001, ot BTOporo kKoHTponnepa MAC vunu napsl MAC/RMAC B nopty 6002 1 T. a.

MapameTtp: Homep (cuctemHbii Homep MAC)

ITOT NapameTp MNO3BONAET pasnuuarb UCXOAHble KoHTponnepbl MAC u pe3epBHble
KoHTponnepbl RMAC:

—  Bce ncxogHbie koHtponnepbl MAC nmetot Homep 1.

—  Bce pe3sepBHble koHTponnepbl MAC (RMAC) nmetoT Homep 2
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MapameTp: TonbKo HacTpoika (nepekntouaTtenb)

BbibepuTe 3TOT NapameTp, UToObl USMEHWUTb KOHMUTYPALMIO CYLLECTBYIOLLEro KOHTpONnepa
MAC Ha rnaBHOM cepBepe DMS, B 4aCTHOCTU NPOUHIPOPMUPOBATbL KOHTPOM/EP O TOMbKO UTO
YCTaHOBIEHHOM Ha APYroM KOMMbtoTepe pe3epBHOM KoHTponnepe RMAC.

B atom cnyuae BBeauTe IP-agpec unu uma xocta koHTtponnepa RMAC B none napametpa
Mapa.

MapameTp: O6GHOBNeHUe NporpamMmmHoro obecneueHus (nepekniouartenb)

BbibepuTe 3TOT NapamMeTp Ha KOMMbOTEPE, OTIMUHOM OT rnaBHoro cepsepa DMS, utobbl
ycTaHOBUTb KOHTponnep RMAC unu M3MeHUTb ero KoHdurypauuto.

B sTom cnyuae BBegute IP-agpec unu nma xocta napHoro koHtponnepa MAC atoro
koHTponnepa RMAC B none napametpa Mapa.

14.2 AnnapaTHble YCTPOUCTBA yNpaBNeHUA AOCTynom
KoHTponnepbl AMC, Ha KoTopbix gocTtyneH npotokon DTLS, 6onble He nogaepxvBatoT
coeauHeHuna RS485 nnu RS232 mexay xoctom (MAC) u AMC.
OTKNOUMTE UNK yaanuTe U3 KoHgurypaumm sce AMC, HacTpoeHHble Ha COM-nopTax. B
NPOTUBHOM CNyuyae pefaKTop YCTPOMCTB HE CMOXET 3aBEPLUWTb NEPEHOC, @ KOHMUIypauns He
COXpaHuTCA.
B cnyuae AMS 4.0 HauanbHbIM 3arpy3umMk obHoBneH ao sepcuu 00.62 v02.30.00 LCM. AMC
OynyT oOHOBNEHbI aBTOMaTUUeCcku ¢ nomouwbio AMS 4.0.
[Ona obHoBneHuAa AMC BpyuHyto CiegyeT UCNoNb30BaTb MHCTPYMeHT Bosch.AMCIPConfig.
Ecnu Bepcua HauanbHoro 3arpysumMka B AMC —V00.49 unu 6onee paHHAsA, cHavana
HeobxoamMmo obHoBuKTb Ao V00.61v01.47.00, u Tonbko notom Ao 00.62 v02.30.00 LCM.
MoHuxeHne BepCcCUM MUKpPONpoOrpaMmmbl
Ytobbl ucnonb3osBaTtb KOHTponnep AMC, obHoBneHHbIM ao BIS 4.9.1 unu AMS 4.0 B cTapo#
cucteme ynpasneHua goctynom (ACE, AMS unu APE), Heob6x0a4nMO NOHU3UTb BEPCUIO
MUKponporpammbl AMC.
Bepcuu mukponporpammbl V00.62 cHauana cnegyeT noHmM3ntb o V00.61, npexae uem
NoHW»xaTb A0 bonee cTapbiX.
14.3 Hacrtpoika LAC
Co3aaHue NoKanbHOro KOHTponnepa gocryna AMC
MopynbHble KOHTponnepsb! goctyna (AMC) NnogUMHAKTCA rMaBHbIM KOHTPONNepamM A4OCTyn
(MAC) B pepakTtope yCTPOMUCTB.
Utobbl cosgaTb KoHTponnep AMC, BbINONHUTE Creaytolne 4eUCTBUA:
1. B penakrtope yCTPOMUCTB WenKHUTe KoHTponnep MAC npaBoW KHOMKOMW MbIlIK U B
KOHTEKCTHOM MeHto BblbepuTe HoBbIW 06beKT
nnu
2.  HaxmwuTe kHonky ¥
3. Bbibepute ogunH 13 cnepytowmnx tTunos AMC B oTobpasvBLIEMCA AUANOrOBOM OKHe:
AMC 4W (no C ueTblpbMsA UHTepdencamu cunTbiBaTenen Wiegand ans
YyMONYaHwuto) NOAKMNIOUEHWA OO0 UETbIPEX CUMUTbIBATENEN
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AMC 4R4

C UeTblpbMsA MHTEpdercamu cunTbiBaTene RS485 ansa nogknoueHus
[0 BOCbMW CUWTbIBaTENEM

Pesynbtart: B epapxuun DevEdit cospgaetca HoBasA 3anncb AMC BbibpaHHOro TMna

AMC 4-W

MopaynbHbIH
KOHTponnep gocryna c
yeTblpbMA
CUMTbIBaTENAMMU
Wiegand.

MO>HO HacTpouTb He Bonee ueTbipex
cunTtbiBaTenen Wiegand gna nogkntoueHua K
1-4 npoxopgam.

[aHHbIM KOHTPONNEpP NoaaepXMBaeT BOCEMb
BXOAHbIX 1 BOCEMb BbIXOAHbIX CUrHanoB. pu
HEeOOXOAMMOCTHU NNaTbl PacUMPEHUA MOTYT
obecneunTtb 0o 48 LONONHUTENbHbBIX BXOAHbIX U
BbIXOOHbIX CUTHANOB.

AMC 2-W

MoaynbHbIH
KOHTpONnnep Aoctyna c
OBYMA CUMTbIBATENAMM
Wiegand.

MO>HO HacTpouTb He bonee ABYX
cunTtbiBaTenen Wiegand gnsa nogknioueHua K 2
npoxoaam.

KoHTponnep noaaepxuBaeT yeTbipe BXOAHbIX
yeTbipe BbIXOAHbBIX CUTHana.

AMC 4-R4

MoaynbHbIA
KOHTpoOnnep Aoctyna c
yeTblpbM#A
UHTepdencamm
cuuTbiBaTenen RS485

MO>XHO HaCTPOUTb He bonee BOCbMH
cuuTbiBatenen RS485 ona nogkntoueHuna K 1-8
npoxogam.

[aHHbIWM KOHTPONNEP NoAdepPXMBaeT BOCEMb
BXOAHbIX U BOCEMb BbIXOAHbIX CUrHanoB. Mpu
HeobXxoaMMOCTH nnaTbl paclMpPEHUA MOryT
obecneunTb 0 48 OOMNONHUTENBHbBIX BXOAHbIX U
BbIXOAHbIX CUFHANOB.

AMC_I008

MnaTta pacwupeHuna ana
AMC c Bocembto
BXOAHbIMU U
BbIXOOAHBbIMW CUTHaNamm

[lenaeTt 4OCTYNHbIMWU AOMNONMHUTENbHbIE
CUTHanbl.

K AMC MOXXHO NOAKAOUWUTb 4O Tpex nnar
paclupeHus.

AMC_IO16

MnaTa pacwupeHunna ana
AMC c 16 BXOAHbIMW U
BbIXOOAHBIMW CUTHaNamm

AMC_l084W

Mnata paclwmpeHus ana
Wiegand AMC c
BOCEMbIO BXOAHbIMU U
BbIXOAHbIMU CUrHanamu

AKTUBaUuMA/AeaKTUBaLUA KOHTPONNepoB

M3HauanbHO NpK co3gaHUK HOBOTO KOHTPONNepa ANns Hero BbibpaH (hnaXkok) cneayroLium

napameTp: CBA3b C XOCTOM BKMNIOUEHaA.

ITO OTKpblBaeT ceTeBoe coeamMHeHne mexay MAC u KoHTponnepamu, Tak uto nobble

M3MEHEHHbIE NN paClUUPEHHbIe AaHHblIE KOH(*)VIpraLI,VIVI adBTOMaTUYeCKHN PaCnpoCTpPaHAKTCA

Ha KOHTpOn/epsbl.

Bosch Security Systems
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OTKNOUMTE 3TOT NapameTp, UTOObl COXPaHUTb NMPOMYCKHYK CNOCOOHOCTb CETH, U TaKUM
0bpa3om NOBbLICUTb NPOU3BOAUTENBHOCTb, CO3[,aBafA HECKONbKO KOHTPONMEPOB U 3aBUCUMbIX
OT HWUX YCTPOWCTB (BXOAbl, ABEPU, CUMTbIBATENM, NNaTbl pacluMpeHns). B pegakTope ycTponcTs
3TW YCTPOMCTBA 3aTeM NMOMeUEeHbl 3aTEHEHHbIMU 3HAUKaMM.

BAXKHO! He 3abyabTe cHOBa BKMIOUYMUTb 3TOT NapaMeTp Mo OKOHUaHWK KOHUTrypaLuuu
YCTPOWMCTB. ITO NO3BOMMUT HEMPEPLIBHO OOHOBNATE KOHTPONNEPbI C Nt0ObIMU U3MEHEHUAMU
KOH(UIypaLmu, BbIMOMHEHHBIMUW HA APYrUX YPOBHAX.

Ucnonb3oBaHUe pa3HbiX TANOB KOHTPONNEPOB B OA4HOW yCTaHOBKe

CucteMbl ynpaBneHWa LOCTYNOM ODblUHO OCHALLAKTCA KOHTPONNEPOM U CUMUTbIBATENEM NMULLD

OAHOro THMNa.

B pe3ynbrate obHOBNEHUA NporpaMMHoOro obecrneueHuna u paclMpeHUA YCTAHOBOK MOXET

notpeboBaTbCcA 4OMNOMHWUTL CYLLECTBYIOLME annapaTHble KOMMOHEHTbl HOBbIMWU. BO3MOXHbI

[axe KoHduUrypauuu, obbeauHsaolme sapuaHtel RS485 (AMC 4R4) c BapuaHTamun Wiegand

(AMC 4W), ecnu yunTbiBatoTCA CreayoliMe npeaoCTeperKeHus:

—  cuutbiBatenun RS485 nepepatot "Tenerpammy”, cogeprkallyto HoMep Koaa;

-  cuuTbiBatenn Wiegand nepenatot CBOM faHHble TaKUM 00pa3om, uTo ux Heobxogumo
JeKoauMpoBaTb C MOMOLLbIO onpeaeneHuns 6araxa, UuTobbl COXpPaHUTb NPaBUNbHYO POPMY
HOMepa Kopaa;

—  CMELUAHHbIM peXxMM paboTbl KOHTPONNEPOB MOXET (DYHKLMOHWPOBATbL TONIbKO B TOM
cnyuyae, ecnn oba HoMepa KofgoB NOCTPOEHbI OAMHAKOBO.

14.3.1 MapameTpbl U HacTpoku AMC
OcHoBHble napameTtpbl AMC
E"'E:E DMS AMC 4R4  [nputs Outputs  Terminals
=g MAC
..Bg AMC 4-R4-1*
Name : |AMC 4-F4-1
Description: | ApiC
Communication ta host enabled: [
Controller interface
Interface type: |Tis
1P address | host name: |AME-4F| 411
Port number: 01
Device communication password: Configured at this device E
Bootloader: LCMVOOEZ.RUMN
Program: |
Pawer supply supervision: [
Ma LAC accounting:
Division: | comman
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Hacrtpoiika napametpos AMC

MapameTtp Bo3MoXxHble OnucaHue
3HaueHunA

MmA KoHTponnepa OrpaHuueHHoe CosnaHue naeHtTudgukatopos (no
andgaBWTHO- YMOMUaAHUIO) rapaHTUPYET YHUKANbHOCTb

LUMDPOBOE 3HAUEHMUE:

1-16 3HaKkoB

UMEH, OJHAKO MONb30BaTeNU MOTYT MX
nepesanucatb. [1pu nepesannucu UMeHu
HeobxoaMmo ybeauTbea, uto
UOEHTUUKATOPBI YHUKANbHbI.

Onucanue
KOHTponnepa

andgaBuTHO-

LUMDPOBOE 3HAUEHMUE:

0-255 3HakoB

Mpon3BONbHbIN TEKCT.

CBA3b C XOCTOM
aKTMBMpPOBaHa

0 = oTKNtOUEHO
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnaxkok
YCTaHOBNEH)

Mo yMONUaHUIO = BKTOUEHO

Hano>keHHble 3HAUKKU Ha KOHTponnepax B
JlepeBe YCTPOWCTB NOKa3blBalOT COCTOAHUE
NOAKNIOUEHUA K rMaBHOW cucTeMe
(nogkntoueHo/oTKNOUYEHO).

CHATHe dhnaxkka aenaet cnyxby AMS
BPEMEHHO HefOCTYMHOW. 3TO NonesHo AN
nepeHacTpoOMKK U TECTUPOBaHMUA.

Mpn 0OHOBNEHWU CUCTEMbBI YyNpaBneHun
[OCTYNOM [10 HOBOW BEPCUMU (hlTaXkKKU BCex
KOHTPONNEPOB aBTOMATUUECKU CHUMALIOTCH.
YcTaHoBUTE U CHUMUTE hnaxkkn AMC, uTtobbl
npoBepuUTb PaboTy KaKaoro B 0OHOBNEHHOM
nporpaMmMmHOM obecrneyeHuu.

YcTtaHoBHTE (hNaXKoK NPU UCMONb30BaHUM
pefakTopa yCTpoWcTB anAa yctaHosku DCP
(napons cBAsu ¢ ycTponctesom) Ha AMC npu
pasBepTbiBaHWK DTLS «cBepxy BHU3». [1pu
aToM nosAsnsaeTcA 15-MUHYTHbIM MHTepPBan
onsa nepepaun DCP B AMC.

CHUMUTE M ycTaHOBUTE hrnaxok ann
nepesanycka BPeEMEHHOro MHTepBana.

NHTepdenc KoHTponnepa

Tun nHTepdenca

TLS

TLS (= Transport Layer Security): npwu
yctaHoBKke DCP (naponb cBA3u ¢
ycTponcteoM) ana AMC ceasb ¢ MAC
ocyuiectensaetcsa uepes DTLS ¢ ycuneHHoM
H6e3onacHoCTbHO.

Yb6enutecn, uto DIP-nepekntouatenun 1 1 5 Ha
AMC ycTaHoBNeHbl B nonoxeHue BKII.

Bosch Security Systems
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IP-agpec/ nma xocTa

CeteBoe uma unu IP-
agpec AMC

Ecnu IP-agpeca Ha3HauatotcAa DHCP-
cepBepoM, TO CnefyeT NpeaoCcTaBUTb CETEBOE
mma AMC, utobbl AMC MOXHO ObINOo HaUTH
nocrne nepesanycka, gaxe ecnuv uameHunca
IP-agpec.

[na ceten 6e3 DHCP BBeguTe IP-aapec.

Homep nopta

YNCNOBOE 3HAUeHUE:

3710 nopT AMC, uepe3 KoTopbIn

10001 (no npuHumatotcs MAC-coobuieHus.
YMOMUaHUIo)

Opyrve napameTpbl

Mporpamma AndaBHUTHO- Mma danna nporpaMmbl, KOTOPbIK TpebyeTcA

LUMDpPOBOE 3HAUEHUE

3arpy3utb B AMC. [JoCcTynHble nporpamMmmsbl
HaxoaAaTca B MAC B kaTtanore BIN. Mx Mo)kHO
BblOpaTb M3 cnucka. [na ynobcTea Takxe
oTobpaxarTcA NPOTOKON U OMUCaHMUeE.

ITOT AONONHWUTENDBHBIM NapaMeTp
HacTpauBaeTCA aBTOMAaTMUECKHU, TaK Kak
nporpamMmmbl 3arpy>arTcA aBTOMaTMUeCKu B
3aBUCUMOCTU OT MOAKMHOUEHHbIX
cuuTbiBaTenen. B cnyuyae HecooTBeTCTBMA
cuuTbiBaTeNsA/nporpaMmbl 3HaUeHue
napamMeTpa nepesanucbiBaeTcA.

KoHTponb nuTaHuna

0 = oTKNtoUeHo
(dbna>kok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBINEH)

KOHTpONb HanpAXeHUsa NUTaHUA.

B cnyuae oTKasa MCTOUHMKA MUTaAHUA
reHepupyeTca MHOPMaLUOHHOE
coobLlleHue.

Hanunuue MBI (McTouHnKa GecnepebomHoro
nutaHus) — obssaTenbHoe ycnosue
MCMONb30BaHUA PYHKUWKU KOHTPONSA, UTOObI
MO>HO ObINo BblgaTb coobLLEHME.

0 = 6e3 KoHTponA

1 = KOHTPONb aKTUBHWPOBaAH

bes yueta LAC

0 = oTKNtOUEHO
(dbnaxkok cHAT)
1 = BKNOUEHO
(bnaxkok
YCTaHOBIEH)

YcTaHOBUTE 3TOT (hNAXKOoK ANA YCTPOUCTB
AMC, paboTatowmx COBMECTHO AnA
obecneueHunAa focTyna K NapKoBKam, rae yuet
BXOAALMX U UCXOAALLMX SNEMEHTOB
OCYyLLEeCTBNAETCA TONMbKO POAUTENBCKUM
koHTponnepom MAC.

MpuMeuaHue: ecnv 3ToT NapamMeTp BbibpaH u
koHTponnep AMC HaxoguTcsA B aBTOHOMHOM
pexume, AMC He cMOXeT npefoTBpallarb
[OCTYN K nepenonHeHHbIM obnactaAM, Tak Kak
Yy Hero HeT [OoCTyna K NOMHbIM AAHHbIM O
KOMMUUEeCTBe 3N1EMEHTOB.

MonpasneneHue

3HaueHue no
yMonuaHuto = obuiee

MprUMeHAETCA TOMbKO B TOM Clydyae, ecnu
dyHkuuA MoagpaspeneHnsa NuUeH3MpoBaHa.
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Hacrtpoiika Bxogos AMC

AMC 44 Inputs l Dutputs ] Terminals ]
RENE | Serial resiztar J Parallel resistar Tirne model Meszages
01, AMC 4455 2k2 i K2 <MNo time model> 03, Open, close, Line cut. shart circuit
EiE,';t'f.l.ME. 4W8 none nu:uﬁe . <Mo tirﬁe n'u:u.c-lel>. o,
04, AMC 4-4/-3 nome none <Mo time model: 0o,
05, AMC 4-4/-3 none none <Mo time model: 0o,
06, AMC 4-4/-3 none none <Mo time model: 0o,
07, AMC 4-4/-3 none none <Mo time model: 0o,
0a, AMC 4-4/-3 none none <Mo time model: 0o,
[npLt type
" Digital mode single & Apalog mode, 4 state
Events Resistors
: zerial parallel
Time model: | <Mo time model> | it Fr
: o [ { il 1K
pen, cloze K
Line cut, short circuit [ = K5
" 1KB
 2KZ2
K7
T 3K3
" 33
oAk
~
ik
-

3TO AManoroBoe OKHO pa3fefieHo Ha YeTblipe yacTu:

—  CnucoK BX0oO0B MO MMEHU

- Twunbl BXoga

—  CoObiTHA, 0 KOTOpbIX coobLlaeTcA BXogamu

—  Tunbl pe3nMcTopoB, UCMONMb3YEMbIX B aHaNIOFrOBOM peXUMe

MapameTpbl BXOAOB
MapameTpbl BxogoB AMC onucaHbl B cnegytollen tTabnuue:

Umsa ctonbua | OnucaHue

ZIVE] Hymepauua Bxoga (o1 01 go 08) u uma cootsetcTBytouiero AMC unu AMC-
EXT.

MocnepoBate | OTobpakaeTcA 3aaHHOE 3HAUYeHWe NocnefoBaTeNbHOro pesucropa.

NbHbIN "HeT" (none) unu "---" = UMPPOBON PEXUM

pesuncTop

MapannensbH | OTobpaxkaeTcsa 3aAaHHOE 3HAUEHWE MapannenbHOro pesncropa.
biM pe3sucTop |"HeT" (none) unu "---" = UMPPOBON PEXUM

BpemeHHan NmnA BbIOpaHHOM BpeMeHHON Moaenu
mopnenb
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CoobuieHns |Homep KOHTPONbHOro AOoKyMeHTa M ob6o3HaueHne coobleHui, KoTopble
OyoyT reHepupoBaTtbcA
00 = HeT coobueHnn
01 = ecnu BbINK aKTUBKUPOBaHbI COOLITUA OTKPbITH, 3aKPbITb
02 = ecnu 6bINK aKTUBUPOBaHbI cobbITUA Pa3pbiB nuHUKU, KopoTKkoe
3amMblKaHue
03 = ecnu 6bINK akTUBUpPOBaHbl 0ba BapuaHTa cobbITUM
HasHaueHHbl |[llpu ncnonb3oBaHWKW mogenu npoxoaa 15 otobparkaetcsa MmA curHana DIP.
7

Mcnonb3ynte knaBuwu Ctrl u Shift anAa ogHoBpemMeHHOro Bbibopa HECKONbKUX BXO4OB.
IMoOble U3MeHAeMble BaMKW 3HAUEHUA DyayT NPMMEHATLCA K BblbpaHHbIM BXoAaMm.

Co0ObITUA U BpeMeHHble Moaenu

B 3aBMCHMOCTH OT pexkrma paboTbl obHapyKMBakTCA U coobllaoTca cnegytoline CoOCTOAHMA
nBepei: OTKpbITO, 3aKpbiTo, MIMHKA npepBaHa v KopoTkoe 3aMbiKkaHMe.

YcTaHOBUTE COOTBETCTBYIOLLME (PNAXKKK, UTODbI cAenaTb BO3MOXHOW nepeaauy sTux
COCTOAIHWM B KauecTBe coObITIM KoHTponnepamu AMC B obLyto cucTemy.

BbibepnTe BpemMeHHYI0 MoAenb U3 PacKpbiBaloOLWErocs CNUcKa C TEM e MMEHEM, UToObl
orpaHWuuTb Nepenavy cobbITUM NepuogaMu, KOTopble onpeaeneHbl Moaenbto. Hanpumep,
cobbITe OTKPbITO MOXET MMETb 3HaUeHWe TONbKO B Hepabouee Bpems.

Tun Bxopga

Pesuctopbl moryt pabotath B LlucppoBom pexxume v AHanoroeom pexxume (4 cocToAHUA).
3HaueHue no ymonuaHuio — LiucppoBoit pexum: obHapyKMBakTCA TONbKO COCTOAHUA ABEpPeN
OTKPbITO 1 3aKPbITO.

B aHanoroBom pexume nNomMmMo 3TOro obHapyXMBatTCA NPOBOAHbIE COCTOAHUA NTUHUA
pasopBaHa 1 KopoTkoe 3amMbiKaHHe.

[Bepb CymMMa 3HaueHun nocnegosatenbHoro (Rg) M napannenbHoro (R;)
OTKpbITa pesucTtopoB: Rg + R,

[Bepb paBHO 3HAUEHMAM NocrefoBaTebHbIX PE3UCTOPOB: Ry

3aKpbiTa

CyMMa 3HaueHur nocnegosatenbHoro (Rg) v napannensHoro (Rp)
pPEe3nUCTOPOB CTPEMUTCHA DECKOHEUHOCTH.

PaspbiB uenu

CyMMa 3HaueHur nocnegosatenbHoro (Rg) v napannensHoro (Rp)
PEe3nUCTOPOB paBHa HYMO.

KopoTtkoe
3aMblKaHue

Pe3ucropbl

Mo ymonuaHuio A4NA pe3ncTopoB 334at0TCA 3HAUEHUA «HET» UMK «---» (LUDPOBON pexxum).
B aHanoroBom pexxume 3HaueHWA 4NA NOCnefoBaTeNbHbIX U MapannenbHbiX Pe3McTopoB
MOXHO 3a[aTb, BbIOpaB COOTBETCTBYIOLLME NepeKntouaTeni.

orcyrtcrByerT, 1K, 1K2, 1K5, 1K8, 2K2, 2K7, 3K3, 3K9, 4K7, 5K6, 6K8, 8K2 (npu 100 Om)

B 3aBMCHMOCTHM OT BbIOpPAHHOro 3HaUeHUA pe3ncTopa ANA COOTBETCTBYHOLLErO pe3ncTopa
AOCTYNHbl NUWb OrpaHNYeHHble ANana3OoHbl.

B Tabnuuax HWxe B neBbix cTonbuax nokasaHbl BbiOpaHHble 3HaUeHMs, a B NpaBbix cTonbuax
yKasaHbl Auana3oHbl, 4OCTYMHble APYTOMY PE3UCTOpY.

MocnepoBaTtenbHO Auana3oH MapannenbHo AuanasoH
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"Het" unn "---" 1K — 8K2 "Het" unn "---" 1K — 8K2
1K 1K - 2K2 1K 1K - 1K8
1K2 1K - 2K7 1K2 1K - 2K7
1K5 1K - 3K9 1K5 1K - 3K3
1K8 1K - 6K8 1K8 1K - 3K9
2K2 1K2 - 8K2 2K2 1K - 4K7
2K7 1K2 - 8K2 2K7 1K2 - 5K6
3K3 1K5 - 8K2 3K3 1K5 - 6K8
3K9 1K8 - 8K2 3K9 1K5 - 8K2
4K7 2K2 - 8K2 4K7 1K8 - 8K2
5K6 2K7 - 8K2 5K6 1K8 - 8K2
6K8 3K3 - 8K2 6K8 1K8 - 8K2
8K2 3K9 - 8K2 8K2 2K2 - 8K2

Hacrpoiika BbixogoB AMC — O630p
B aToM granoroBomM okHe NpeaocTaBnAeTcA KOHUIypaumsa Kaaoro BbIXOQHOIMO CUrHana B
AMC unun AMC-EXT. NpegycmMoTpeHbl TPU OCHOBHble obnacTu:

none cnucka c ob3opom 3afaHHOro napameTpa ANnf KaXKaoro BbIXOAHOrO CUTHana;
napameTpbl KOHQUTYpaLWUW AN BbIXOAHbIX CUTHANOB, BbIOPAHHbIX B CMUCKE;
onpeaeneHue ycnoBuM akTMBaL MKW BbIXOAHbIX CUTHAMNOB.

Bosch Security Systems
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AMC 4-W'] Inputs  Outputs ] Terminals]

Output | Action type | Max. duration ] Delay Period Pulzing Diuration Count Time model Meszag
01, AMC 3-8 uzed by an entrance | 000, <Ma time model: [~
02, AMC 4-w/-8 uzed by an entrance | 000, <Ma time modsl>» =
04, AMC &4/-8 1 0 0 0 i 0 0

Mo time model> [

05, AM"El 4448 uzed b}ll ah ehtrance | .DD.D, {No tine mode.l; i

07, AMC 4-w'-8 1 a a a 1 i I 000, <Ma time model> i
03, AMC 4478 1 a a a 1 1] a 000, <Ma time model> ]
< -
Output data
Eere i~ Ewvents-
Input activated A Create events: [ Time model: |DDD, <Ma time model» LJ
|nput normal
Input ghort cincuit tamper R ationr e Eing
Input open tarmper
Input enabled :
I:E:t zir;:bIZd Achion type: |1 - Follow state - Enable: I
Output zet
Output reset
Door open 4 b aw. duration: |0 ELTo) Pulse width: | 110 sec.
Door closed
Door opened unauthonised Cielay: |0 60 #of pulses: |0
Door left open
Reader shows access grar Period: | seC.
Reader shows access deni
Tirna ramdal ankiue :
£ | >
F || Output # ] Opl | Drezcription Faramii ] Paraml2 | Op2 | Drescription Farameter21
03 Dioor open 10b. DM 10b HORMDOOR, Door-E
j 03 OR Dioor opened unauthorized . 10b, DM 10b MORMDOOR, Door-E
05 [oor open Ma, DM 01a6 MORMDOOR, Door-7
7 0 Door opened unaul 01a, DM 01 a-6 NORMDOOR
£ >

Bbibop Bbixoga AMC B Tabnuue

[nA HACTPOMKK KOHTAKTOB BbiXOAa HEODXOAMMO CHauana BbibpaTb COOTBETCTBYOLLYI CTPOKY
B BepxHey Tabnuue. Mcnonbsymnte knaBuwwm Ctrl n Shift gna oaHoBpemeHHOro Bbibopa
HECKONbKWUX CTPOK, €C/K 3TO HeobxoanumMo. M3MeHeHUA, BHOCMMbIE BaMUW B HUXHEW UacTu
OKHa, OTPasfATCA TONMbKO Ha BbiOpaHHbIX BaMUW Bbixodax.

Output | Action ype ] tdasx. duration | Delay | Period ] Pulzing | Drwration ] Cournt Time model Meszages
01, AMC 4-w/-8 uged by an entrance | 000, <Ma time model> oo

02, AMC 4-wi-g uzed by an entrance ! 000, <Ma time model> oo

1 i i i 1 i 0 000, <No time madel il

05

05, [ I ime modsl> |

06, AMC 498 uzed by an entrance | 000, <Ma time model> i}
07, AkC 4058 1 0 i] 1] 1 0 0 000, <Ma time model> an
08, AMC 4-w/-8 1 0 0 0 1 0 0 000, <MNa time modek 0a

CTpOKM, BbIXOAbl KOTOPbIX y>Ke ObINMU MPUCBOEHbI Uepe3 Moaenb ABEPU, UMW APYITUM
cnocobom, oTobpaxkaloTcsa CBETNO-CEPbIM LIBETOM C COODLIEHWEM «UCMONb3yeTCcA
npoxoaoM». Takue BbIXO[bl He NoanexaT AanbHENLLUM U3SMEHEHUAM.

BbibpaHHble BaMW CTPOKM BblAENATCA TEMHO-CEPbIM LiBETOM.

MapameTtpbl Bbixogos AMC

Umna OnucaHue
cTon6bua
Bbixoa TeKkylwan Hymepauma BbixogoB B cooTBeTcTBYOWMX AMC nnn AMC-EXT
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01-08 c AMC n AMC_|O08
01-16 c AMC_IO16

Twun
nencTeuna

yKa3aHuWe BbIOpaHHOro TMna Aencrems
1 = No cocToAHMUIO

2 = Tpurrep

3 = [lepeMeHHbIN

Makc.
NPOAOMIKUTE
NIbHOCTb

ONWHa curHana B cekyHaax [1-9999; 0 = Bcerga, ecnv He NOABUNOCH
coobuieHne o npeobpasoBaHUK] — TONbKO C TUNMOM AencTBMA 1

3aJepxKa

3aiepXKKa nogaun curHana B cekyHaax [0-9999] — TonbKko ¢ TMNaMu AeNCTBUA

Tun2

nepvon

nepuog nogayun CurHana B CeEKyHAgax — TONNbKO C TUMOM aencreuna 2

Mynbcauna

adaKTUBaUnUA MMnynbCa — B NMPOTUBHOM Cliydyae CUrHan nogaetcA NOCTOAHHO

anwuT.

AOnNnHa UMmnynbca

Kon-Bo

KON-BO UMNyNbCOB B CEKYHAOY

BpemeHHan
Moaenb

MMs BblOpaHHOM BpeMeHHOW Moaenu

CoobuieHun

MapKMPOBKa aKTUBHOCTU COODLLIEHUI
00 = HeT coobleHnn

03 = cospatotca coobLieHnsa o cobbITuAX

HasHaueHHbl
"

Mpu ncnonb3oBaHWK moaenu npoxopda 15 otobpaxkaetca uma curHana DOP.

Bbixoabl: CobbiTua, feicreue, NMynbcauusa

Bce 3anucuK U3 npuBeaeHHOro Bbillle CNUCKa CO34akTCA C MOMOLLbI PNaXKKOB U Nonen BeBoAa

B obnactax guanorosoro okHa Cobbitua, Oencrteue v Mynbcauua. Mpu Boibope anemeHTa

crnucKa B 3TUX obnacTtax YKa3blBakOTCA COOTBETCTBYHOLLNE HaCTpOl;IKVI. JT0 Takxe BEPHO ANA

Bbl60pa HECKO/TbKNX 21eEMEHTOB CNUCKa NpKu ycnoBuu, Uto Bce Bbl6paHHbIe BbIXOOHblE
CUTHanbl UMEKT OUHAKOBbIE NapaMeTpbI. N3meHeHUs HACTPOEK napaMeTpoB NPUMEHALIOTCA
KO BCEM 31EMEHTAM, Bbl6paHHbIM B AJAHHOM CnUCKe.

i~ Ewverts

Create events:

Biehaviour

W Time madek | 001, nomal week. |

Pulsing

Action type: 12 - Trigger vi . Enable: =

Max. duration: i’:' sEC. Pulse width: 1410 sec.
Drelay: 11 zec, # of pulzes: |0
Period: ]1 0 sec.

YctaHoBUTe oiaxkok Co3paTb cOBbITUA, eCcniv HeobXxoaMMO OTNpPaBNATb CoobleHWe aAnA

AKTMBMPOBAHHOIO BbIXOAHOIO cUrHana. Ecnu takue coo0LLeHNA OOMKHbI OTNPaBNATbCA

TONbKO B ocobble NMPOMEXYTKHN BPEMEHU, HANPUMEP TONNTbKO HOUbIO U/TKU HA BbIXOAHbIX, MOXHO
Ha3HaunTb COOTBETCTBYHOLLYIHO BPpeMeHHY Moaenb.

[nAa oTaenbHbIX TUNOB OEeNCTBUI MOXHO 3aaaTb cnegyrouime napamMeTpbl:

Bosch Security Systems
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™n MakKc. 3agepx | nepuop, nynbcauus/ ONUTENbHO | KON-BO
OEUCTBUA | NPOAOMXKUTE |Ka BKNMIOYEHO CcTb MMMYNbCO
NbHOCTb MuMnynbca |B
CootBeTtctB |0 = Bcerga 0- HeT na 1-9999 Het
ne 1-9999 9999
COCTOAHUIO
Tpurrep HeT 0 - 0-9999 Oa 1-9999 1-9999
9999 ecnv OoTKNtouaet
nynbcauusa |nepuog
He
BKMtOUEHa
[flepeMeHH |HeT HeT HeT na 1-9999 HeT
bIM

BbixoaHble gaHHble AMC

HWXXHAA yacTb 4ManoroBoro okHa Bbixoabl COAEPXKUT:

- CMUCOK AOCTYNMHbIX COCTOAHUMN AnsA Bbl6paHHbIX BbIXOOOB.
- Ta6n14u,y C BbIXO4aMHW U COCTOAHUAMMU, HACTPOEHHbIMU ANA UHULUHUNPOBAHUA ITUX
BbIXO40B.

Output data

Door clozed
Droor left open
Door open

Input activated
Input dizabled
Input enabled
Input normal

Input open tamper

Output reset

Output set
Boumar Fail

S|

[oor opened unauthorised
Host communication down
Host communication ok

Input short circuit tamper

Output ] Opl |Descripti0n Param11 Faraml2 | Op2 1Description Farameter21 Farameter22
o7 Dioor open 10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...
Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...

|
24
;J
_J o7 OR
x|
=]

HacTtpolika BbIX0A0B, KOTOpPble AO0MXHbI UHULUUPOBATbCA ONpeaeneHHbIMU COCTOAHUAMMU
Bbl MOXeTe U3MEHUTb HAaCTPOWKU BblOpaHHbIX BbIXOAOB TaK, UTOObl OHU MHULIMKMPOBANMUCH
OTAENbHbIMWU COCTOAHUAMMU UMTU NOTMUECKUMU KOMOMHALMAMU COCTOAHUN.

-  BbibepuTe oguH unu bonee BbIXOAOB B BEPXHEM MoMe CrucKa.

-  BbibepwuTe cocToAHWE U3 CMIMCKa COCTOAHUN.

—  [pu HanuMumMu anA BbIDpPaHHOTO CTaTyca HECKOMbKUX YCTPOWCTB MTM YCTAaHOBOK, KOTOPbIE
MOTYT nepefaBaTb 3TO COCTOAHMUE, PAOOM C KHOMKOW | aKTUBUPYETCA KHOMKa ..
LLlenkHUTe -1 (MNW ABaXKAbl LIENKHWTE COCTOAHMWE), UTODbI ANA KaXaoro BbibpaHHOro
BbIXO[la CO34aTb BXO/ C 3TUM COCTOSIHMEM ANA NepBoro yctponcTea (Hanpumep, AMC,
nepBbiX BXOA) U YCTAaHOBKK (Hanpumep, NepBbiM CUrHan, nepsas ABepb).
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Exit | Operand Description FParami1 Parami 2

04 Output set 00, AMC, AMC 4-w/-2 0 Out, 07, AMC 4-w/-2

Mpu HaxkaTuu »| BbiIOpaHHbIM CTAaTyCc NepemeLlaeTca B CNMCOK U CO30aeTcs BMeCTe C
noruyeckum oneparopom UMM ana Kaxkmoro ycTaHOBNEHHOTO YCTPOMCTBa (Hanpumep,
Bce Bxoabl AMC).

Exit | Dperand] | D ezcription Pararm1 Param] 2

04 Cutput set 00, AMC, AMC 4442 Out, 07, AMC 4-4w/-2
04 ] Cutput set 00, AMC, AMC 4442 Out, 02, AMC 4-4w-2
04 ] Cutput set 00, AMC, AMC 4442 Out, 03, AMC 4-w-2
04 ] Cutput sat 00, AMC, AMC 4442 Out, 04, AMC 4-40-2
04 OR Cutput sat 00, AMC, AMC 4442 Out, 05, AMC 4402
04 OR Output set 00, AMC, AMC 442 Out, OB, AMC 4-40-2
04 OR Output set 00, AMC, AMC 4442 Out, 07, AMC 4-40-2
04 oR Cutput set 00, AMC, AMC 4442 1 Out, 08, AMC 4402

—  [Onsa oaHoro Apnbika UM MOXHO Ha3HAUYUTb HECKOMbKO COCTOAHUMN.

Exit | Operand Description FParami1 Parami2

04 Output set 00, AMC, AMC 4482 0 Out, 07, AMC 4-/-2

04 R Imput Bormal 00, AMC, AMC 44942 1 I, 01, AMC 44942
aR C'oor open 0&a, Timernagm L |

Tak>xe BO3MOXHbl APMbIKK C U:

—  CocTtosHMe yxe MOXeT bObITb Ha3HauUeHO, U K HeMy AobaBnAeTcA ycnoBue NyTeM ero
BblbOpa B ntobom crtonbue.

—  3aTeMm npwv Haxkatuu I BbIbUpaeTca Apyroe COCTOAHWE U CBA3bIBAETCA C MOMEYEHHbIM

CTaTyCoOM.
Exit & ‘ Operandl | Diescription I Parami1 | Paraml2 | Operand? | D ezcription | Parameter21 | Parameter?? |
04 Output zet 00, AMC. AMC 444/-2 | Out, 01, AMC 4-w/-2
04 OR Input normal 00, AMC, AMC 442 | In, 07, AMC 44442
m- oR Door open 0Ea, Timemgm << sz AND Door opened unauthorized | 0Ba, Timemgm < s
3ameuaHue!

KakgoMy BbIXOOAHOMY CUIHany MOXHO HasHauutb go 128 ycnosumn UMA.
Kaxpgoe ycnoBue MOXeT coepXaTb ogHO ycnosue U.

Korpga yCTpOMCTBY MMM YCTaHOBKE Ha3HaueH HEKOTOPbIM CTaTyC, €ro TakKe MOXHO Ha3HauuTb
BCE€ OCTallbHbIM UMEIOLLMMCA YCTPOUCTBAM M YCTaHOBKaM.

—  BbibepuTe HasHaueHHyto 3anunch B ntobom ctonbue.

—  3JTOT cTaTyC CO3[aeTcA ANA BCEX MMEIOLIMXCA YCTPOWUCTB U YCTAaHOBOK NMPU HaXKaTuwu

All

NU3meHeHHe NapamMeTpPOB BbIXOA0B

CTPOKH B CMUCKE MOXHO U3MEHUTb

[N HECKONbKWUX YCTPOMCTB M YCTAHOBOK, KOTOPbIM MOXET COOTBETCTBOBATb Ha3HAUEHHbIM
cTaTyc, BCerfa 3afaHbl NepBble yCTPOUCTBA M YCTAHOBKMW 3TOrO TMMa.
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B ctonbuax Mapam11 v Mapam21 (c Apnbikamu M) oTobpaxkatoTcs ycTponctea (Hanpumep,
AMC, npoxoa). B ctonbuax Mapam12 1 Mapam22 cogepkaTca cneyunanbHble YCTaHOBKMU
(Hanpumep, BXOAHOM CUTHaN, ABEPb, CUMTbIBATENb).

MpW HaNMUKMKU HECKONbKKUX YCTPOWCTB (HanpuMep, Nnatbl BBOAA-BbIBOAA) MU YCTAHOBOK
(Hanpumep, AOMNONHUTENbHbBIE CUTHAMbI, CUMTbIBATENM) YKa3aTenb MblLKW MeHAET DopMy MpH
HaBeJeHWU Ha TakoM cTtonbel,.

Exit | Operandi Description Farami1 Faraml2 |
04 Output zet 00, AMC, AMC 402 Out, 07, AMC 42042
04 aR Ipt niormal 00, AMC, AMC 42 |n, 01, AMC 420002
04 aR Cloar open 0&a, Timemagm L1 I%

Ecnu gBaxkabl WENKHYTb 3anncb ctonbua, noAaBnaetcsa paCKprBaI-OLLl,I/Il\;iCH CMUCOK
NEeNCTBUTENbHbIX 3anucen anA napameTpa.

Exit © | Operandi Description Faram11 J Faram12 |
04 Output zet 00, AMC, AMC 4-w/-2  Out, 01, AMC 4-w/-2
04 OR Input normal 00, AMC, AMC 442 I|:|-| .-'-‘-.ME#WE

04 aR Cloor open 0Ba, Timermgm =

02, .-i‘n.ME 42
O, AML 4-4/-2
04, AMC 4-p/-2
05, AMC 442
OB, AMLC 4-p/-2
07, AMC 442
08, AMLC 4-w/-2

Mpu nameHeHnn 3anucen B ctonbuax Mapam11 u Mapam21 obHoBNAKTCA 3aNUCKU B cTonbuax
Mapam12 v NMapam22:

E xit ﬂ Dperand] Dezcription Farami Faraml2

04 Output zet 00, AMC, AT 442 Out, 07, AMC 4402
04 OR Dioor open 0&a, Timerngrm LM s

04 ]3] Input normal 01, AkC_ 10, AMC (016 002 1 I, 07, &RC_I01E_002_1

3ameuaHue!

370 BO3MOXHO TonbKko ana ctonbuos Mapam11, Mapam12, NMNapam21 v Mapam22.

Ecnu HeT gpyrux BapuaHToB (Hanpumep, Tak Kak Oblfl HACTPOEH TONbKO OAMH MPOXOA), TO
yKasaTenb MbllK He U3MeEHSAETCA, U BCe NonA oTobparkatoTcsa cepbiM LBeToM. Ecnu aBaxabl
LWENKHYTb TaKyto 3anucb, 3TO MHTEPNPETUPYETCA KaK KOMaHAa Ha yaaneHue, U NosABMseTCA
cooblieHre AnA NPOBEPKN yaaneHus.

YpaneHue cOCTOAHUN ANA UHULUUMPOBAHUA BbIXOO0B
BbibpaHHble Ha3HAUEHUA MOXHO yaanuTb, HaXkaB I '<' (MNK ABaXKObl WENKHYB 3NeMeHT
cnucka). BennbiBatollee cooblieHre 3anpocuT NoATBEPXKAEHUE yaaneHu A,

Ecnu ¢ BbIXOJOM CBA3aHO HECKOMbKO COCTOAHWM, UX MOXHO yAanuTb O4HOBPEMEHHO C
NOMOLLbIO CMeayoLMX eENCTBUM:
—  BblbepuTe NepBbi 3NeMeHT cnucka (ToT, KOTopbIM He UMeeT 3anucu B ctonbuy Op1), a
3aTeM HaXKMUTE KHOMKY «<<» ./,
—  3T0 TaKXXe MOXHO cAenatb, ABaXKAbl LENKHYB Mo NepBor 3anucu.
—  TloABuUTCA BCMMbIBatollee OKHO. [loaTBepauTe UK OTMEHUTE yaaneHue.
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- B cnyuae noatBepKaeHWA yganeHua, BTOpoe BCMN/bIBatloLEee OKHO 3aMNpOCHT,

»KenaeTe Nn Bbl yAaNuTb BCE CBA3aHHbIe 3anncu (HaxkmuTe Ja) unu TonbKo
BblOpaHHyto 3anuch (HaxmuTe Her).

OnAa yoganeHnA AONONHUTENBbHbIX COCTOAHMMN, KOTOpble onpeagenAoT nepBoe COCTOAHKUE C

nomoluibto onepatopa AND B ctonbue Op2, WenKHUTE CTPOKY, a 3aTeM HaXXMUTE KHOMKY

«MUWHYC» _J, KOTOpas akTMBHa TONMbKO TOrAa, KOrga B CTPOKE NMPUCYTCTBYET onpeaendatroLliee

cocTtoaHue AND.

OnucaHue COCTOAHUA

B Tabnuue Huxe npuBeneH ob3op Bcex AOCTYMNHbIX ANA BbibDopa COCTOAHWM, UX HOMEPOB

TUNOB U OMNMUCAaHUA.

B none cnucka CocTosiHMe TaKXe CoAeprKaTcA yKa3aHHble napaMeTpbl — OHHU OTOGpa)KaI-OTCH

Npu NPOKPYTKe CNUCKa BMNpaBo.

CoctosAHue Tun |OnucaHue

Bxoa aktuBupoBaH 1 JToKanbHbIW BXOA

OObIYHbIN BXOA, 2 JloKanbHbIN BXOA,

KopoTkoe 3amMblkaHWe Ha 3 NoKanbHbIM BXOA C PE3UCTOPOM HaCTPOEH

BXode Tamnepa

CpabatbiBaHue TamnepHoro |4 TNoKanbHbIW BXOJ C PE3UCTOPOM HaCTPOEH

BXoda

Bxop otkntoueH 5 JToKanbHbIM BXO A€aKTUBUPOBaH MOAENbIO BPEMEHU
Bxon BKNtoueH 6 JToKanbHbIW BXO[ aKTUBMPOBAH BPEMEHHOW MOAENbIO
YcTaHoBKa BbIxoaa 7 JToKanbHbIW BbIXOM, HE TEKYLLWIN BbIXon

Cbpoc Bbixoaa 8 JToKanbHbIW BXO[, HE TEKYLLUWIN BXOA,

[lBepb OTKpbITa 9 GID npoxoaa, HoMep ABepH

[Bepb 3aKkpbiTa 10 GID npoxopa, HoMep ABepHU

[Bepb oTKpbITa H6e3 11 GID npoxoga, HoMep ABepU, 3aMeHAET COCTOAHUE
aBTOPM3aLIMUK "Bepb oTKpbITa" (9)

[Bepb ocTaBneHa oTKpbiTon |12 GID npoxoaa, HoMep ABepH

CuuTbliBaTeNb NOKa3biBaET, 13 Aagpec cuutbiBatens

uTO AOCTYN paspeLlleH

CuuTbliBaTeNb NOKa3sbiBaeT, 14 Afpec cuuTbiBaTens

UTO LOCTYN 3anpeLleH

BpemeHHas mogenb akTuBHa | 15 HacTpoeHHaA BpemMeHHaA Moaenb

Tamnep cuuTbiBaTENA 16 Appec cuuTtbiBatensa

Tamnep AMC 17

Tamnep nnatbl BXxoga/ 18

BbIXxoda

CboM nuTaHus 19 Tonbko ana AMC, paboTatouiero ot batapeu
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[TTaHne BKNOUEHO 20 Tonbko ana AMC, paboTatoliero ot batapeu

CBA3b ¢ XocTOM B nopsagke |21

CBA3b C XOCTOM pasopBaHa |22

CoobuieHne ot cunTbiBaTensa |23 Aapec cuuTbiBatens

CoobuieHune ot LAC 24 Homep nnatbl

KoHTponb KapT 25 Anpec cuuTbiBaTens, PYHKUMA yNpaBneHusa uepes

KapTy.

HacTtpoiika BbiXxoaoB

Kpome HaszHaueHUA CUrHanoB C MoAeNAMU ABEPEN UMK C OTAENbHbIM Ha3HAUEHWEM MOXHO
onpenenuTb YCNOBUA ANA BbIXOAOB, KOTOPbIE elle He Ha3HaueHbl. [1py BbIMONHEHWU TaKKUX
YCNOBUIW aKTUBUPYETCA BbIXOQHOW CUIHaN B COOTBETCTBMM C 3afaHHbIM NapamMeTpoM.
HeobxoanMmo pellmnTb, Kakoe cobbiTve OyaeT nepekntouatb AaHHbIA cMrHan. B otnvune ot
CUrHanoB, KOTOPble MOXXHO Ha3HaUUTb KOHKPETHOW MOAENU ABEPEN, ee ABEPAM U
cuuTbiBaTENAM, B 3TOM Cllydyae MOXHO MCMONb30BaTb CUTHaMNbl BCEX YCTPOMCTB U YCTAHOBOK,
noaKntoueHHbix kK AMC.

Ecnu, Hanpumep, oNTUUECKUI, aKyCTUUECKUIM CUTrHan Unu cooblieHre AnA BHELHEro
yCTpOWCTBa HEOOXOAMMO MHULMKUPOBATL CUrHanamu Bxoaa KopoTkoe 3aMblikaHue Ha Bxofe
Tamnepa v [iBepb oTKpbITa 6€3 aBTOPU3aLUKU, TO BXOA UTK BXOAbI, KOTOPbIE MOTYT ObITb
paccMOTpPEHbI, HA3HAUATCA COOTBETCTBYIOLLEMY BbIXOAY.

Mpumep, B KOTOPOM B KaxaoM cryyae bbin BblOpaH TONbKO OAMH KOHTaKT:

E wit ﬁ | Operand] | D escription | Param11 | Faramlz

04 Input short cir... 00, AMC, AMC 40/-2 I, O, AT 402

! OR D'oor opened ... 0Ea, Timermagm LIy
Mpumep co BCEMU KOHTaKTaMMu:

E wit \,"'j Operandl Dezcription Fararnl1 Faraml 2

04 [nput zhart circuit tamper 00, AMC, AMC 42 In, 07, AMC 4-4-2

n4 0R [nput ghart circuit tamper 00, AkC, AMC 442 I, 02, A 4-88-2

04 0R |nput ghart circuit tamper 00, AMC, AMC 442 I, 03, A 4842

04 (]3] [nput shart circuit tamper 00, AMC, AMC 44002 In, 04, AT 44/-2

04 R Irput ghort circuit tarmper 00, AMC, AMC 4402 I, 05, AR 4042

04 (]3] [rput zhart circuit tamper 00, AMC, AMC 4-af-2 In, 0, AT 4-4/-2

04 OR [nput ghart circuit tamper 00, AT, AMC 44 -2 I, 07, AME 4-88-2

04 OR [nput ghart circuit tamper 00, AMC, AMC 442 I, 08, AME 4842

04 oR Daar opened unautharized 0&a, Timemngr

04 OR Door opened unauthorized 03a, Entrance B:B REVDOOR, Revolving Door

Mpumep C BbIOPaHHbIMKW KOHTAKTaMM:
Ecnu HaxkaTb > UMK yOaNUTb HEHYXHble KOHTaKTbl MOCMe Ha3HauyeHUsA BCeX KOHTAKTOB, ANnA
KaXK[Oro KOHTaKTa CO3[aeTcA OfHa 3amnuchb:

E «it ﬂ O perandl Drezcription Faraml1 Faraml2

n4 Iriput ghort circuit tamper 00, AMC, AMC 44042 I, 07, ARC 44002

n4 1R [nput ghort circuit tamper 00, AMC, AMC 44042 I, 03, AT 44042

04 0R [nput short circuit tamper 00, AMC, AMC 402 [, 05, ARC 44042

n4 R [nput ghort circuit tamper 00, AMC, AMC 44042 Ir, 0B, &RC 442

04 0R Droor opened unauthorized (Ea, Timemanm

04 OR Door opened unauthorized 03a, Entrance B:B REVDOOR, Revaolving Door
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[N HeCKOMbKMX BbIXOAHbIX CUTHANOB MOXHO 3aaTb O4MHaKOBble YCNOBUA, €CNU, Hanpumep,
KpoMe ONTMUECKOTO CMUIHana TakKe HY»eH akycTuueckuin. OQHOBPEMEHHO crieyeT OTnpaBuTb
coobuieHne ANs BHELWHEro yCTponcTaa:

E st f'j | Operandl Dezcriphion Faram11 Farami 2
04 Input short circuit tamper 00, AMC, AMC 44042 In, 01, AMC 44042
04 OF [nput short circuit tamper 00, AkC, AMC 4442 In, 02, AMC 4-4-2
n4 1R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44842
04 R Input short circuit tamper 00, AMC, AMC 44042 In, 04, AME 44042
n4 aR Input short circuit tamper 00, AWC, AMC 4-44-2 In, 05, AMC 4442
04 oA Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
04 0F [nput short circuit tamper 00, ARC, AMC 4442 In, 07, AMC 4-40-2
n4 oA Input short circuit tamper 00, AMC, AMC 44042 In, 08, AMC 44842
n4 R Dioor opened unauthorized 0&a, Timerngrm LE I
04 0R Dioor opened unauthorized 03a. Entrance B:B REVDOOR, Revalving Doar
QG Input short circuit tamper 00, AT, ARC 4402 In, 01, AMC 40/-2
[ 0R [rput zhort circuit tamper 00, AMC, AMC 4002 In, 02, AT 4-4/-2
& aR Input short circuit tamper 00, AWC, AMC 4-44-2 In, 03, AMC 4442
& OR Input short circuit tamper 00, AMC, AMC 44042 In, 04, AMC 44042
06 oF [nput short circuit tamper 00, AWC, AMC 4442 In, 05, AMC 4-4-2
] 0R Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44842
& R Input short circuit tamper 00, AMC, AMC 44042 In, 07, AMC 44042
& OR [nput short circuit tamper 00, AWC, AMC 44042 In, 08, AMC 4442
& aR Dioor opened unauthorized 0&a, Tirmemgr LE I
s [rput zhort circuit tamper 00, AMC, AMC 4002 In, 01, AT 4-4/-2
07 aR [nput short circuit tamper 00, AWC, AMC 44042 In, 02, AMC 44842
07 R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44042
07 0F [nput short circuit tamper 00, AWC, AMC 4442 In, 04, AMC 4-4-2
07 oR Input short circuit tamper 00, AT, ARC 4002 I, 05, AMC 44/-2
a7 A Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
[nput short circuit tamper 00, AWC, AMC 44042 In, 07, AMC 4442

07 OR

CnK1COK BCEX CYLLECTBYOLWMNX COCTOAHMM CO 3HAUEHUAMM MO yMONYaHWUKO OnA napaMeTpoB
11/21 n 12/22:
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Diezcription Fararn1 Farar 2

Input activated 00, AMC, AMC 492 [, 01, AMC 442
Irput normal 00, AMC, AMC 44052 1 In, 07, AME 4002
[rput ghart circuit tamper 00, AMC, AMC 442 | [n, 01, AMC 44042
[rput open tamper 00, AMC, AMC 44052 1 [n, 07, AME 4402
|nput enabled 00, AMC, AMC 492 [n, 01, AMC 4-4%/-2
Input dizabled 00, AMC, AMC 4%/-2 1 [n, 01, AMC 4-3-2
Olutput zet 00, AMC, AMC d44%/-2  Out, 07, AMC 42
Output reset 00, AMC, AMC 482 Out, 07, AMC 4-04-2
Cioor open 0&a, Timemgm £ s

Door clozed 0Ba, Timermgrm £ s

Cioor opened unauthorised 0&a. Timemgm £ s

Droar left open 0&a, Timerngrm £ s
Feader zhows access granted Th-Reader IM
Reader zhiowsz acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T armper reader Th-Reader IM
Tamper Ak C

Tamper [0 board 00, AMC, AMC 4-40/-2
Poweer fail

Fower good

Host communication ok
Hast communication dowe

OnpepneneHue CUrHaANOB Ha BKNagke «TepMuUHanbi»

Ha Bknagke TepMuHanbl yKa3aHo Ha3HaueHue KoHTaktoB B AMC unu AMC-EXT. Mocne
co34aHunA NPOXOAOB YKa3blBatOTCA Ha3HAUEHWA CUTHANOB B COOTBETCTBMM C BbIOpaHHOM
MOJEeNblo ABEPEN.

Ha Bknagke TepMUHanbl KOHTPON/epa UNu nNnaT pacllMpPeHUa HeNb3A BHECTU U3MEHEHMUA.
MpaBKKM BO3MOXHbl TONbKO Ha BKMaAKe TEPMUHANOB CTPaHMLUbl Npoxoga. [o3aToMy HacTPOMKHM
TepMUHana otobpaxkatoTca Ha cepoM doHe. [Tpoxoabl, KOTopble OTODpaXkakoTCA KpPacHbIM
LIBETOM, YKa3blBatoT KOHUIypaLum COOTBETCTBYIOLMX BbIXOAHbIX CUTHANOB.
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AMC 4-R4 I Inputs I Outputs ~ Terminalz

Signal allozation of AT 4-B4" with 12 zignal pairing

Board T.. | entrance [rput zighal entrance Output zignal
AMC 4-F4 01 DM 01a Dvoor contact DM Oa Release door
AMC 4-R4 0z

AMC 4-R4 03

AMC 4-R4 04

AMC 4-R4 05

AMC 4-R4 0e

AMC 4-R4 07

AMC 4-R4 0a

BPR HI 01

BPR HI 0z

BFFR HI-1 01

BFR HI-1 0z

1| n
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15

Hactpouka DTLS ana 6e3onacHou cBA3M

BBepeHue

Cuctema ynpaBneHua goctynom (ACS) obecneunBaeT BbICOKYO 6€30NacHOCTb CBA3WU Mexay
yCTpoOMCTBaMHU, 3almeHHyto DTLS. CyliecTByeT iBa OCHOBHbIX cnocoba pa3BepTbiBaHUsA
npotokona ceA3un DTLS mexay ycTpOMCTBamMu B CUCTEME yNpaBleHUA AOCTYNOM:
Pa3BepTbiBaHUE «CBepXy-BHU3» (T) BbINOMHAETCA B pefaKTope YCTPOWCTB B cUCTEME
ynpaBneHusa JOCTYMOM.

Pa3BepTbiBaHUe «CHU3Y-BBepx» (B) BbinonHAeTca rnaBHbiM 06pa3om B cpeacTee
AMCIPConfig, ogHako ona 3aBeplleHus npouecca TpebyeTca peaakTop YCTPOWCTB.

=-§® oms
= ] MAC
=52 AMC 4-R4-1

=] .1]" DM 01a-1

[@ Door-1
53 LCTSLK-1 =- :
GE AMCIPConfig
i m LCTSL-1
File Devices Help
== AMC 4-R4-2
. =¥ DM 01a-2 T = - B S s
m Door-2 State Name MAC address
,'.q I-BPR-1 = AMC-DS-4W 00-10-17-13-08
‘@ I-BPR-2 (=] AMC-DS-4R4 00-18-86-00-90
252 AMC 4-R4-3 - b

=-4g® DM 01a-3
[@ Door-3
=2 HADP-1
== HADP-2

—  PasBepTbiBaHUe «CBePXY-BHM3» (T) MOXHO BbIMONHWUTb ABYMSA anbTepHaTUBHbIMU
cnocobamMu B penakTope yCTPOWCTB:
—  MCMNonb3ys OWH Naponb cBA3M ¢ ycTporcteom (DCP) Ha ypoBHe DMS ans Bcex
ycTporncTts AMC;
—  WMcnonb3yAa Heckonbko naponen DCP anA pasnuuHbiX BeTBEW AepeBa YCTPOUCTB,
HauMHaA C cooTBeTCTBYOLWMX KoOHTponnepoB MAC nnu AMC.
—  PasBepTbiBaHWe «CHU3Y-BBEPX» (B) MOXHO MHMLUMUpPOBATb ABYMA anbTepHATUBHbIMU
cnocobamu B cpeactee AMCIPConfig:
- Mcnonb3ysa annapartHbii knou AMC;
—  WMCnonb3yAa cnyyanHbin kKnou XK-gucnnes.

3ameuaHue!

Mpu pasBepTbiBaHUU «CHU3Y-BBEPX» MO-NPEXHeMy TpebyeTca HacTporka naponsa DCP B
pefakTope yCTPOMCTB.

PasBepTbiBaHWE «CHW3Y-BBEPX» MO3BOMAET YCTAHOBUTb Naponb DCP Ha ycTponctee AMC. Tem
He MeHee, HeobX0aMMO HACTPOUTb OAMH U TOT Xe naponb DCP B Tom »xe AMC B pegakrtope
YyCTPOWCTB, UTOObl 06ecneunTb NONHOLEHHYIO CBA3b Mexay KoHTponnepom MAC 1 AMC no
npotokony DTLS.
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CBoaka BapuaHTOB pa3BepTbiBaHuA DTLS

KpaTkoe Ha3BaHue MpeumywecTBa HepoctaTku
CBepxy- |CUCTEMHbIV afMUHUCTPATOP B bbicTpoe, npoctoe Bo Bpemsa nepepauu
BHU3 pepakTope yCTPOUCTB BBOAUT pasBepTbiBaHHE. rnaBHOrO Knkua Ha
HafeXHbIM naponb. M3 aToro KOHTpOnnepbl ABepen
naponA cucrteMa cosgaet AMC cBA3b YCTPOWCTB
rnaBHbIW KNIOU, KOTOPbIM OHa He 3alumuiaeTca
nepenaert cCBepxy BHM3 Mo gepeBy npoTtokonom DTLS.
YCTPOWCTB ynpaBneHun
poctynom, ot DMS uepes
kKoHTponnepbl MAC go
KOHTponnepoB ABepen AMC.
MO>HO yCTaHOBWTb OAWH Naponb
[ONA BCEro AepeBa YCTPOMCTB UMK
pa3Hble Naponu ANA Kaxxaon
BETBMW [lepeBa yCTPOMUCTB.
CHu3y- CHCTEMHbIM afiMUHKUCTPATOP YnyuweHHoe Bo BpemsA ycTaHOBKHM
BBEpX C Mcnonb3yeT CPeacTBo pasnenbHoe napona DCP Ha
nomouybio | AMCIPConfig, utobbl BbINONHWUTL | 0OCNYXXUBaHWE U KoHTponnepe AMC ¢
annapartH |pasBepTbiBaHue DTLS Ha ypoBHe |TrMbOKoOCTb NOMOLLbO CPeAcTBa
oro KOHTponnepos asepen AMC. pas3BepTbiBaHMA. IPConfig Heobxoanmo
Knoua obecneunTtb
AMC 3T0T MeTon, 3allMleHHoe
nossonnaet usbexarb |NoAKntUeHUe
OCHOBHbIX ApYyrMmu cnocobamu.
HegoCTaTKoB Hanpumep,
pa3BepTbiBaHMA noaknounute AMC
«CBEPXY-BHMU3», a HENOCPeACTBEHHO K
MMEHHO pasoBoe KOMMblOTEPY, Ha
He3alMLeHHoe KOTOPOM 3anyLeHo
nogkntyeHue cpenctBo IPConfig.
rnaBHOro Knoua.
Tem He MeHee, npu 3apaHHble B cpeacTse
yCTaHOBKe Maporns IPConfig naponu DCP
DCP Heobxogumo, TakXe HeobxoamMmo
uTOObl NOAKNIOUEHME | HACTPOUTb HA TOM XKe
Mexay cpencrsom AMC c nomMmoubto
AMCIPConfig u penaktopa yCTPOWCTB.
KoHTponnepom AMC
ObINO 3alUMLLEHHbIM.
CHu3y- YnyuweHHoe Bonee cnoxHoe u
BBEpX C pasgenbHoe NPOAOMXKUTENBHOE
NOMOLLbIO obcnyxvBaHue 1 pasBepTbiBaHUE.
cnyyamHo rmMbKocTb Heobxognmo
ro Knwoua pasBepTbiBaHUA. nepeHecTtu 27-
XKK- CUMBO/bHbIW KNHOY
aucnnes KK-oucnnes B

Bosch Security Systems

Software manual

2024-0515.5.0 |




78 ru | Hactpownka DTLS gna 6e3onacHom cBA3M

Access Management System V5.5

KpaTkoe Ha3BaHue

Mpeumywecrea

Hepoctatku

Bbicouaniiunm
cTaHaapT

cpencTtBo IPConfig c
NMOMOLLbIO HE

0e3onacHoOCTH, Tak CBA3AHHbIX C CETbIO
KakK Knrou XK- cpencrs.

avcnnena He
nepenaertca uepes
ceTb; a Nepegaya
YUEeTHbIX AaHHbIX
3awmuaeTca

MOCTOAHHO.

MoapobHble cBEAEHWUA U UHCTPYKLMUK NMPUBEAEHBI B CNeayloLlnMX pa3aenax AaHHOW rMasbl.

TepmuHonorua npotokona DTLS

DCP (naponb cBA3u ¢ yctponctsom) OAWMH HafeXHblM Naponb, U3 KOTOPOro cuctema

naBHbIM KNOY

CnyualHbii Koy XK-gucnnen

AnnapatHbii kntou AMC.

ynpasneHunsa goctynom (ACS) co3gaeT BHYTPEHHUM
rMaBHbIM KMoy, Maponb Heo6X0AMMO 3aLLUUTUTb, TaK KaK
OH He coxpaHAaeTtcA B ACS.

Kopa, cosgaHHbIM cuctemMor u3 napons DCP u
MCNONb3yeMbl ANA 3alMTbl YCTPONCTB ynpaBneHus
OOCTyrnoMm. [MaBHbIW KMoy He oTobparkaeTtcs
nonb3oBaTensam.

BpemeHHbIN OyKBEHHO-LMDPOoBOM Koa, KoTopbin AMC
CO3[aeT 3aHOBO NpHW KaXkaon 3arpyske. Knwou MoxeT
ObITb OTOOPaXKEH Ha KUOKOKPUCTANNUUECKUX AUCTeAX
(PKK-gucnneax) AMC u MmoxeT 3anpalimBaTbcs
nNporpaMMHbIMU CpeacTBamMmu ANns ayTeHTUdUKaL WK
CeTeBbIX COEAUHEHUN.

BHYTpeHHUI Kof NpoBepKK NOANMHHOCTU, KoTopbin AMC
CO3[aeT Ha OCHOBE OMNpefeneHHbIX NapamMmeTpoB
obopynoBaHua. OH He oToDparkaeTcA Nonb3oBaTenAamMm.

15.1 PasBepTtbiBaHUe npotokona DTLS cBepxy-BHU3
MpepBaputenbHbie TpeboBaHUA
-  AMS 4.0 vunu BIS-ACE 4.9.1 (unvn bonee nosaHAA Bepcus).
— [epeBo ycTpoWCTB ynpasneHusa goctynom oT DMS go koHTponnepos AMC dursnuecku
HACTPOEHO W MOAKMOUEHO K CETU, HO KoHTponnepbl AMC He BKNtOUeHbl. «BKntoueHo»
O3HauaeT, uTo naxxku koHTponnepos AMC CBA3b C XOCTOM BKNIOUEHA YCTAaHOB/EHbI.
- DTLS ewe He HacTpoeH Ha AMC OagHWM M3 MeTOAO0B «CHW3Y-BBEPX» C MOMOLLbIO CpeacTea
IPConfig.
Mpouenypa: oanH naponb DCP ana scex
1.  3anycTtuTte pedaKkTop YyCTPOMCTB B CUCTEME yrnpaBieHWs AOCTYMNOM.
—  BIS KoHdurypatop > MogknioueHusn
2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTtporka DTLS ans 6esonacHow ceA3u | ru 79

=

naBHoe MeHto AMS > KoHcurypauusa > [laHHble yCTPOMUCTB > [lepeBo yCTPOWCTB
OTOo6pasmUTCA AMaNoroBoe OKHO C MpUrNaweHreM BBECTH HAAEXHbIW Napo/b CBA3U C
yctpowcTteom (DCP).

Utobbl 3agaTth oguH naponb DCP anA Bcex koHTponnepos AMC B aepeBe yCTPOMUCTB,
BBeAMTE W NOATBEPAMTE HALEXHbIM Naponb, COOTBETCTBYIOLWMI NOKANbHbIM MOMUTUKAM
naponew.

B 3aBMCMMOCTH OT 3HTPOMNMKU NaponAa B AMANOroBOM OKHe noABnAeTcA coobuieHune o
HaJEeXHOCTU Napons.

3anoMHuTe Naponb, TaK Kak OH He COXPaHAETCA B CUCTEME ynpaBneHUA AOCTYMNOM.
Haxmunte kHonky OK, utoObl 3aKpbITb 4UANOrOBOE OKHO.

AnbTepHaTMBHasA npoueaypa: Heckonbko naponew DCP gna pasnuuHbiXx BeTBEW AepeBa
yCcTpoicTB

1.

3anycTute pefakTop yCTPOUCTB B CUCTEME ynpaBneHUsa AOCTYNOM.
BIS KoHdurypatop > MogknioueHus

=

naBHoe MeHto AMS > KoHdurypauua > [JaHHble yCTPOUCTB > [lepeBo yCTPOWUCTB
OTOOpasuTCcA AManoroBOe OKHO C NMpUrnalleHUeEM BBECTHU HaLEXHbIM Napofb CBA3MU C
ycTtponcteom (DCP).

Haxxmunte KHOoNKy OTMeHa, uTobbl HacTpouTb pasHble DCP B pasnuuHbix BETBAX AepeBa
ycTponcTB (KoHTponnepos Mac u AMC).

Bo BcnnbiBatoLwem fManoroBomM okHe oTobparkaeTcA KonumuecTBo KoHTponnepos AMC, He
umetolmx naponen DCP, B cucteme.

[lepeBo YyCTPONCTB MOXHO OTKPbITb B peAaKkTope yCTPOMCTB.

PasBepHuTe fepeBo yCTPOUCTB U Bbibepute koHTponnep MAC vnun AMC, ans KoToporo
TpebyeTcAa 3agatb naponb DCP.

lMpwn yctaHoBKke napona DCP Ha ypoBHe KoHTponnepa MAC oH 3agaeTca AnA Bcex
nogumnHeHHbIX KoHTponneposB AMC koHTponnepa MAC.

Mpu yctaHoBKe naponAa DCP Ha ypoBHe KOHTponnepa AMC oH 3agaeTca TONbKo AnA
YKa3aHHOro KoHTponnepa.

HaxmMuTe KHOMKy ¢ MHorotounem | pagom ¢ TekcToBbiM nonem Maponb cBA3M €
YCTPOUCTBOM:

BBeauTe u noaTBEpAMTE HAAEXHbIW Naponb, COOTBETCTBYIOLMIM NOKaNbHbIM MONMUTUKAM
naponew.

3anuiwunTe naponb U BETBb, K KOTOPbIM OH NMPUMEHAETCA, MOCKONbKY OH HE COXPaHAETCA
B ACS.

MoBTopuTe 3Ty Npouenypy AnA kaxaoro kKoHtponnepa MAC wnn AMC, ana KoToporo
HeobxoOQMMO yCTaHOBUTb OTAeNbHbIM naponb DCP.

Haxkmute kHonky OK, uToObl 3aKpbITh AUANOrOBOE OKHO.

Pe3yn bTaT pa3BepPTbiBaHUA «CBEPXY-BHU3»

CucTtema ynpaBrneH1a OOCTYNOM UCMOMNb3yeT OAWH UMM HecKonbko naponei DCP, uTobbl

co34aBaTb BHYTPEHHMWE KNtouun ana Bcex KoHTponnepos AMC B BbiGpaHHoW DMS mnu MAC.

3Ty npoueaypy HeobxoaMMo NOBTOPATb, TONbKO €CNy BNocneacTBunM MeHaetca naponb DCP

Ha OQHOM MK HeCKOoNbKWX KoHTponnepax AMC c nomouibto cpeactesa AMCIPConfig (cm.

pa3BepTbiBaHWE «CHM3Y'BBer»). B aTtom cnyuae cnefyet HeMeONneHHO YCTAaHOBUTb TOT Xe

camblvi naponb DCP cBepxy-BHM3 B TOM Xe B peaaktope yctponcts AMC.
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Ecnu BnocneactBuu yctponcTBa 6yayT 4o0aBnATbCA B AePEBO YCTPOUCTB, @ MMEHHO B
noguvHeHHble DMS u MAC, ona KoTopbix ye ycTaHoBneHbl naponu DCP, HoBble ycTpoWcTBa
OynyT aBTOMaTUUEeCKM HacnefoBaTb YCTaHOBMNEHHbIM naponb DCP OT BbIWECTOALMX YCTPOUCTB.
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16 HacTtpourka BxoaoB
16.1 Bxoabl — BBOAHbIE CBeAEHUA

TepmuH MNpoxon oO3HauaeT BeCb MeXaHWU3M KOHTPONA AOCTyna B TOUKe BXxoAa.

ONeMeHTbl CUCTEMbI KOHTPONA NPOXOA0B BKAKOUAT CneaytoLlee:

- CuuTbiBaTenu goctyna: ot 1 go 4

- HekunM Gapbep, Hanpumep ABEPb, TYPHUKET, NOBYLUIKA UMK WNnarbaym.

- Tpoueaypa goctyna, onpeaensemas npeaBapuTenbHO 3agaHHbIMK
nocnenoBaTenbHOCTAMMU 3NEKTPOHHbBIX CUTHANOB, KOTOPble NepeaatnTCa Mexay
anemMeHTamu obopyaoBaHumA.

Mogenb ABepu — 3To WabnoH AnA onpeaeneHHoro Tuna npoxoaa. OHa onucbiBaeT
MMelLLMeca aneMeHTbl 4Bepu (UMCNO U TUMN CUMTbIBATENEN, TUN ABEPU UNK Dapbepa U T. 4.) U
BbI3bIBAET NPUMEHEHWE OMNpeAeneHHOro npouecca KOHTPONA A4OCTyna ¢ UCMNONb30BaHWEM

nocnefoBaTenbHOCTEN NPeABapUTENBHO ONpedeneHHbIX CUTHANOB.
Mogenu ABepei 3HauMTENbHO YNPOLLAOT HACTPOWKY CUCTEMbI KOHTPONA AOCTyna.

Mogenb aBepu 1

MpocTasa unu obbiuHas ABepb

Mopenb aBepu 3

[BYCTOPOHHWMM TYPHUKET ANA BXoAa U Bbixoaa

Mopgenb oBepu 5

Bbesn/Bble3q ¢ aBTOCTOAHKHU

Mopenb oBepu 6

BXOJJ,HbIe/BbIXO,D,HbIe CUUTbIBATENN YyUETA pa6ouero BpeMeHU

Mopenb oBepu 7

YnpaBneHue nudpTom

Mopenb oBepu 9

Bapbep TMna wnarbayma aAns aBTOMOOMNEN U OTKaTHbIE LWMO3Hble
BOpoOTa

Mopenb oBepu
10

npocTas ABepb C MOCTAHOBKOW Ha OXpaHy/CHATUEM C oxpaHbl IDS

Mopenb oBepu
14

MpocTas ABepb C NOCTAHOBKOW Ha OXpaHy/CHATUEM C oxpaHbl IDS U
cneyManbHbIMKM NpaBamMu JocTyna

Mopenb oBepu
15

HeszaBucuMble BXOAHblEe U BbIXOAHblE CUTHANbI

- Mopenu asepen 1, 3, 5, 9 n 10 BKNoOUaoT BO3MOXHOCTb UCMONb30BaHWA
JOMONHUTENbHbIX CUUTbIBATENEN KAPT Ha CTOPOHE BXOAa WK BbIXoAa.
— JloKanbHbIM KOHTPONNep AoCTyna, Ucnonb3yembi B Moaenu asepu 05 (napkoska) unu 07

(NUT) HEBO3MOXXHO OJIHOBPEMEHHO MCMONb30BaTb C APYroM MOJENbIO ABEPU.

—  Ecnu npoxon HaCTPOEH C UCMONb30BaHWEM MOAENU ABEPU U COXPaHEH, MOMEHATb
MoAenb ABepu Ha Apyryto He ygacTca. Ecnu TpebyeTtca Mcnonb3oBaTh APYryto Moaenb
NBepwu, cneayeT yaanutb Npoxod M HaCTPOWTb ero ¢ APYrMMu napaMeTpamu C HynA.

HekoTopble Moaenu ABepen UMetoT BapuaHThl (a, b, ¢, r) co cneayrowMmMn XapakTepucTMKamu:

a BXO[AHbIE U BbIXOAHble CUMTbIBATENM

b BXOOHOW CUMTbIBaTENb M KHOMKAa 3anpoca Ha BbIXo[

c BxoaHon UIMMWU BbixoaHOM cumuTbiBaTenb (He oba — 3To Obin Obl BapuaHT a)

r (Tonbko ana moaenu asepu 1) OOUH CUUTbIBATENb UCKNIOUUTENBHO ANA
pervcrpauuu nuy B Touke cbopa, Hanpumep B cryyae 3BaKyaluu. dTa Moaenb
[Bepen He npeaycmaTpuBaeT ousanmueckoro bapbepa.
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16.2

KHonka OK ans 3aBeplieHnsa KOHUIypaLumnu cTaHOBUTCA aKTUBHOM TOMbKO MOCMe BBOAA BCEX
HeobxoaMMbIX 3HaueHW. Hanpumep, Ans moaenen asepen BapuaHTta (a) HeobxogmMmo
HaCTPOWUTb BXOAHbIE U BbIXOAHblIe CUMTbIBATENM. [laHHbIE 3aMUCKU MOXHO COXPaHWUTb He
paHblle, yem bygeT BbibpaH TMN «a» Ans 06oUX cuuTbiBaTENEn.

Co3paHue npoxonos

CNUCOK OOCTYNHbIX ANA BbibOpa cuMThiBaTenen byaeTt agantMpoBaH B 3aBUCUMOCTU OT

BblOpaHHOro TMMa KoOHTponnepa.

— [Ona tunoB AMC 4W pocTynHbl ToNbko cuuTbiBaTenn Wiegand ¢ knaBuatypom u bes.

- Onsa tvna AMC 4R4 0oCTyMnHbl CUMTbIBaTENU U3 cneaytoller Tabnuubl. He ucnonb3ymnTte

NPOTOKONbl Pa3HbIX TUMOB Ha OAHOM KOHTponnepe.

Uma cuuTtbiBaTenna

MpoTtokon
OSDP

MpoTokon
Wiegand

MpoTtokon
LBUS

MpoTokon
HADP

CuunTbiBaTeNb OTNEUYATKOB
nanbues BEW2

X

CuwnTtbiBaTenb onA
HebOoNbLWMX ABEPHbIX
KocAkoB EM

CuutbiBaTenb, HADP

CuutbiBaTenb HADP ¢
KnaBuaTtypou

CuutbiBaTenb HADP ¢
KnaBuaTypow W aucnneem

CuutbiBaTtenb HID R15

CuuntbiBatenb HID R30

CuutbiBaTtenb HID R40

CuuntbiBatenb HID RK40 ¢
KnaBuaTypow

X | X | X | X

X | X | X | X

CuuntbiBaTtenb HID RKL55
C KnaBuWaTypon u
aucnneem

BecKOHTaKTHbIM MUHU-
cuutbiBatenb HID

CuutbiBaTtenb HID Prox
Pointplus

CuutbiBatenb LECTUS
duo

CuuntbiBatenb LECTUS
Duo ¢ knaBuatypom

CuuntbiBatenb LECTUS
secure 1000
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CuutbiBatenb LECTUS X
secure 2000

CuutbiBatenb LECTUS X
secure 4000

CuutbiBatenb LECTUS X
secure 5000

CuutbiBatenb LECTUS

secure 9000

CuutbiBatenb LECTUS X
select

CuutbiBatenb LECTUS X
select ¢ knaBunaTypo#m

CuwutbiBaTens Morpho X
Wave MDPI

CuutbiBateno OSDP X
CuutbiBatenb OSDP ¢ X
KnaBuaTypom

CuutbiBatenb OSDP ¢ X
KnaBuMaTypow M AUCHNEem
CuutbiBatenb SIGMA Lite X
Bio/iClass/Prox/Multi

CuuntbiBatenb SIGMA X
Lite/Lite+iClass/Prox/

Multi

CuutbiBatenb STID ¢ X
KnaBWaTypom

CTaHOoapTHbIN X
cuutbiBaTenb STID

CuuTbiBaTenb Ans X
ABepHbIX kocAakoB STID
CuutbliBaTenb nuy Vision X

Pass MDPI

CuuTtbiBaTeno Wiegand

CuwutbiBaTenb Wiegand,

KnaBuatypa

CuutbiBatens I-BPR X
CuuntbiBatens |-BPR ¢ X
yHKLMEN 3anuCH

CuutbiBaTenb I-BPR, X

KnaBuatypa
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HADP X
HADP K (knaBuatypa) X
HADP KD (c knaBuatypou X
W gucnneem)

Mpu ucnonb3oBaHWu cuutbiBaTena OSDP nuanorosoe okHO byaeT BbIrMAAeTb Cneaytomum
obpasom:

+ X P [v’ Apply ] [x Discard ]
-4 Connection servers
=5y AC3X0052UN2 Device data | Device type assignment

RO Yoo | AR

B ﬁgﬂ DMs 0SDP K |Optinr15 I Door contral I Additional settings | Offline locking system | Key cabinet I Cards I
E& MAC
E-fpé AMC 4-R4-1

o Name ; [05DF K-1
Description: [05DP K -
é..%ﬂ AMC 4-R4-2 =

-] T O01c-1*

Division: ICommon LI
Type: [OSDP K |

Activate encryption: []

3awuueHHoe nogknovyeHue uepes OSDP

Mo ymonuaHuto conaxkok Bknouutb wnudpoBaHUe cHAT. YCTAaHOBUTE €ro, ecniM UCnonb3yeTte
cuuTbiBaTenu ¢ nogaepxkon OSDPv2 secure.

Ecnu BnocneactBuu Bbl OTKNOUMTE WKGPOBaHWE, CHAB DN1aXkokK, BbiMonHWUTe cbpoc
CUMTbIBaTENA B COOTBETCTBUU C UHCTPYKLMAMU NPOU3BOAMTENA.

B KauecTBe AOMNONHUTENBHOM Mepbl He30MacHOCTH NpKU NOOOM NOMNbITKE 3aMEeHUTb
HacTpoeHHbIM cunTbiBaTenb OSDP apyrum cuutbiBatenem OSDP B cucTeme ynpaBneHus
[OCTynom reHepupyetcsa Tpesora. Onepartop MOXeT NOATBEPAUTb TPEBOTY B KITMEHTE U
OAHOBPEMEHHO NpeaoCTaBUTb pa3pelleHre Ha 3aMeHy.

CoobuleHune TpeBoru: OTkazaHo B 3ameHe OSDP cuuTbiBatena

KomaHga: Paspewntb 3ameHy OSDP cuutbiBatens

[ocTynHbl cnegytouine TUNbl cuntbiBatene OSDP:

OSDP CTtaHaapTHbIN cunTbiBaTens OSDP
OSDP Keyb CuutbiBaTenbs OSDP c knaBuaTypo#n
OSDP Keyb+Disp CuutbiBaTenb OSDP c knaBuaTypow W aucnneem

Cnenytouwme cumtbiBaten OSDP bbinv npoTecTMpoBaHbl:

OSDPv1 — HebesonacHbiM |LECTUS duo 3000 C — MIFARE classic
pexXum LECTUS duo 3000 CK — MIFARE classic
LECTUS duo 3000 E — MIFARE Desfire EV1
LECTUS duo 3000 EK — MIFARE Desfire EV1
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OSDPv2 — Hebe3onacHbi | LECTUS secure 2000 RO
n 6e3onacHbIM pexumMbl LECTUS secure 4000 RO
LECTUS secure 5000 RO

3ameuaHue!

Ha uto cnepnyeT obpaTnTb BHMUMaHKe npu pabote ¢ OSDP

He ncnonb3yiTe pasnuuHblie NUHENKW NPOAYKTOB ogHoBpemeHHO (Hanpumep LECTUS duo u
LECTUS secure) Ha ogHow wnHe OSDP.

[nsa 3awndpoBaHHOM Nepefaun AaHHblX B cuMTbiBatenb OSDP co3pgaeTtca v Ucnonb3yetca
cneunanbHbIM KNtou. Yoeautech, UTo CyLLecTBYeT cAenaHHasa AOMKHbIM 00pa3om pesepBHan
KOMWA CUCTEMDbI.

XpaHuTe kntoun B 6e3onacHOCTU. BOCCTaHOBUTL NOTEPAHHbIE KMIOUM HEBO3MOXHO; B Clyyae
yTepPU KNtoUuen MOXHO TONbKO COPOCUTb HACTPOMKK CUMTbIBATENA HAa 3aBOACKWUE YCTAHOBKH.
B uensax 6e3onacHoCTM He UCNONb3yMTe OQHOBPEMEHHO 3alIM(POBAHHbIE U
He3alMn@ppPoBaHHbIe PEXUMbl Ha oaHOM WKnHe OSDP.

Ecnu Bbl AeakTMBUpOBanu WngpoBaHue, cHAB daXkok Ha Bknagke OSDP cuuTbiBaTena B
pefaKTope YCTPOWUCTB, BbIMONHUTE COPOC CUMTBIBATENA B COOTBETCTBUU C MHCTPYKUUAMU
npousBoauTensa.

OM D1a ] Terminalz ]

Entrance name: |0 (114

Entrance dezcription: |Dik 014

Location: iDut&idE

L] Lo

Destination: | Dutzide

Division: ‘l:gmmDn J

MapameTp Bo3moXHble OnucaHue
3HaueHusn
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Uma npoxopa

AndaBHUTHO-
uugposoe
3HaueHue, ot 1 Ao
16 cumBonoB

B 3TOM AManoroBomM OKHe reHepupyetca
YHUKanbHOe UMA NPOXoaa, OAHaKO Npw
HeobXxoQMMOCTH onepaTtop, HacTpauBaloLLUK
NMpPOXo/, MOXeT ero nepesanucarb.

OnucaHue npoxoaa anaBM1THO- MpounsBonbHOE onucaHune, Kotopoe byaet
undposoe oTobpaxarbcA B cUCTEME.
3HaueHue: 0-255
CUMBONOB

MecTtononoxxeHue NMiobas MMeHoBaHHaA 30Ha (B COOTBETCTBUMU C
onpeneneHHas onpepeneHWemM B CUCTEME), TAe PacrnonoxeH
30Ha CuuTbIBaTENb.

(He NnapKoBKM)

3Ta MHMOPMaLMA UCnonb3yeTca AnA
yrnpaBneHua nocnenoBaTenbHOCTbIO AOCTyNa:
€CNKY KTO-TO MbITaeTCA MCMNONb30BaTb 3TOT
CUWTbIBaTENb, OAHAKO OTCNEXUBaeMoe
CUCTEMOM pacrnonoXeHwe 3TOro uenoseka
OTNTMUYAETCA OT PACMONIOXKEHWUA CUUTbIBATENA,
CUMTbIBaTENb OTKAXET B AOCTYMNe TakoMy
nonb3oBaTento.

MecTo Ha3HaueHun

Moban
onpeaeneHHas
30Ha

(He napkoBKM)

MMeHoBaHHaA 30Ha (B COOTBETCTBUMU C
onpeneneHWem B CUCTEME), K KOTOPOM
cuuTbiBaTeNb NpefocTaBnsaeT AoCTym.

3Ta MHOPMaLMA UCNoNnb3yeTca AnA
ynpaBneHusa nocneaoBate/ibHOCTbIO AocTyna:
€Cnu NULO UCMOMb3YeT 3TOT CUUTbIBATENb,
MeCTOMNoNoXeHue 3Toro nuua byger
M3MEHEeHO Ha 3HaueHuMe MecTo Ha3HaueHHUA.

Bpemsa oxxupaHua
pelleHUnA o gocrtyne ot
BHELWHEeN cUcTeMbl

KonnuecTtBo
OEeCATbIX CEKYHA

Bpems, B TeueHUe KOTOPOro KOHTponnep
JOCTyna OXXUAaeT pelleHUs OT BHELLIHEeN
CUCTEMbI UK YCTPOWCTBA, MOAKMTIOUEHHOIO K
OOHOMY M3 BXO[OB.

MoppaspeneHune

[ToapasgeneHue, K
KOoTOpoOMy
OTHOCHUTCA
CuuTbIBaTENb.
3HaueHue no
YMONMUaHUIO —
Ob6wee

MpumeHAeTCA TONbKO B TOM Clyyae, ecnu
dyHKuMa MoapaspeneHusa nNuLieH3MpoBaHa.

Obnactb ¢
NOCTaHOBKOM Ha
oxpaHy

(Tonbko ana moaenu
npoxopa 14)

OpHa bykBa: oT A
no Z

Mpoxopbl rpynnbl IDS ByayT akTMBUMpOBaTbCA
BMeCTe C aKTUBaUWeW cunTbiBaTenem
obnactv.
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16.3 JononHuTenbHaA npoBepKa BXoA0B/BbiXo40B

[JononHuTenbHbie NPOBEPKW BXOAOB/BbIXOA0B MOIYT, HAaNnpuMep, NOMoUb MAEHTUPULKUPOBATb
NOCEeTUTENSA C NOMOLLbI CUCTEMbI CUMTbIBAHUA HOMePHbIX 3HakoB (ANPR).
AMC nonyuaet 1 Bxoa uepes kKoHTakT AMC 1/0:

— TloceTuTenb aBTOPM30BaH AN AOMONHUTENBHOW NPOBEPKK BXOAOB/BbIXO40OB

AMC oTKkasblBaeT B 4OCTyne Npu NONyyeHUn cUrHana «He aBTOPU30BAHO».

o
File Edit Extras Help
+ % F v Apply | X Discard | ‘Hl BOSCH
E‘--Q Connection servers
- B VM-ACE4ITU1-EN Device data I Device type assignment I =
pb Engine + ‘Eg e
=Y -
Bl DMS Parkingot 05¢ | Parking zones  Teminals |
- By Mac
Ea AMC-RCWM Signal allocation of '"AMC 086482 with 42 signal paiing
- =-MHoMota-
Bl ooor-1 | T I Entrance | Irput signal entrance Olutput signal
i BPRHI-1 5482 01  Parking-lot 05-1 Door contact Parking-lot 05-1 Release door -
A BPRHI-2 5482 02 Parking-lot 05-1 "Request to exit" button Parking-lot 05-1 Door is unlocked
>||4 DM 10a-1 482 03 Parking-lot 05-1 Passage locked Parking-lot 05-1 Stoplight green
E‘“E AMC 086452 5482 04  Parking-lot 05-1 Passage completed Parking-lot 05-1 Alarm masking
L AMC_1016_002_1 5482 05  Parking-lot 05-2 Dioor contact Parking-lot 05-2 Release door
L2 aMC_1016_002_2 5482 06  Parking-lot 05-2 "Request to exit" button Parking-lot 05-2 Door is unlocked
=] >”1 Parking-lot 05-1 5482 07  Parking-lot 05-2 Pazzage locked Parking-lot 05-2 Stoplight green
! Barrier-1 E482 08  Parking-lot 05-2 Passage completed Parking:lot 05-2 Alarm masking
g [-BPRK-1 160021 01 Parking-lot 05-1 External access decision accep... Parking-lot 05-1 Extemnal access ...
= >”4 Parking-ot 05-2 16002 1 02 Parking-lot 05-1 External access decision denied
Barrier-2 16 002 1 03 Parkinglot 05-2 External access decision accepted Parking-lot 05-2 External access deci..
B [-BPRK-2 160021 04 Parkinglat 05-2 External acoess decision denizd
160021 05
160021 06
......... 1R N2 1 N7 =
B o™
Administration
@ Infrastructure —
= ) ’ )
s e Parking-ot gateway, up to 24 parking areas
g] Logging / Protocol — Output
D Entrance Zmm
T
€ Ad
& Administrator |Heady “E C:A\MatS"Customer_Corfiguration\ACE v

Crartyc KapTbl

CurHan = 1: aBTopusoBaHo ANPR

CurHan = 0: He aBTopu3oBaHo ANPR

KapTta aBTOpu3oBaHa

Access (OocTtyn)

CobbiTve "HegeWcTBUTENbHBIM HOMEP
aBTOMObOMNA"

KapTta B uepHOM crnucke

He aBTOpM30BaHO — UEpPHbIN

CMUCOK

He aBTOpM30BaHO — UEpPHbINA CMUCOK

CpoK OencTBUA KapTbl UCTEK

He aBTOpM30BaHO — UCTEK CPOK
nencrTeua

He aBTOpM30BaHO — UCTEK CPOK
nencreua

KapTa He aBTOpu30OBaHa gnsa
AaHHOTo CYUTbIBATENA

He aBTOpM30BaHO

He aBTOpM30BaHO

MOXHO BPYUHYIO OTKPbITb BXOAHOW DBapbep, Aaxke eCnu NOCETUTENb HE PacMo3HaH.

[nsa 3Toro K KoHTakTaMm Bxoga/Bbixoga AMC noaknioueH nepexntovarens.

AMC 3apaeT BbIXOAHOW CMrHan AKTUBHa AONONHUTENbHAA NpoBepKa nepes aHanu3om

BXOAQHOIo CUrHana.

Ecnu Bnageney aBTomMobuna v HOMepHOVI 3HaK NoKa HeN3BeCTHbl CUCTEME ynpaBneHnA

AOOCTynom, onepartop AONXKeH UX 3apermcTtpupoBaTtb Ha 3TOM 3Tane.
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16.4 Hacrtpo#ka tTepmuHanos AMC

Mo cBoeMy coAep>XMMOMY U CTPYKTYpe 3Ta BKNaaka uaeHTuuHa Bknagke AMC TepMuHanbl.

Ok 01k Temiinalz l

Signal allocation of ‘AMC 4-B4' with 8 zignal pairng

1 |T.. |entrance Input zighal entrance Output zignal
01 DM Ola Dioor contact DM Da Release door
02 DM 01b Door contact DM 01b Release door
03 DM Olb “Request to exit™._.
04
05
]3]
07
0a

yrm il hem e e el e ] femd el foel

OfHaKo 34eCb MOXHO BHOCWMTb MU3MEHEHWUA B Ha3HAUEHWA CUrHanoB AnA BbibpaHHOW Moaenu
npoxofoB. Ecnu aBaxkabl WenkHyTb B cTonbuax BbixogHoW curHan vnv BxogHow curHan,
OTKPbIBAtOTCA MOMA CO CMUCKAMMU.

DM 0lb  Teminalz l

Signal allocation of ‘AT 4-B4' with 8 signal pairing

B.. | i | entrance | |nput zignal | entrance Output zignal

0 01 DMOla D'oor contact Ok 01 a Release door

0 02 DMOlb Door contact DM Db Release door
3 | [ "Request to EHit"j

o 04 < not azsigned >

0 05 Heauest to &3

0 0B Bolt sensor

0o o7 Paszsaqe locked

0 s Sabotage

Kpome Toro, MOXHO co3aaTb AOMNOMHUTENbHbIE CUTHaNbl 471 COOTBETCTBYIOLMX MPOXOA0B.
Ecnu gBaxkabl LWENKHYTb NYCTY0 CTPOKY, OTKpbIBAeTCA noaxoasAllee none co CNUCKOM:

DM O1b  Teminalz l

Signal allocation of '‘&RC 4-F 4" with 8 zignal pairing

B.. | e | entrance | [nput zignal | entrance Dutput zignal

0 0 DMOla Cioor contact Ok D& Releaze door

0 02 DMOlb Door contact DM Ob Release door
0 03 DMOlb "Request to exit™.__

n o5

0 06

o or

0 oa

HasHaueHWA CMrHanoB, KOTOPble He NOAXOAAT ANA PefaKTUPYeMOoro npoxoaa, 4OCTYMHbI
TONbKO ANA UTEHWUA W UMEIOT cepbii hoH. VX MOXHO pefakTMpoBaTb, TONbKO ecnu BblbpaH
COOTBETCTBYHLLMM Npoxon.
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MoaobHbIN cepblit OH U NepeaHUi NnaH bnegHoro uBeTa NPUMEHAITCA K 3anucaAm
BbIXOAHbIX CUIHANOB, NapaMeTpbl KOTOPbIX 334at0TCA Ha BKNaake BbixoAbl KOHTponnepa
AMC.

3ameuaHue!

Mons co cnuMcKkaMu 3aBMUCAT OT KOHTeKCTa He Ha 100 %, NO3TOMY MOXHO BblOpaTb CUrHanbl,
KOTOpble B peanbHOM XW3HU He cpaboTatoT. Mpu gobaBneHUr Unu yaaneHMmn CUrHanos Ha
BKNnagke TepMUHanbl NpoTECTUPYMTE UX, UTODObI yOeauTbCsa B UX MOTUUYECKOW U (DU3UUECKOM
COBMECTUMOCTU C MPOXOAO0OM.

HasHaueHue TepMUHaNoOB

Ona kaxxporo AMC 1 Kaxgoro npoxofa Ha Bknagke TepMUHanbl NnepeuyncnatoTca Bce 8

curHanos ana AMC Ha 8 oTaenbHbIX CTPOKax. Hencnonb3oBaHHbIE CUTHANbI MOMeUeHbl 0enbiM

LUBETOM, a UCMONb30BaHHbIE — CUHUM.

[aHHbIM CNMCOK MMEET CneaytoLLyto CTPYKTYpY.

—  Mnarta: nopsagok Hymepauun AMC Wiegand Extension (0) unu nnatbl paclumpeHus sxona/
Bbixoga (1-3)

—  TepmwuHan: HoMmep KoHTakTa Ha AMC (01-08) unu Ha nnaTe pacwupeHnsa Wiegand (09—
16)

- Mpoxoa: Ha3BaHWe npoxoda

—  BbIXOAHOW CUrHan: Ha3BaHWe BbIXOQHOIO CUrHana

- Tpoxop: Ha3BaHWe Npoxoaa

— BxopHOW cUrHan: HazBaHWe BXOLHOIO CUrHana

"AMC 4-R4| Inputs | Outputs  Teminals |
Signal allocation of ‘AT 4-R4’ with 12 zignal pairing
Board | T. | entrance | Input signal entrance Clutput zignal
AMC 4-R4 01 DM Ola Door contact D 01a Release door
AMC 4-R4 o2
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-R4 06
AMC 4-R4 o7
AMC 4-R4 08
EFF HI o
EFR HI 02
EFR HI-1 o
EFF HI-1 o2
B 1] | 2l

MU3MeHeHHe Ha3HAUEHUA CUTHANOB

Ha BKnaakax TepMUMHaNOB KOHTPONNEPOB Ha3HaUYeHWA OTAENbHbIX CUTHANOB TONbKO
oTobpaxatotcs (Tonbko Ans uteHuns). OgHaKo Ha BKNaAKax TEPMWHANOB COOTBETCTBYHOLLMX
NPOX0A0B MOXHO U3MEHUTb UMK MeperpynnupoBaTb CUrHanbl BbiIOpaHHbIX MPOXO40B.

Ecnv oBaxkabl WENKHYTb 3anNUCb, KOTOPYH TpebyeTcAa M3MeHWTb, B cTonbLe BbIXoAHOM cUrHan
unu BXoAHOW CUIrHan aKTMBUPYETCA pacKpblBatoLenca CNuMcoK, Ytobbl AN cUrHana gaHHoM
MoAenu npoxoaa MoXHo bbino BbibpaTh Apyroe 3HaueHue. Ecnu Boibpath He Ha3HaueHo,
CUrHan BbiCBODOOX/OAeTCsa U ero MOXKHO MCMONb30BaTh ANA APYrMX NPOXonoB.
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Takum 06pa30M, CUrHanbl MOXXHO He TONMbKO U3MEHATb, HO U Ha3HauaTb APYrMM KOHTaKTaM,
yTOObI ONTUMU3UPOBATb UCNONb30BaHWE AOCTYMHOro NuTaHuA. Bce cBobogHble Unu
0CBOOOXAEHHbIE CUTHANbl MOXXHO MCMNONb30BaTb NO3[HEE KaK HOBblE CUTHaNbl UMK B
KayecTBe HOBbIX FIOSMLLMVI AanAa cyuwecTByrOUMX CUTHANoOB.

3ameuaHue!

B npuHUMne, Bce BXOAHbIE U BbIXOAHbIE CUTHaNbl MOXHO CBODOOAHO BbIOMpPaTb, HO He NOOM
BbIOOp MMeeT CMbICN ANsA BCex Modenemn asepen. Hanpumep, HeT cMbiCNla HasHayaTb CUrHanbl
IDS mopenwu aBepen (Hanpumep, 01 nnun 03), KoTopan He nogaepxkusaeTt IDS.
[JononHuTenbHble cBeAeHUA CM. B Tabnuue B pasgene "HasHaueHuWe CUrHanoB Moaensam
neepen".

HasHaueHue curHanos mopgenam gBepenu

UTobbl M3bexaTb HenpaBUIbHOW NapaMeTpM3aln PacKpbiBalOLLMXCA MEHIO,
npenHasHauyeHHbIX ANA Ha3HaAUYeHWA CUrHanoB MoAenAaM ABepen, B AaHHbIX MEHIO
npennaratTcs TONbKO CUTHaNbl, COBMECTUMble C BbIDpaHHOW MoAenbio ABEPEN.
Tabnuua BXOAHbIX CUFTHANoOB

BxogHble curHanbl | OnucaHue

[BEPHON KOHTaKT

KHonka 3anpoca KHonka ana oTKpblBaHMA ABEPMU.
Ha BbIXo4

PurenbHbii gaTumMk | Mcnonb3yeTtca ToNbKo And coobuieHnn. OYHKLUM KOHTPOMNA HeT.

Mpoxof McnonbayeTca AnA BpeMeHHOW BNOKMPOBKMW MPOTUBOMONOXHOM ABEPU
3abnokupoBaH B LLMO30BbIX BOpOTax. HO Take MOXHO MCMONb30BaTb ANA ANUTENbHOM
GNOKUPOBKMU.

[aTtumk BckpbiTMA | CUrHan Tamnepa BHELWHEero KoHTponnepa.
Kopnyca

TypHuKeT B TypHHUKET 3aKpbIT.
HOpManbHOM
NONOXeHUn

Mpoxopa 3aBepuweH |Mpoxon Obin 3aBeplleH ycnewHo. NonyyeH UMNynbC BHEWHENO

KOHTponnepa.

IDS: roToBa K 3apgaetca cuctemon IDS, ecnu Bce AeTeKTOPbl HAXo4ATCA B nokoe 1 IDS
NMOCTaHOBKE Ha MOXHO MOCTaBUTb Ha OXpPaHy.

OXpaHy

IDS: noctaBneHa IDS noctaBneHa Ha oxpaHy.

Ha oxpaHy

IDS: KHoMKa KHonka anA 3anpoca noctaHoBKM IDS Ha oxpaHy.

3anpoca

NOCTaHOBKM Ha
oXpaHy
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NMopasneHune Mcnonb3yeTcA, ecnu B CUNY pacnofioXeHWA ABEPHOro npoema ABepb
TpeBoru npu OoTKpbIBaeTcA 6e3 npueneueHna AMC. AMC He oTnpaBnsaeT cooblieHuns
HEeaBTOPU3OBAHHO | O BTOPXXEHWW, HO OTNpaBnAeT cooblleHMe "nokanbHaa ABepb OTKpPbITA"
M OTKPbITUH (door local open).

MpuHATO peweHune | CuUrHan 3agaeTtcsa, ecnu BHELWHAA cucTeMa NpuHUMaeT J40CTyn
o goctyne
BHeLIHEeN
cUCTEMOM

PeweHune o CurHan 3agaeTtca, ecnu BHELWHAA cUcTeMa OTKNOHAET 40CTyn
JlOCTyMe OTKMOHEHO
BHeELLHEeN
cUcTeMon

Tabnuua BbIXOAHbIX CUFHANoOB

BbixogHble CUrHanbi OnucaHue

PasbnokupoBaTb ABEpb

LLInto3oBble BopoTa: 3anupaet Apyryto CTOPOHY NMOBYLLKW. TOT CUTHAN OTNpaBnAeTcsA
3anepeTtb NnpW OTKPbITUK OBEPU.

NPOTUBOMNONOXHOE

HanpaBneHue

[MogaBneHue TpeBoru ... ana IDS. 3agaetcs, Korga ABepb OTKPbITA, UTOObLI M3bexartb

co3gaHua cuctemor IDS coobleHUA 0 BTOPXKEHUH.

3eneHblv curHan MHAWKaTOp KOHTpONUpyeTCH, NoKa ABEPb OTKPbITA.

MakcumanbHoe BpeMs | Ecnv gBepb yaep>KMBAeTCA OTKPbITOM COCTOAHWU WM OCTaeTCA
OXWIOaHUA OTKPbITUA OTKPbITOW CMULIKOM [0/MT0

[IBEPU UCTEKNO UMK
HapylweHa
H6esonacHoCTb ABEPHU

[MogkntoueHue Kamepbl Kamepa akTUBMpPYETCA B Hauane nepexopa.

PasbnokupoBarb
TYPHUKET Ha BXOf

PasbnokupoBaTb
TYPHUKET Ha BbIXO/[

[Bepb pasbnokupoBaHa | CurHan ansa pasbnokMpoBKW ABEPU HA ANUTENbHbIM Nepuos.

IDS: noctaHOBKa Ha CurHan gnsa noctaHOBKM Ha oxpaHy IDS.
OXpaHy

IDS: cHATME C OXpaHbl CurHan gna cHATUA ¢ oxpaHbl IDS.

BknoueHo pelueHne o | [Ins BKNOUEHWA CUCTEMbl BHELLHEro JocTyna Heobxoanmo 3agatb
[OCTyMne BHELLIHEN curHan
cUcTeMon

Tabnuua conocraBneHua Mmoaenen gBepe BXOAHbIM U BbIXOAHbIM CUrHanam
B cnenytoulei Tabnuue nepeuncneHbl 3HauMMble Ha3HaUeHWA CUTHANOB U MOJIeNen ABepen.
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Mopgenb
aBepeun

OnucaHue

BxogHble curHanbi

BbixogHble curHanbli

01

MpocTan aBepb CO
CUMTbIBaTENEM Ha
BXOAe W Bbixoae
CuuTbiBaTeNM yuerta
BPEMEHMU U
npUCyTCTBMA
[ocTynHo pelweHne
0 [IOCTyMNe BHELLHEN
cUCTEMOM

- [1BEpPHOMN KOHTaKT

- KHonka 3anpoca Ha Bbixof
- PurenbHbii gatumk

- Mpoxon 3abnoknMpoBsaH

- [laTuMK BCKpPbITUA Kopnyca
- NlokanbHOe OTKpbITUE
paspelieHo

- MpPUHATO pelleHue o
[OCTyrne BHEeLIHeN CUCTEMOM
- PeweHnune o gocrtyne
OTKNOHEHO BHELIHEN
cCUCTEMOM

- PazbnokupoBarb ABepb
- Linto3oBble BopoTa:
3anepeTb
NMPOTUBOMONOXHOE
HanpasneHue

- MopaBneHue TpeBOmK

- 3eneHbln cUrHan

- MoaknoueHne Kamepbl
- MakcuMmanbHoe BpeMs
0XMOAHWUA OTKPbITHA
OBEpU UCTEKNO UNK
HapylleHa be3onacHoCTb
nBepu

- BkntoueHo pelueHue o
[OCTyMne BHeLlHeN
cucTemMon

03

Bpawatowancsa
OBepb CO
CUMuTbIBaTENEM Ha
BXOE W Bbixoge
CuuTbIBaTENM yueTa
BPEMEHMU U
NPUCYTCTBUA
[ocTynHo pelleHue
0 [IOCTyMne BHELLHEWN
cUcTeMom

- TYPHUKET B UCXOAHOM
COCTOAHMHU

- KHonka 3anpoca Ha Bbixof
- Mpoxopn 3abnoknMpoBaH

- [laTumMK BCKpPbITUA Kopnyca
- MpUHATO pelleHne o
[OCTyrne BHELWHEeN CUCTEMOM
- PeweHue o goctyne
OTKNIOHEHO BHELIHEN
cucTeMom

- LLnto3oBble BopoTa:
3anepeTtb
NPOTMBOMONOXHOE
HanpaBneHue

- PasbnokupoBatb
TYPHUKET Ha BXOf,

- PasbnokupoBatb
TYPHUKET Ha BbIXO[

- NopaBneHWe TpeBoOru

- MopkntoueHWe Kamepbl
- MakcumanbHoe BpemA
OXWAaHWA OTKPbITUA
OBEPW UCTEKNO UMK
HapylleHa be3onacHoCTb
nsepw

- BkntoueHo peleHue o
[OCTyMne BHeLIHEeN
cUcTeMon

05

Bxon Ha
ABTOCTOSAHKY U
BbIXO[, C Hee — 10
24 30H NapKOBKMH
CuwnTtbiBaTenu yueta
BPEMEHU U
NPUCYTCTBUA
[ocTynHo pelweHune
0 [IOCTyMne BHELLHEN
CUCTEMOM

- 1BEPHOW KOHTaKT

- KHoMKa 3anpoca Ha BbIXxof,
- NMpoxoa 3abnokMpoBaH

- Mpoxop 3aBepLleH

- [TpUHATO pelleHue o
[OCTyrne BHELIHEeN CUCTEMOM
- PeweHue o goctyne
OTK/TOHEHO BHeLlHeN
cucTeMom

- PazbnokupoBatb ABepPb
- [logaBneHue TpeBoru

- 3eNeHbIM cUrHan

- MakcumanbHoe Bpems
OXWOAHWA OTKPbITUA
[BEPU UCTEKO UNHU
HapylweHa 6e30nacHoCTb
nsepw

- [1Bepb pasbnokupoBaHa
- BkntoueHo peleHue o
[OCTyrne BHeLlHeN
cUcTemMon
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06 CuuTtbiBaTENM yueTa
BPEMEHMU U
npUCyTCTBUA

07 Nudpt — po 56
aTaXKen

09 ABTOMOOUNbHbIN - [1BEpHOMN KOHTaKT - Pa3bnokupoBatb ABepPb
Bbe3/ UMW BXOLHOM |- KHOMKa 3anpoca Ha BbIXO[ - NopgaBneHne TpeBorM
CUMTbIBaTENb U - Mpoxop 3abnokrMpoBaH - 3eneHbl curHan
KHOMKa - NMpoxop 3aBepLieH - MakcumanbHoe Bpemsa
CuwuTtbiBatenu yueta |- [puHATO pelieHne o OXXMAAHWA OTKPbITUA
BPEMEHMU U [LOCTyrne BHELWHEN CUCTEMOW | ABEPU UCTEKNO UMK
npuUCyTCTBUA - PeweHnune o goctyne HapyweHa besonacHoOCTb
[OCTynHO pelleHrne |OTKNOHEHO BHELIHEN nBepu
0 [OCTyrne BHELWHEeN |CUCTEMOM - IBepb pasbnoknpoBaHa
cucTeMon - BknioueHo pelleHue o

[OCTyne BHelHeN
cUCTEMOM

10 MpocTan aBepb CO - [1BEpHOMN KOHTaKT - PasbnokupoBatb ABepPb
cuMuTbiBaTENEM Ha - KHonka 3anpoca Ha BbIXof - MNopkntoueHne Kamepbl
BXO[€e U BbIXOAe u - IDS: rotoBa K noctaHoBKe Ha |- IDS: noctaHoBKa Ha
NMOCTaHOBKOM Ha oXpaHny OXpaHy
oxpaHy / cHATMeM c |- IDS: nocTaBneHa Ha oxpaHy |- IDS: cHATME C oxpaHbl
oxpaHbl IDS - [laTumK BCKpbITUA Kopryca - MakcumanbHoe BpeMA
CuuTbiBaTenu yueta |- IDS: 3anpoc NOCTAaHOBKMW Ha | OXXMOAHWMA OTKPbLITUA
BPEMEHMU U OXpaHy OBEPU UCTEKNO UMK
NpUCYTCTBUA - MpuHATO peleHne o HapylleHa 6e3onacHoOCTb
[ocTynHo pelweHWe |AOCTyne BHELWHEN CUCTEMON | ABeEpPH
0 JOCTyne BHellHeNn |- PeweHune o goctyne - BKntoueHo pelleHne o
cucTeMon OTK/TOHEHO BHELIHEW [OCTyrNe BHeLIHeN

cUCTEMOM CUCTEMOM

14 [MpocTtaa aBepb co - [1BEpHOMN KOHTaKT - Pa3zbnokupoBatb ABEPb
cuMuTbiBaTENEM Ha - KHonka 3anpoca Ha BbIXOf - MNopkntoueHre Kamepbl
BXO[€e U BbIXOAe M - IDS: rotoBa K noctaHoBKe Ha |- IDS: noctaHoBKa Ha
NMOCTaHOBKOM Ha oXpaHy OXpaHy
oxpaHy / cHATMeM c |- IDS: nocTaBneHa Ha oxpaHy |- MakcumanbHoe Bpems
oxpaHbl IDS - [laTunk BCKpbITUA KOpnyca OXXMAAHWA OTKPbITUA
CuutbiBaTtenu yueta |- IDS: 3anpoc NOCTAaHOBKW Ha |ABEPU UCTEKNO UNU
BPEMEHMU U OXpaHy HapylweHa besonacHOCTb
NpPUCYTCTBUA nBepu

15 UndpoBble
KOHTaKTbI

Ha3sHaueHue cUrHanoB cuMUTbIBaTeNnAM

B03MOXHOCTH cuMTbiBaTENEW C NOCNefoBaTeNbHbIM UHTEPdENCOM (T. €. cuMTbiBaTENEN Ha
AMC2 4R4) n cuutbiBaTenemn c uHTepdencom OSDP MOXHO pacllMpUTb C MOMOLLbIO
NoKanbHbIX CUFHANOB BBOAa/BbiBOAA. TaKMM CnocoboM MOXHO caenatb 4OCTYMHbIMU
[OMNONHUTENbHbIE CUTHANbI U COKPATUTb 3NEKTPUUECKUE NMYTHU K KOHTAKTam ABepen.
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Mpu cosgaHum cuMTbiBaTENA C NOoCnefoBaTeNbHbIM UHTEPdENCOM Ha BKNaake TepMUHanbl
COOTBETCTBYIOLLErO NpoxoAa oTobpaxkatoTcA ABa BXOAHbIX U ABA BbIXOAHbIX CUrHaNa ans
KaXX[LOro CuUMTbiBaTeNA, NOAUYMHEHHOTO JAHHOMY KOHTPONNEPY, U CUrHanbl nNnatbl
paclmnpeHums.

3ameuaHue!
,D,aHHbIe 3NeMeHTbl CNUCKa CO30akTCA ANA KaXAoro cymTbiBaTenda C nocnegoBaTtenbHbIM
MHTEP(ENCOM, HE3ABUCUMO OT HaNlMUMA Y HEro NOKanbHbIX onepauMi BBOAa-BbiBOAA.

Takue nokanbHble AN CUUTbIBATENEN CUMHAMbI HE MOTYT OblTb Ha3HaueHbl PYHKLUAM M
napamMmeTpM30BaHbl KaK CUrHaNbl KOHTPONepoB M nnat. OHU TakKe He NOABNATCA Ha
BKNaakax BxogHoit curHan v BbIXxogHoM cUrHan. Mx Takxxe Henb3A UCMNOMb30BaTh A/A
nudgToB (Hanpumep, uTobbl NpeoaoneTb orpaHuueHue B 56 ataxewn). Mo3TOMy OHU Nyylle
BCEro noaxoAsT ANA NPAMOro ynpaBneHus ABepsAMU (HanpuMep, 3allenkuBaHue Unu
ocBoboxaeHue ABepen). Tem He MeHee, 3To ocBoboXaaeT CUrHanbl KOHTponnepa ansa bonee
CNOXHbIX NapameTpU30BaHHbIX DYHKLMHN.

PepakTupoBaHue CUrHanoB

Mpu cospaHmm npoxofa Ha BkNagke TepMUHaNbl COOTBETCTBYIOLEro Npoxoaa otobpaxatoTtca
0Ba BXOAHbIX M ABa BbIXOAHbIX CUFHaNa AnA KaXxgoro CuuTbiBaTe A, NOQUMHAOLEroca
OaHHOMY KoHTponnepy. B ctonbue "Mnata" ykasbiBaeTcaA UMA cuntbiBaTena. CTaHOapTHble
CUrHanbl ANA AaHHOrO NPOXOAA NO YMOMUAHWUIO HA3HAUalTCA NepBbiM CBOOOAHbBIM CUrHaNam
Ha KoHTponnepe. Ytobbl NepeinTv Ha COOCTBEHHbIE CUTHANbl CUMTbIBATENSA, UX CHayana
HeobxoQMMO yaanuTb U3 CBOEro UCXOAHOro nonoxeHusa. Ytobbl aTo caenatb, BbibepuTe
3NeMeHT cnucka <He Ha3HaueHoO>

[Baxabl WenkH1Te B cTonbue BxoaHoW curHan vnu BbixogHOW CUrHan cuuTbiBaTens, utoobl
NPOCMOTPETb CAMCOK AOCTYMHbIX CUrHANOB ANA BbIOpaHHOW Moaenu ABepen U U3MEeHUTb
nonoXxeHue curHana. Kak v Bce CUrHanbl, UX MOXHO NPOCMaTpuUBaTb Ha BKNagke TepMuHansbl
KOHTpONnepa, HoO He pefaKTupoBaThb.

3ameuaHue!
CTtaTyCc CMrHanoOB CUMTbIBATE/IA HEBO3MOXHO OTCNEXMUBATb.
MX MOXHO MCNONb30BaTb TONbKO ANA TON ABEPU, K KOTOPOW OTHOCHUTCA AaHHbIA CUMUTbIBATENb.

16.5 MpeponpepeneHHble CUrHanbl ANA MoAeneun aBepen
Mopenb npoxopga 01
TR Ll o
BapuaHTbl Mogenen:
01a OObluHaA ABEPb CO CUUTbIBATENIEM Ha BXOAE M BbiXoae
01b OObluHaA ABEPb CO CUMUTbIBATENEM Ha BXOAE U KHOMKOW
01c OObluHaA ABEPb CO CUMUTbIBATENEM Ha BXOAE UMM BbIXOAE
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Bo3MOXHble CUrHanbi:

BxopgHble curHanbi BbixoaHble curHanbli

[1BEPHOM KOHTaKT PasbnokupoBaTb ABepb

KHonka 3anpoca Ha BbIXof4 LLInto3oBble BopoTa: 3anepeTb NPOTUBOMNONOXKHOE
HanpaBneHue

[aTunK BCKpbITUA Kopnyca 3eneHbli curHan

[MopaBneHWe TPeBOrM Npwu MoaokntoueHue Kamepbl

HeaBTOPU3OBAaHHOM OTKPbITUU

MaKcuManbHOe BpeMs OXWAAHUA OTKPbITUA ABEPU
UCTEKNO WK
HapylleHa besonacHoCTb ABepH

3ameuaHue!
OnAa dyHKUMM pa3geneHua (B 4aCTHOCTH, ANA BNOKUMPOBKM MPOTUBOMONOXKEHHOTO
HanpaBneHWA) 3HaUeHWA MOXHO 3aJaBaTb TONbKO C NMOMOLLbO Moaenu asepen 03.

MNMopaBneHWe TPEBOTM aKTUBUPYETCA TONTBKO B TOM Crydyae, eciv BpeMA nodaBneHuA TPeBoru
nepep oTkpbiBaHWeM ABepu 6onbuie 0.

3Ty MoAenb NPOXOAa TaKkKe MOXHO NMPUMEHUTb ANA Bbesha TPAHCMOPTHbIX CPeACTB; B 3TOM
cnyJyae TakXe peKoMeHAyeTCs UCMOoNb30BaHWe BTOPUUHOIO CUMTbiBaTeNa Ans asTomobunen.

Mopaenb npoxoga 03

BapuaHTbl mogenen:

03a [BYCTOPOHHWM TYPHUKET CO CUMTbIBATENEM Ha BXOAE W Bbixoae
03b [BYCTOPOHHWM TYPHUKET CO CUMTbIBATENEM Ha BXOAEe U KHOMKOM
03c TYPHUKET CO CUMTbIBaATENEM Ha BXOAE WAM BbiXoAe

Bo3mMoXHble curHanbi:

BxopHoW curHan BbixogHble CUTHanbl

TypHUKET B HOPMalibHOM MONOXXEHWUU PasbnokupoBaTtb TYPHUKET Ha BXOA
KHonka 3anpoca Ha BbIXoA PasbnokuMpoBaTtb TYPHUKET Ha BbIXOq
[laTunk BCKpbITUA Kopryca Mpoxop 3abnok1MpoBaH

Bosch Security Systems Software manual 2024-05]5.5.0 |



96 ru | HacTpoika BxogoBs Access Management System V5.5

[TogaBneHue TpeBOrM Npwu [MogKkntoueHue Kamepbl
HeaBTOPMU3OBaHHOM OTKPbITUU

MakcrManbHoOe BpeMsa OXUAAHUA OTKPbITUA
ABepPU UCTEKNO UNU
HapylweHa 6esonacHocTb OoBepu

[ononHUTeNnbHbIE CUrHaNbl, MCNOAb3YyOLWMe NapaMeTpbl NOBYLUKHU:

Mpoxoa 3abnokMpoBaH LLinto3oBble BopoTa: 3anepeTb
NPOTUBOMNONOXHOE HanpaBneHue

[TopaBneHne TpeBOrU

3amMeuaHuA No HaACTpoiKe ANA NoBYyLUEK:

Korpa TypHUKEeT HaxoA4ATCsA B HOPManbHOM MOMOXEHWW, BKMIOUAETCA NepBbiM BXOAHOW CUrHan
BCEX MOAKMIOUEHHbIX CuuTbiBaTeneu. Mpu HanuuuMK y BnagenbLa KapThl M NpaB AocTyna ans
JaHHOro npoxoja:

—  ecllM B cuMuTbiBaTene Ha BXOAe 3afjaH NepBbli BbIXOAHOW CUrHaN Ha BPeMSA aKTUBaLUU;

—  eCllM B cuMTbiBaTene Ha Bbixode 33JaH BTOPOM BXOAHOM CUMrHan Ha BpeMs akTUBaLWu.
Mpu HaxkaTMM KHOMKK "3anpoc Ha Bbixoa" (REX) 3apgatoTcA BTOpoM BXOAHOM W BTOPOW
BbIXOIHOW CUTHanbl. B TeueHWe 3TOro BpeMeHU MOXHO MCNONb30BaTh Bpalllalollyoca ABepb B
paspelleHHOM HanpaBneHuu.

Mopenb npoxoaa 05c¢

o} X

BapuaHT mogenu:

05c CuuTbiBaTeNb Ha Bbe3e UMK Bble3e C aBTOCTOAHKHU

Bo3MOXHble CUTrHanbl ANA 3TOW MOAENU npoxoaa:

BxogHble curHanbi BbixogHble curHanbl

[1BEpHON KOHTaKT PasbnokupoBaTb ABepb

KHonKa 3anpoca Ha Bbixo4 [Bepb pa3zbnoknpoBaHa

Mpoxop 3abnoknMpoBaH 3eneHbli cUrHan

[Tpoxopn 3aBeplleH MopgaBneHue TpeBoru
MakcrMmanbHoe BpeMsA OXUWAAHMA OTKPbLITUA
OBEePU UCTEKNO UNH
HapylweHa 6e30nacHoOCTb ABepH

Bbesn Ha aBTOCTOAHKY W Bble3[, C Hee JOMXKHbl ObITb HACTPOEHbI HA OA4HOM KOHTponnepe. Ecnu
[OCTYMN K aBTOCTOAHKE He Ha3HAueH KOHTPOMepy, KOHTPONNEP He MOXET ynpaBnATb
HUKAKMMU ApYyrMMKU ModenAaMu aBepen. [lnA Bbe3aa Ha aBTOCTOAHKY MOXHO Ha3HauMTb
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TOMbKO CUMUTbIBaTENb Ha BXxoAe (HO He cuMTbiBaTeNb Ha Bbixoge). Ecnu Bxod HaszHaueH, TO npu
BbIbOpe Mofenu ABeper MOXHO onpeaenTb TONbKO CUUTbIBATENb Ha Bbixode. [N Kaxnown
aBTOCTOSIHKWM MOXHO onpefenuTb Ao 24 nogobnacTtei, M3 KOTOPbIX OAHAa AOMKHA coaep KaTbCA
B aBTOPM3aLMAX KapTbl, UuTobbl KapTa paboTana.

Mopenb npoxoaa 06

v X v X

 clwosen

BapuaHTbl Mmogenew

06a CuunTbiBaTenb Ha BXOAE M BbIXoAe ANA yuyeTa BPEMEHU U MPUCYTCTBUA

06¢c CuuTbiBaTeNb HA BXOAE UMM Bbixoae AnA yuyeTa BpeMeHU U MPUCYTCTBUA

CuunTbiBaTENM, CO3AAHHbIE C 3TOM MOAENbIO ABEPEN, HEe YNPaBNAT AOCTYNOM UNU bapbepamy,
a NULLb NepechinakoT AaHHble KapTbl B CUCTEMY yueTa pabouero BpeMeHu. TakmMe CUMTbiBATENM
0ObIUHO YCTAHOBMEHbI B MECTaxX C Y& KOHTPONUpyeMbIM AOCTYMOM.

Mo3TOMy CUrHanbl He onpeneneHsbl.

3ameuaHue!

UtoObl B CMCTEME yUeTA BPEMEHW M MPUCYTCTBUA MOXKHO ObINO CO3AaTb AOMYCTUMYHO Napy
pervcrtpauuu (Bpems Bxoda Nntoc BpeMaA Bbixofa), HeobxoauMMo 3adaTb NapameTpbl AnA ABYX
OTAEeNbHbIX CUMTbIBaTENEN ¢ Moaenbio ABepen 06: oauH ANA peructTpaumMu BpeMeHu BXoaa,
Opyrov AnA pervcrpauuy BpeMeHu Bbixoda.

Ecnv BxoA W BbiXO[ He pa3faeneHsbl, cneayeT MCnonb3oBaTh BapuaHT a. Ecnu BXoa U Bbixoq
pasgeneHbl MPOCTPAHCTBEHHO UMW €CNU CUMUThbIBATENIM HEBO3MOXHO MOAKMOUNTL K OAHOMY
KOHTpONNepy, cneayet MCNonb3oBaTb BapuaHT €. Yboeautechb, UTo OAWH M3 CUMTbiBaTENEN
onpeaeneH Kak BXOAHOW CUMTbIBaTeNb, @ BTOPOK - KaK BbIXO4HOM.

Kak u ans noboro Bxoga, HeobXoaAMMO co3faTb U Ha3HauUTb aBTopu3aluMu. Ha Bknaake Yuer
BPEeMEeHHM B [1MaNoroBbix OKHax ABTOpU3aLuu goctyna v ABTopusauuu obnactu/speMeHu
nepeuyncnaroTCs BCe CUMUTbIBATENM yueTa pabouero BpeMeHu, KoTopble Dbl onpeneneHbl.
AKTUBUpPYWUTE XOTA Obl OOWH CUMUTbHIBATENb B HanpaBneHWU BXoda U OAMH CUMTbiBaTENb B
HanpaBneHWu Bbixoda. ABTOPU3aLMK ANA CUMTbIBATENEN yueTa BPEMEHU U MPUCYTCTBUA
MOXHO HasHauaTb BMECTe C APYrMMU aBTOPU3aLMAMK AOCTYNa UK KaK OTAENbHble
aBTOpM3aLUM.

Ecnv Ons 3agaHHOro HanpaeneHUA eCTb HECKOMbKO CUMTbIiBaTENEeN yueTa BPEMEHU U
NPUCYTCTBUA, TO onpeneneHHbiM CUMTbIBAaTENAM MOXHO Ha3HAUWTb OonpeeneHHbIX
BnafenbLeB KapT. Takue cuuTbiBaTenu byayT perncTpupoBatb U COXPaHATb TONbKO 3HaUYeHUsA
BPEeMEeHU NMPUCYTCTBUA Ha3HAUEHHbIX M aBTOPU30BaHHbIX MOMb30BaTeNnemn.

3ameuaHue!

MNMoBegeHWe cunTbiBaTENEN yueTa BPEMEHW U MPUCYTCTBUA TaKXKe 3aBUCHT OT APYrMX PYHKLMMH
ynpaBneHunsa goctynomM. [o3TOMy UepHble CMUCKU, BPEMEHHbIE MOAENW U AaTbl UCTEUEHURA
CpOKa ,ELeleCTBVIFl TaKXXe MOTyT NpenATCTBOBATb perncrpaymu 3HaHeHMVI BpeMeHU AoCTyna
CUMUTbIBATENAMM yueTa U NPUCYTCTBUA.
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3aperMCTpMpOBaHHble 3HayeHWA BpeMeHU BXoda U BbiXoOda COXPAHAKTCA B TEKCTOBOM cbaﬁne
B KaTanore <SW_installation folder>\AccessEngine\AC\TAExchange\

noa UMeHeMm TACCEXC_EXP.tXt B OXXWOAHWUKN 3KCMNMOPTa B CUCTEMY yUeTa pa6ouer0 BpPEMEHMU.
[aHHble pernctpaumun nepegaroTca B cnegyrollem popmare:

ddMMyyyy;hhmm[s];Direction [0,1]; AbsenceReason; Personnel-Nr.

d=peHb, M=mecsu, y=roa, h=uac, m=MHWHYT, s=neTHee BpemA (nepexon AHa NeTHee BpemsA),
O=Bbixoa, 1=Bxof

dann akcnopTa COAEPXKUT BCE MPOXOAbl B XPOHONOrMUeckoM nopsiake. B atom daine B
KayecTBe pa3genuntena nonem MUCMONb3yeTCA TOUKa C 3anAaTou.

BapuaHTbl BXxogHoW moaenu 07

Fosess

/
S

BapuaHTbl Mogenen:

v X

07a NMUT MakKc. Ha 56 aTaxeMn

07c Nt A0 56 3Taxken ¢ BpeMeHHOW MOoAEeNbo

Mopenb npoxoaa 07a
CurHanbi:

BxogHoW curHan BbiIXoAHble CUFHanMbI

BbicBob60AMTbL <HA3BaHWe aTaXka>

Mo ogHOMY BbIXOAHOMY CUTHAMy Ha KaKobli
onpeaeneHHbIM aTax, He bonee 56.

Mpu BbI30BE NUTa BNagenel KapTbl MOXET BbiOpaTh TONbKO Te 3TaXkW, ANA KOTOPbIX
aBTopM30BaHa ero KapTa.

Mopaenu aBepen nudTa Henb3A CMeLKnBaTb C APYrMMU MOAENSAMU OBEPEN Ha OAHOM
KoHTponnepe. C NOMOLLbIO MNaT paclMpeHns Ana Kaxaoro nudgra 8 AMC MOXHO onpefenuTb
[0 56 aTaxken. ABTOpM3aLIMKU KapTbl JOMKHbI coAep»kaTb caM NUAT M XOTA Obl OAUH 3Tax.

Mopgenb npoxoaa 07c

CurHanbi:

BxogHou curHan BbixogHOW cUrHan

BxogHOM Kof <Ha3BaHWe aTa)ka> BbicBob0ooMTb <Ha3BaHWeE aTaXka>

[nAa Kaxmoro onpeaeneHHoro sTa)a CyLIecTBYeT BXoJAHasA W BbiIxoaHaA 3anuck (0o 56).

Mpu BbI3OBE NUQTA U HAXKATUM KHOMKK BblbOpa aTaxka (COOTBETCTBEHHO, TPeDbYyIOTCA BXOAHbIE
CUTHanbl) NPOBEPATCA aBTOPU3aL MK KapTbl, UTOObI y3HaTb, BKOUAIKOT NI OHW BbIOpPaHHbIN
3TaX.

Bonee TOro, c 4aHHOM MoAENbIO ABEPEN MOXKHO ONpPeAenuTb Ntobble 3TaXXU C 06LWUM
AOCTYNOM, T. €. /1A TaKOro aTa)ka aBTopu3aL MK He NPOBEPAOTCA U Ntoboe NULOo MoXeT
NOAHATLCA HA NUATE A0 3TOro 3TaXKa. TeM He MeHee, cCaMWUM OBLMM [OCTYNOM MOXHO
ynpaBnATb C MOMOLLbIO BPeMEHHOW MoAenu, orpaHMuMBaloLWen ero onpeaeneHHbIM1M yacaMmu
onpefeneHHbix AHeW. B gpyroe BpeMsa NpoOBepPKUW aBTOpM3aLMKU OyaeT OCyLLeCcTBNATLCA B
00ObluHOM pexume.
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Mogenu aBepen nudTa Henb3A cCMelKnBaTh C APYrMMU MOLENAMU ABEPEN Ha OOHOM

KoHTponnepe. C noMoLbio NnaT paclnpeHus ana Kaxgoro nudta 8 AMC MOXHO onpefnenuTb

00 56 3Taxken. ABTOpU3aL MM KapTbl AOMKHbI COAep’KaTb cam NMUAT U XOTA Obl OAUH 3TaX.

Mopaenb npoxoga 09
[

Bo3amoxHble curHanbi:

BxoaHble curHanbol

BbixoaHble cUrHanbl

[1BEPHOM KOHTaKT

PasbnokupoBatb ABEpPb

KHonka 3anpoca Ha BbIXOoz4

[Bepb OTKpbITa AONTOCPOUHO

Mpoxopn 3abnokupoBaH

[opuT 3eneHbIn cBeToop

Mpoxopn 3aBepLueH

[TogaBneHue TpeBoru

MakcnManbHoe BpemMsa OXUAAHUA OTKPbITUA
ABepU UCTEKNO UNH
HapyuweHa 6esonacHoCTb ABeEpU

[OnAa ynpaBneHusa LIJI'IaF6ayMOM npegnonaraeTcA MCNnonb3oBaHWE BblAENTEHHOIO 31eMeHTa

ynpaeneHusa (SPS). B otnMune oT mogenu aBepen 5¢, Takue BXon U BbIXOL MOXHO HAaCTPOUTb
Ha apyrux AMC. Bonee Toro, oTCyTCTBYIOT NogobnacTv, UMeeTca ToNbKo obllas aBTopu3aLma

ana obnactu MapKOBKMW.

Mopenb npoxoga 10

\

BapuaHTbl moaenei:

10a ObbluHasA ABEPb CO CUMTbIBATENIEM Ha BXOAE M BbIXO[E M NMOCTAaHOBKOW Ha OxpaHy /
cHATUEM c oxpaHbl IDS (cucTeMbl 0OHapyXeHWUs BTOPXEHUI)

10b ObbluHasa ABepb CO BXOAOM, KHoMKon REX (3anpoc Ha Bbixod) M MOCTAHOBKOMW Ha
oxpaHy/cHATHEM c oxpaHbl IDS

10e OObluHas ABepb C BXOAOM, KHOMKoM REX 1 AeleHTpanuM3oBaHHOW MOCTaHOBKOM Ha
oxpaHy/cHATHEM C oxpaHbl IDS

Bo3MmoXHble cUrHanbl:

BxopHble CUrHanbl

BbixoaHble curHanbi

[BEpPHOM KOHTaKT

PasbnokupoBatb ABEPb

IDS: nocTtaBneHa Ha oxpaHy

IDS: nocTaHOBKaA Ha OXpaHy

Bosch Security Systems
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IDS: roToBa K NOCTAaHOBKE Ha OXpaHy IDS: cHATME ¢ oxpaHbl [Tonbko DM 10e]
KHoMKa 3anpoca Ha BbIXOA4 MNoakntoueHne Kamepbl
PurenbHblW AaTumK MakcumManbHOe BpeMA OXWOAHUA OTKPbITUA

NBEPU UCTEKNO UNHU
HapylweHa be3onacHOCTb ABEpPHU

[aTunk BCKpbITUA Kopnyca

[MogaBneHue TpeBOrM Npu
HeaBTOPM3OBaHHOM OTKPbITUU

IDS: KHOMKa 3anpoca NOCTAaHOBKU Ha
OXpaHy

3ameuaHue!
[nA aToM Moaenu ABepemn HyXHbl KnaBuaTypHble cuMTbiBaTenn. Bnagenbuam KapTbl
TpebytotcA PIN-KoAbl A5 NOCTAHOBKMW Ha OXpaHy/CHATUA ¢ oxpaHbl IDS.

Heobxoaumble npoLeaypbl 3aBUCAT OT YCTAHOBMEHHbIX CUMTbIBATENEN.

CuuTbiBaTenu c nocnegoBaTenbHbiM UHTepdecom (Bkntouana |-BPR, HADP 1 OSDP)
UToObl NOCTaBWUTb Ha OXpaHy, CNeayeT HaxkaTb KnaBully 7 v NOATBEPAMUTb, HaxaB Enter (¥#).
[Mpn npeobasneHnn Kaptol BBoauTcA PIN-KoA, ANA NoATBEPXKAEHMA CHOBA HaXKMMaeTcsA
knaBuwa Enter (#).

UToObl CHATb C OXpaHbl MO NpeabABNeHUIO KapTbl, crneayeT BBecty PIN-kog v noatTBepauTb,
HaxaB Enter (#).

CuutbiBaTenu Wiegand (Bkntouas nocnegoBaTenbHbi NpoTokon BPR)

UToObl NOCTaBUTb HA OXpaHy, cneayet HaxkaTb Knasuuy 7, NnpeabaBUTb KapTy M BBecTH PIN-
kon. MoaTeepkaeHue knaesuwen Enter He TpebyeTcs.

UToObl CHATb C OXpaHbl, cneayeT npeabABUTb KapTy U BBecTu PIN-kog. CHATUE C OXpaHbl U
pa3bnokupoBKka ABepen NpomncxoaAaT O4HOBPEMEHHO.

CneuyuanbHbie chyHKuun DM 10e
Ecnu B cnyuae mopenew aseper 10a u 10b Kaxkabi BXo4 HaxoAMTCHA B COOCTBEHHOM 30HE
6esonacHocTu, B cnyyae moaenu 10e HEeCKONbKO BXOAOB MOXHO CrpynnuMpoBaTtb B OnoKu.
NMoboM cunTbiBaTENb M3 TAKOW rPYMMbl CNOCOOEH NOCTaBUTb Ha OXPaHY MU CHATb C OXPaHbl
Becb bnok. UTobbl cOpocuTb cTaTyc, 3aAaHHbiv NoObIM CUUTbIBATENEM M3 JAHHOW Fpynnbl,
TpebyeTcA BbiXOAHOM curHan CHATb ¢ oxpaHbl IDS.
CurHanbi:
-  Mogpenu geepen 10a u 10b:

— - MOCTaHOBKa Ha OXPaHy MHULMUPYETCA MOCTOAHHbIM CUTHANOM,

— - CHATME C OXpaHbl 3anycKaeTcA npepbiBaHWEM NMOCTOAHHOIO CUrHana.
-  Mogenb aBepen 10e:

—  -TlocTaHOBKa Ha OXpPaHy U CHATHME C OXPaHbl MHULMUUPYIOTCA CUTHANbHbIM

MMMNYNbCOM ANUTENbHOCTbIO 1 cekyHAaa.

[OByxnosuumoHHOE pene no3BonseT ynpaenaTh IDS oT Heckonbkux agBepen. [nsa sToro
CUrHanbl Bcex aBepewn TpebytoT onepauun UMN Ha pene. CurHanbl IDS nocTtaBneHa Ha
oxpaHy U IDS rotoBa K NOCTaHOBKEe Ha OXPaHy [O/MKHbI AyONMpOoBaTbCA Ha BCEX
3a[eNCTBOBaHHbIX ABEPAX.]
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16.6
16.6.1

CneuuvanbHblie NpoxoAabl

[Ona mogenen npoxofa c 0cobbIMU PYHKLUMAMMU, TAKUMU KaK:

- JlndpThl

—  OObGHapy)xeHue BTOpXKeHUA

—  YHuBepcanbHble UMAPPOBbIE UNTKM OMHAPHbIE NepeKnoyaTenu

- LLnto3bl

OOMONHUTENBHYIO MHOPMaLMIO CM. B pa3aene «CneunanbHble MPOXoabl».

Cwm.
- CneunanbHbie npoxodbi, CtpaHuya 101

CneuuanbHble npoxoAabl

Nudtbl (DMO7)

Obwue 3ameuanusa no nudprtam (BxogHaa mopenb 07)

B ogHom koHTponnepe AMC nudTbl HEBO3MOXHO KOMOUHWpPOBATb C APYTMMU MOLENAMMU
nBepeu.

NMndpTbl HENb3A MCNONb30oBaTb C PYHKUUMAMMU cunTbiBaTens FpynnoBown goctyn vnu Tpebyetca
conpoBoXAaeHue

Ha ogHom AMC mo»KHO onpenenuTb Ao 8 staxeMl. Nnarta pacwuperna AMC npegnaraeT 8 unu
16 LONONHUTENbHbIX BbIXOAOB KaXkaan.

Takum obpasom, MCNonb3ys MakCUManbHOEe KONMMUECTBO CaMblX OONbLIKMX NNaT paclinpeHus,
BO3MOXHO HaCTpOMUTb A0 56 aTaxkeMn co cumTbiBaTensMun RS485 1 64 3Taxka CO CUMTbIBATENAMMU
Wiegand npu ncnonb3oBaHUK AOMNONHUTENBHOW CneunanbHOM nnatel paclwunpeHua Wiegand.

Pasnuuua mexay mogenamu npoxopa 07a u 07c

[nanoroBble OKHA aBTOpPM3aL MK OOCTyNa CUCTEMbI MO3BONAIOT Ha3HauaTb KOHKPETHbIE 3TaXK
onpeaeneHHoOMy nuuy.

Ecnu nnudTt co3gaH ¢ nomoulbio moaenu npoxona 07a, To nonb3oBaTtenb NpeabABAAET CBOKO
WOEHTUPUKALMOHHYIO KapTy M NMonyyaeT AOCTYN K TeM 3Ta)kaM, ANA KOTOPbIX Y HEro ecTb
paspelleHue.

B cnyuae mogenu npoxoga 07c cuctema npoBepsAeT aBTopu3aumio AnA BbibpaHHOro aTaxa
nocre Toro, Kak Nonb3oBaTeNb ero BbibepeT. ITaxku, NOMeUeHHble Kak obLWeaocTynHbie,
[OOCTYMHbI BCEM NMULAM HE3aBMCMMO OT aBTopm3alun. C NOMOLLbIO BPEMEHHOW MOAENMU
OaHHY0 00LLEefOoCTYNHY (YHKLMIO MOXHO OrpaHUUMTb 3aaHHbIM Nepuoaom. BHe aTtoro
nepuoaa aBTopmM3auma AnA 4aHHOro ataxa 0yaeTt npoBepATbeA.

Cxema nNoaKnueHUa n MCbTOB.

Ha pucyHKe HWXKe NMoKasaHa cxeMa CoeiMHeHWA NMdTa B paMmkax mogenu asepen 07a.
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YcnoBHble 0603HaueHusn:

YcnoBHble 0bo3HaueHuA:

[

A = knaBuatypa nudTa

O= MWk DD

B = (cnnowHasa nuHMUA) BbixogHble curHanbl AMC
C = (npepbiBUCTas NUHKA) MNoaKNoUEHUEe K aNeMeHTaM ynpasneHusa nudptom

D = Kk AMC MOXHO NOAKNIOUUTb A0 TPeX Nnnat Bxoaa/BbiXxona, eCnu ero cobcTBeHHbIX

BOCbMW BXO4OB M BbIXOOOB HEAOCTATOUHO.

E = nepepaua gaHHbIX U NuTaHMAa oT AMC K nnatam BxoAa/Bbixoaa

A = BbIbOp aTaxa

G = cuuTbiBaTenb. [nA Kaxnoro ﬂVI(bTa MO>HO HaCTPOWTb ABa CUUTbIBATENA.
Ha PUCYHKe HUXXe NOoKa3aHa cXxeMa CoOeaAUHEHUNA I'IM(*)Ta B paMKax Mmoaenu ,D,Bepeﬁ 07c.
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B = (cnnowHasa nuHMA) BbixogHble curHanbl AMC
C = (npepbiBUCTas NUHKA) MNoaKntoUeHUe K aneMeHTaM ynpaBneHusa nugpTom
D = kK AMC MO>HO MOAKMOUMTL 0 TPEeX nnart BxoAa/BbixoAa, eCfiv ero cobCTBEHHbIX

BOCbMW BXOO4OB W BbIXOOOB HEAOCTATOUHO.

E = nepepava gaHHbIX M nuTaHua oT AMC K nnatam BxoAa/Bbixoga

A = BbIbOp aTaxa

G = cuuTbiBaTenb. [nA Kaxaoro ﬂMd)Ta MO>XHO HAaCTPOWUTb ABa CUMUTbIBATENA.
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Kak 1 aBTOCTOAHKHK, MU Tbl UMetoT NapameTp O6WenoCcTynHO. ITOT NapaMeTp MOXHO 334aTb
OTAENbHO ANA KaXXAOro aTaxka no oTaenbHocTU. Ecnu napametp O6LWeA0CTYNHO aKTUBUPOBAH,
aBTOpPM3aL MK Ha AOCTYN He NPOBEPSAIOTCSA, TO eCTb N0OOM Bnadeney KapTbl B TMdTE MOXET
BblOpaTb aTax.

Mpr HEOHXOAMMOCTU MOXHO HACTPOUTb BPEMEHHYIO MOAYNb ANA MOLENW BXOAA: BHE
yKasaHHOro nepuoga aBTopusauunm dyayT npoBepATbCA.

dtaxku agnAa moaenu npoxopa 07

Mcnonb3yite BKNaaKy dTaxu AnA gobaBneHuA v yganeHus ataxen ansa nudra (¢ nomoulbio
KHomnok [lo6aBuTb 1 YAaanuTb).

Elevator 072 Floors | Teminals |

Available exits / floors: |4 /4

GplD  |Name | Desciption | targetlocation | Division Add \
5 Floor Dutside Common
8 Floort Dutsids Common Remave
87 Floor2 Oulsides Common
B3 Floo3 Oulside Common

LleneBbIMY MECTOMONOXEHUAMMW ANA Taxka MOTyT ObiTb Ntobbie OBnacTu, KpoMe aBTOCTOAHOK
M 30H MapKOBKM.

OnpeneneHHOMY 3TaXXy MOXHO Ha3HauWTb TONMbKO ofHy obnacTb. [oaTomy BbibOp obnacrtew,
npegnaraeMbix B MOMAX CO CMUCKAMM, COKPALLAETCA MOC/e KaXXAoro HasHaueHus,
npenoTspallas HenpegHaMepeHHble 4BONHbIE Ha3HaUeHHWA.

Elevator 07 Flaors ]Terminals]

Available exits / floors: |4 /4

GrplD | Mame Diescription ‘ target location | Divizion Add ‘
Outside
EE Floar-1 | — - j p Femave
a7 Floo-2 Building B - fitness center ”~
o Building C - extenzion I
68 Floor-3 Building C - extenzion - 1. flaar Elevator 075 Floois ] Teminals }

Building C - extenzion - 2. floor
Building C - management

Building C - manaaging board Available exitz / floors: |4/ 4
Building C - secretary =

GrplD MHame Drescription | target location ‘ Diivision
ES Floor Building C - extension - 1. floor Commaon
55 Floar-1 Building C - extension - 2 floar Commaon

Outside hd
1] Floor-3 | J Carnmon

Building B - kitchen
Building B - server room
Building B - fitness center
Building C - extenzion
Building C - management
Building C - manaaing board
Building C - secretan

>

Mpu ncnonb3oBaHWu modenu npoxoaa 07a OTAeNbHblE 3TaXKM MOXHO Aenartb
00LLefoCTyNHbIMM, YyCTaHaBNMBaA naxok O6wui aocTyn. B 3TOM cnyyae aBTOpMU3aL MK He
npoBepsATcA. TeM He MeHee, lONONMHUTEeNbHOe HasHaueHne BpeMeHHOW MoAenu no3sonseT
OrpaHWuUMUTb JOCTYN NPEABAPUTENBHO OoNpedeneHHbIMU NepuogamMu.

Elevatar 07c  Floors lTerminaIs]

Auyailable exitz A floors |4/ 4

GrplD | Mame | Descriptian | target lacation | public access | Tirne model | Dis Add
| Floor-4 | Building B - staff restaurant

| TM-elevator

(v
BB Floor-5 Building B - kitchen [ <o time modell: Col Remave
67 Floor-& Building B - zerver raom [ <rio time: modell: Col
ot Floor-7 Building B - fitness center [v <rio time: modell Col
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Ha Bknagke Nudpt Hag BEPXHUM MOMNeM CNUCKa B AMANoroBbiX OKHax ABTOpU3auuu goctyna v
ABTOopu3auuu obnactu/BpemeHu cHauana BbibepuTe Tpebyembil NUMT, a 3aTeM (HUXKE)
3TaXKM, K KOTOPbIM Aep’KaTento KapTbl paspeLleH foCTyr.

TR 2 E # g - 9 Division:  |New division 2 =

Authorization name: |

Description: |

Enlrance] Time management  Elewator l Parking IDt] Armingl

Elevatars:

authorizations Mame Description |State |Division

W Elevator 07 Elevator 07c ] Common

Agvess profiles

A Floors:

Areas

Name | Description | From To [ Stae |
@ | = TS e
Reset areas Floor-2 Building C - extension  Buiding ¢ - managing board ]
unknown Floor-5 Building C - extension Building C - secretary Iv
=1
16.6.2 Mopenu aBepei ¢ TPeBOXHbIMU curHanusauuamu (DM14)
BBepeHue
B otnuuune ot mogenu npoxoga 10 (DM10), mogenb DM14 gonyckaeT NOCTAHOBKY CUCTEMbI
OXpaHHOM curHanusaumu (Mnu cuctemol IDS) Ha oxpaHy U CHATUE ee C oXpaHbl AnA
onpeaeneHHon obnactu NOCTaHOBKKU Ha oxpaHy. NMpoxoa DM14 TakKe MOXXHO HAaCTPOMWTb Tak,
yToDObI AeprKaTento KapTbl, CHUMAlOLWEMY CUCTEMY C OXPaHbl Ha 3TOM MPOXOAe,
npenocTaBnAncaA 4OCTYN NPU YCNOBUU, UTO y AepKaTensa KapTbl €CTb BCe OCTalnbHble
Tpebyemble paspelleHns Ha A0CTyn.
Mpouenypa HacTporku ana DM14 B pegaktope yCTPOUCTB M AMCNeTUYepe AManoroBbliX OKOH
BKMOUAET Crieaytoline 3agaum:
1. HacTtpowTte oblwue napameTpbl ANA UAEHTUDMUKALMW NPOXoaa U ero obnacTu NoCTaHOBKM
Ha OXpaHy.
2. HacTpoWlTe KOHKpEeTHble napameTpbl, UTOObl TOUHO HACTPOUTbL NMpoLEedypy CHATUA obnacTu
C OXpaHbl.
3. Onpepenute BXoAHble U BbIXOAHbIE CUIHaNbl cucTeMbl IDS B TepMMHanax npoxoaa
OBEPHOro KOHTponnepa.
4. BknouuTe paspelleHus Ha NOCTaHOBKY Ha OXpaHy/CHATME C oXpaHbl B MONHOMOUMWSA
[OoCTyna Tex BnagenbLeB KapT, KoTopble OyayT ynpaBnaTb npoxogamu DM 14.
BblnonHeHWe 3TUX 3agay ONMWCbIBAETCA B CNedyloLWmMx pa3genax.
O6wue napameTpbl
Ha nepsoi Bknagke, DM14a vnu DM14b, 3apavte cnenytowime napameTpbl.
2024-05]5.5.0 | Software manual Bosch Security Systems
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DevEdit - [System configuration]
File Edit View Windows 7

+ X |k oa > b HE

Blla - |2 &#q

B"E:E DMS DM 145  Alarm system Terminals
=-fa MAC
=B AMC 4-w-1* y
.j® DM 14a-1* ame : |FTYNERE
Description: |Dh 14a
Location: | Outside ~
Destination: | Outside k
Waiting time external access decision: EI 1/10 sec,
Division: | Cammon w
Arming area: |4 .
MapameTtp Tun OnucaHue
3HauYeHu
fa
Umna [Mpouse | MmA npoxoaa.
ONbHbIN
TEeKCT
OnucaHue [Mpouss | OnucaHune npoxoga
ONbHbIN
HeobA3a
TeNnbHbIN
TeKCT

MecTtononox | Cnucok | ObnacTtb gocTyna, B KOTOPOM pacrnonoXeH npoxomq.
eHue onpenen
€HHbIX
obnacte
",

ecnu
OHU
MCnonb3

yloTca

MecTo Cnucok |ObGnacTb AocTyna, B KOTOPY BeAeT Npoxon.
Ha3HaueHuAa |onpegen
€HHbIX
obnacrte
",

ecnu
OHH
MCMnonb3

yloTca
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Mapametp Tun OnucaHue
3HAUEeHHU
f

Moppaspene |Cnucok |lloapasgeneHue Unv apeHaaTop B CMCTEME ynpaBneHua 4OCTYNoM,

HUe onpenen | K KOTOPOMY OTHOCUTCA AaHHbIM Npoxog.

E€HHbIX

noppasza

eneHun

, ecnu

OHU

Mcnonb3

ytoTCA
Bpewms [ecaTtble | ECnu Bbl NOAKNIOUMNK BHELWLHIO cUcTeMy K knemmam AMC, utobbl
OXHUOAHUA nonu pelleHns o AoCTyrne NPUHUMANMUCh 3TOM CUCTEMOM, STOT NapameTp
peLleHua 0 | CEeKyHAbl | OTpaHWUMBaET BPEMA OXWAAHWA OTBETA OT BHELIHEN CUCTEMDI.
pocrtyne ot MpumeuaHue. PeweHne o goctyne TpebyeT BbINONHEHUA BCeX
BHeLIHEeWN YyCNOBUWK, onpefeneHHbiX B CUCTEME yNpaBneHWsa AOCTYNOM,
CUCTEMDbI HanpuMep NOMHOMOUMUMK AOCTYNa, BPEMEHHbIX MOAENEN U

nogpasaeneHuit (ecnu oHM UCNONb3yrTCA).
Mo ymMonuaHuio ycTaHOBNEHO 3HaueHue 0, T. e. 3TOT napameTp

UTHOPUpPYeTCA.
Ob6nacTtb Cnucok |bykBa, no kotopo#n npoxofbl DM14 rpynnupytotcs B obnactu
NOCTAaHOBKM |MPOMUC |MOCTAHOBKMW Ha OXPaHy.
Ha oXpaHy HbIX
OykB OT
ApoZ

MapameTpbl CUCTEMbI CUrHaNU3aLuuu

Ha BTOpo# BKNagke CUCTeMa CUrHanu3auum yCTaHOBUTE NepeuncreHHble HUXe napaMeTpsbi.
3TW NapameTpbl ONPeaensioT yueTHble aHHble U npoueaypy Ans cHATUA IDS ¢ oxpaHbl, a
CHATWE C OXpaHbl BNUAET Ha BCe MPOXOAbI B Npefenax ogHoM obnacTv NOoCTaHOBKKW Ha OXpaHy,
KaK onpeneneHo Ha NepBov BKNaaKe.
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DM 14b Alarm system Terminals

Authorizations

Name of disarming

Name of the arming

authorization:

authorization:

Description: Description:
Disarming Procedure
With card and keypad
(O By card alone

(® With card and keypad
(® Confirmation key + PIN code
(O By PIN code alone

(O By confirmation key alone

Automatic door cycle:

Arming and disarming

Output signal with a 1 sec pulse:

1. Press confirmation key '7'.

2. Press confirmation key 'Enter’ or #.
3. Present the card.

4. Enter PIN code.

5. Press confirmation key 'Enter’ or #.
6. The alarm system is disarmed.

7. The door is cycled automatically,

Confirmation can also be given by an input signal (e.g. from a
key switch).

MapameTp Tun OnucaHue
3HaueHusn
O6nacTtb «[TonHOMoOuUUA»
Umna Mpowusson | UmA, KoTopoe oTobparkaeTcsa B NPOTOKONax M oTyeTax, korga
MOMHOMOUMUM | bHbIN aepxxartenb KapTbl cCHUMaeT IDS ¢ oxpaHbl Ha 3TOM NMPOXOoAe.
Ha CHATHE C |TeKCT
OXpaHbl
Umna Mpownsson | MmA, KoTopoe oTobparkaeTcA B NPOTOKONax M oTyeTax, Korga
NMONMHOMOYMUM | bHbIN nepxxarenb KapTbl CTaBUT IDS Ha oxpaHy Ha 3TOM NMPOXOAe.
Ha TeKcT
NOCTAaHOBKY
Ha OXpaHy
OnucaHue Mpousson | OnMcaHMe NONMHOMOUMIM Ha MOCTAHOBKY Ha OXpaHy.
(ogHo anna bHbIW
KaXkablX HeobA3aT
NOMHOMOUUMW | €NbHbIN
) TeKCT
Obnactb «CHATHE C OXpaHbI»
Tonbko Mepeknto | BbibepuTe 3TOT BapuaHT, €CNU HY>KHO paspellmnTb cHATUe IDS ¢
KapTa yarenb OXpPaHbl C MOMOLLbIO NULLb KapTbl U cunTbiBaTENA OE3
NOMONHUTENBHON ayTEHTUDUKALUM.
Kapta u Mepeknto | BoibepuTe 3TOT BapUaHT, €CNKU HYXKHO, UToObl Ans cHATUA IDS ¢
KnaBuaTtypa |uaTenb OXpaHbl HY>XHO DbINO NPeabABUTL KapTy CUMTbIBATENO U NMPONUTH
OOMNONMHUTENBHYIO ayTEHTU(UKALMIO C MOMOLLbIO KNaBWaTypbl
CuMuTbIBaTen .

Bosch Security Systems
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Mapametp Tun OnucaHue
3HaueHuA

Mpouenypa ayTeHTUMKALUW U CHATUA C OXPaHbl YTOUHAETCA

cnepyrowmMMn 4ONONHUTENBbHBIMU NapamMmeTpamu:
Kniou Mepeknto |[depxxatenu KapT AONXKHbl UCNONb30BaTb ANA ayTEHTUUKALMK
noarsepae |uatenb CBOI KapTy, Kntou noatrsepxaeHna n PIN-koa.
HuA + PIN-
Kop,
Tonbko PIN- |lepeknto |[Lepxatenun KapT AONXKHbl MCNONb30BaTb ANA ayTeHTUdUKALUK
Kon yartenb cBoto KapTy u PIN-kog.
Tonbko Mepeknto |[depxxatenu KapT AONXKHbI MCNONb30BaTb ANA ayTEHTUDUKALKUK
Kniou yarenb CBOI KapTy W KNOU NOATBEPXKAEHUA.
nopTBepxae
HUA
ABTomatuue | Dnaxxok |YcTaHOBUTE 3TOT (PNAXKOK, €CIM NOCNe CHATUA C OXPaHbl JOMKEH
CKUI UKD ObITb BbIMOMHEH LWKN yNpaBneHWs 3aMKOM ABepPU, UTobbl
ABepH nepxatenb KapTbl MOT BOMTU OAHOBPEMEHHO CO CHATUEM C

OXpaHbl.

MpumeuaHue. LIMKN ynpaBneHua 3aMKOM OyaeT BbIMOMHEH,
TONbKO €CNU Yy AepxKaTena KapTbl TakXKe ecTb pa3pelleHre Ha
[OCTYN uepes 3Ty ABEPD.

O6nactb «lMpoueaypa»

B 3aBMCMMOCTHM OT NapamMeTpoB, 3afaHHbIX B 06nactu CHATHE € oXpaHbl, B 3TOW obnactu
oTobpaxkaeTtca cTaHaapTHaA npoueaypa Ansa cHATUA IDS ¢ oxpaHbl. CoobuwmTe 3Ty npouenypy
BnazenbLamM KapT, KoTopble byayT ucnonb3osatb npoxoabl DM14 B aToM obnactu
NOCTAHOBKM Ha OXpaHy.

Ob6nacTtb «locTaHOBKa Ha OXpaHy U CHATUE C OXPaHbI»

BbixogHOWM
CUrHan c
MMNYNbCOM
1c

dnaxok

YcTaHOBWTE 3TOT oNIaXKOK, €CMNU Bbl UCMOMNb3yeTe OXPaHHYH
naHenb B-Series unu G-Series komnaHuu Bosch. B atom cnyuae
Ha BblXxof DyaeT nofaBaTbCA He MOCTOAHHbINM YPOBEHb «1»
(nocTtaBUTb Ha oxpaHy) Mnu «0» (CHATb C OXPaHbl), @ OOMHOUHbIN
UMMYNbC ANA NepeKntoUYeHns COCTOAHMA NMOCTAaHOBKU Ha OXpaHy
oxpaHAeMoM obnacTtu, oTHOCALLENCA K npoxoay.

KnemMbl ABepHOro KoHTponnepa
Ytobbl ansa npoxoaa DM14 MOXHO ObiNno BbIMOMHATL MOCTAHOBKY HAa OXPaHy U CHATHE C
OXpaHbl, HeobXxoAMMO onpeaenuTb UCNOoNb3yeMble BXOAHbIE U BbIXOAHble curHanbl IDS ans

COOTBETCTBYIOLWMX KNEMM ABEPHOro KOHTPOepa npoxoaa.
3710 gencTBue TpebyeTcsa BbIMONHUTL OOMH pa3 ANnA KaO4oro KOHTponnepa ¢ Npoxoaamu
DM14. Bce octanbHblie npoxoabl DM14, koTopble Bbl NOC/e 3TOr0 onpeaenuTe Ha 3TOM Xe

KOHTpONNnepe n ero nnatax pacwmnpeHuna, 6y,qu HacnenoBaTb CUrHanbl 3Toro obuero

KOHTponnepa.

CurHanbl no YMONMYaHUKO ONMUCaHbl B cneuyrou.leﬁ Tabnuue.
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CurHan Bxoa (OnucaHue

BbIXO

IDS nocraBneHa | Bxoa | IDS noctaBneHa Ha oxpaHy Ans AaHHOW OXpaHAeMoMn obnacTw.

Ha OXpaHy
IDS rotoBa K Bxog | HM ogHa Touka IDS He HaxoguUTCA B COCTOAHMM HEUMCNPABHOCTH
NOCTaHOBKE Ha (pa3oMKHyTa UNKU He roToBa).

OXpaHy

MocTtaButb IDS | Bxop | 3anpoc noctaHoBKM IDS Ha oxpaHy.
Ha OXpaHy

KHonka 3anpoca | Bxog
Ha Bbixog (REX)

PurenbHbIn Bxop | JaTuuK, KOHTPONUPYIOLMM 3aCOB ABEPH.

[aTuMK

Oatumnk Bxopn | ObHapy»keHO BCKpbITUE KOopnyca.

BCKPbITUA

Kopnyca

MopaBneHune Bxop | MopaBneHWe TpeBOrn Ha ykasaHHO€ LOMNOMHUTENbHOE KOMMUECTBO
TPeBOru nNpu CceKyHz, ecnu curian REX nogaH [eTeKTopoM ABUXKEHHMA.
HeaBTOPU30BaH MopgpobHee cM. B pa3gene o yHKUMKU WYyHTMpoBaHMA REX.

HOM OTKPbITUH

PasbnokupoBaTt | Bbix | PazbnokvpoBaTtb ¥ CHOBa 3abNOKMpPOBaTb MEXaHW3M ABepH, UuTobbl
b ABEepb on | paspelunTb AOCTynm.

MoctaHoBka IDS | Bbix | [locTaBUTb Ha OXpaHy MNKU CHATb C oXpaHbl IDS B 3aBUCMMOCTU OT
Ha oXpaHy oL |ee TeKyLlero coctoAHuaA (nepekntoueHune).

MopknioueHue Bbix | AKTUBMpPOBaHUE KaMepbl, COGJJ,VIHEHHOVI C nNpoxoaom.
KamMepbl on

UcTtekno makc. Bbix |[lBepb yaepxuBaeTcs OTKPbITOM UMK cMcTeMa npeanonaraet, uto
BpemMs Of, | MpoM30LWNo HapylweHne 6e30nacHOCTU ABEPHU.

OTKPbITUA
ABepU

nnu
HapyweHa
6e3onacHocTb
ABepU

Mpoueaypa Ha3HaUeHUA CUTHANOB KNneMMam

1.  OTKkpouTe 3-10 BKNaaky TepMuHanbl.

— B Tabnuue otobpaxatoTcsa TepMUHaNbl 4BEPHOIrO KOHTPONNepa AaHHOIO MPOXOAaA, a TaKkXe
nobbIX NNaT paclMpeHns 3TOro KoOHTponepa.
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DevEdit - [System configuration]

|2 & # q

File Edit View Windows 7
X|I<1 4 » bpl B |3|L‘l
B"EE DMS
=g MAC

253 AMC 4-W-1%
&g DM 14a-1*
. r’ Door-1*
!-§_§| WIETK Reader-1*

DM 14a  Alarm system Terminals

Signal allocation of "AMC 4-W-1' with & signal pairing

Board | T. | Entrance Input gignal Entrance Output signal
AMC 44041 01 DM 14a-1 Door contact DM 14a-1 Release door
AMC 4401 02 DM 14a-1 IDS armed DM 14a-1 Aming IDS
AMC 44941 03 DM 14a-1 IDS ready to arm

AMEC 4401 04 DM 14a-1 Arm IDS

AMC 4401 05

AMC 44041 06

AMC 44041 o7

AMC 441 0s

2. BbibepuTe CTPOKY, COOTBETCTBYIOLLYIO TEPMUHANY, KOTOPYIO Bbl XOTUTE UCMONb30BaThb AN

BXOOHOIO CUrHana.

3. B cooTtBeTcTBYOLLEN AUENKe cToNnOUa BxogHow curHan Bbibepute Tpebyemblin curHan ms
packpblBatolieroca cnucka. ObpaTtute BHUMaHWe, UTo B CMCKe 0TobpaxkatoTcs TONbKO
ellle He HasHaueHHble CUTHanbI.

4. TloBTopuTe Npeabiaylive waru, utobbl 406aBUTL NtoObIE ApPYyrue BXOAHbIE CUTHamMbI,
HeobxoAuMble ANA AaHHOTo NMpoxoaa.

5. T[oBTOpHTe 3Ty NpoLEAypPY CTONbKO pas, CKOMbKO HYXHO, uTobbl 40baBWUTb Ntobble
TpebyeMble BbIXxoAHble CUTHanbl B cTonbel, BoIxogHOW cUrHan.

OnpepneneHue NONHOMOYMIA ANA NOCTAaHOBKM Ha OXpPaHYy U CHATUA C OXpPaHbl NPOoXoAoB

DM14

Mocne co3gaHuA npoxoga DM14 B penakTtope yCTPOMCTB 3TOT NPOX0oA CTAHOBWUTCA AOCTYyMNeH
[ONA BKNOYEHWUA B NMOMHOMOUMA AOCTYyNa.

1. B aucnetuepe AManoroBbiX OKOH nepenaute K:

- naBHOe MeHIO > CUCTeMHbIe AaHHble > NlonHoMouuA > BKknaaka: NMocTaHOBKa Ha

OXpaHy U3BeljaTene BTOPXKEHUA

2. 3arpysuTe cylwecTBylLllMe NONTHOMOYMA AOCTYyNa B AMANTIOrOBOE OKHO UMK HaXXMUTe

3HAuUOoK [gr) (Cospatb), utobbl CO3aTh HOBbIE.

3. Hangute Tpebyembint npoxoa DM14 B cnucke U ycTaHoBUTe chnaxkku NMoctaBneH Ha
oxpaHy 1 (Mnu) CHAT C OXpaHbl.

« Main menu

% Autherizations
26 Access profiles

{% Areas

[;BD‘] « 4 =

Authorization name: ‘Tgsmum
Description: ‘
Time model: 111470530,1530 +630 1530 : Commen

Inactivity limit: J (No entry)

2w

Division:

MAC: | MAC MAC-1 Common

B
Attention: Authorization will be withdrawn after being
unused for the specified period

Entrance ] Time management] Elevator I OTIS elevator l Parking lot  Arming intrusion detection IPagaSys I

Name
Reset areas

| Description | From To | Armed | Disarmed | Division

unknown il

3

M. Random screening

4. HaxmuTe 3HAUOK

il

oM 14a QOutside of the system Qutside of the system Iv v Common

(CoxpaHuTb), uTODObI COXPaHWTb MOMHOMOUMA AOCTyNa C

BbIOpPaHHbIMKU paspeLleHUsaMHU.

5. HasHaubTe 3T NOMHOMOUMA LOCTYNa AepXaTenAaM KapT, KOTOpble AO/MKHbI YNpaBniAaTb

npoxogamu DM 14.
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16.6.3

16.6.4

Moaynu DIP u DOP (DM15)

Co3paHue mopgenu npoxopa 15.
JTa MoAenb Npoxofa npeanaraeT He3aBUCUMble BXOAHbIE WU BbIXOAHbIE CUTHAnNbI.

Setlings

Entrance model: B[

Maw. number outputs/ auhorizations: |2 40
Mumber of DIPs finputs) of 0t |0 =

Mumber of DOPs [outputs] of 2: [0 =

Ecnu npvHMMaroTcA BCe MHTePMdEeNChl CuMTbiBaTENEN, JaHHaA MOJeNb NPoxoaa CTaHOBUTCA
OOCTYMHOW. DTy MOAENb NPOXoAa MOXHO ONpeaenunTb, ecnu cBoboaHbl XoTA Obl ABa CUrHana.

[aHHy0 Mofenb Npoxoaa HeBO3MOXHO HasHauute AMC ¢ nudptamu (Mogenb 07) unu
aBTocTofAHkamu (Mopenb 05c).

Mopaenb npoxoga 15
Bo3MOXHble CUTHamMbl: 3TM UMEHA MO YMONUYAHUID MOXHO nepesanucaTb.

BxopHou curHan BbixogHOW curHan
DIP DOP

DIP-1 DOP-1

DIP-63 DOP-63

B oTnuuure ot Apyrux moaeneu asepen, moaenb npoxoaa 15 ynpaenaer Bce elle CBOOOAHBIMMU
BXOAHbIMW U BbIXOAHbIMW CUTHaANamMu KOHTpoOnnepa 1 nepegaeT UX Kak BXOJAHbIE CUrHaNbI
obLllero HasHaueH1A U BbIXO[Hble CUTHanNbl be3 HanpsAXKeHWA B pacnopsKeHWe BCeW CUCTEMbI.
B oTnnumMe oT BbIXOAHbIX KOHTAKTOB APYrMX MoAenen ABepen, BbIXOAHbIE KOHTaKTbl MOAenm
npoxoda 15 MOXHO NpocmatpMBaTth Mo OTAENbHOCTU B pefakTope yCTPOMUCTB.

BoccraHoBneHue mopynei DOP nocne nepesanycka

Mpu nepesanycke koHTponnepa MAC nnu AMC 3HaueHWsa COCTOAHMUM NOAUMHEHHbIX MOAYNen
DOP, kak npaBuno, cbpacbiBaloTCsA 4O 3HaUeHWs No ymonuaHuio O (Hynb).

UtobObl rapaHTMpoBaTbh, UTO NpK nepesanycke 3HaueHne DOP Bcerga cbpaceiBaetca fo
nocneaHero HasHauYeHHoOro emy BPYUHYH COCTOAHMUA, BbibepuTe DOP B fepeBe YCTPOWCTB U
ycTaHoBUTe COXpPaHATb COCTOAHUE B [MTAaBHOM OKHe.

Mopenu aBepei-noByLwiek

Co3paHue NOoBYLUKHU

Mopenu npoxoga 01 1 03 MOXXHO MCMONBb30BaATb KaK «MOBYLKW», UTOObI pasgenutb 4OCTynN
BnagenbueB KapT. C nomouwbto dnaxkka MapameTpbl NOBYLIKWU MOXHO cAenarb AOCTYMHbIMU
HeobXxoaMMble [LONONHUTENbHbIE CUTHANbI.
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New entrance

Settings

Entrance modsl: [DM 0a: Common daor with enty and exit reader -~

Maz. number outputs/auhorizations: |8/ 0 ¥ Mantrap option

MoXHO KOMBWHUpOBaTb Bce TMNbl Mogenern 01 u 03, HO 3TOT NapaMeTp credyeT 3aAaTh Ha
oboux npoxonax, NpUHagNexalinux K JaHHOW NOBYLIKE.

Hapaay ¢ obbluHbIMWM Ha3HAUEHUAMK CUrHaNoOB ANA AaHHOW MOAENU ABEpewn, AN napameTpoB
NOBYLIKKU TpebyoTca 4ONONHUTENbHbIE COOCTBEHHbIE HAa3HAUEHWUA CUIHAMNOB.

MpuMep: NnoBylWKa Ha OAHOM KOHTponnepe

TypHUKeTbl — Hanbonee pacnpocTpaHeHHble CPeAcTBa pa3nenunTb AOCTYN BnagensLes Kapt. B
crnepywoLmMx NnpumMepax UCnonb3ayetcs Mmoaenb ABeper 3a (TYpHUKET CO CUMTbIBATENEM Ha
BXO[€E W BbIXOAE).

KoHdu1rypauua nosyLiku ¢ AByMs TypHuketamu (DM 03a):

L o e Turnstile in rest position (door inside)

outside) \

HPY

I
1]

| Passage locked (door outside) \\

L~ Passage locked (door inside)
=

I

al;

Release tumstile entrance (door

Release tumstile entrance (door
outsida)

| Inside)

L
no

£

\

| Release tumstile axit (door outside) _ﬁ Release tumstile axit (door inskde)

b DY

i

I

Door lock of opposite direction (door Door lock of opposite direction (door

Cut| | Out In
Rdrd 5} 5 Rdr3
1(2 [1 1 1 1121 (1

24 12 L
2Py
no

L]

outsida) Inside)
{potentialfree, normally - (potentialfree, normally
closed) ﬁx 5//‘ closed)

a'h e

] [
|cn"“r

L

Alarm masking (door outside) Hﬁ Alarm masking (door inside)

A\

\
| Wl
ol ]

1"/;{F

| £7 moseH | | 27 moscH ] X | &7 MOSEH |

Inbound reader Qutbound reader Inbound reader QOutbound reader
Door outside Door outside Door inside Door inside
Outside Mantrap Inside

[TogkntoueHue K ABEPHbLIM 3aMKaM AnA O6paTHOF0 HanpaBeHWA rapaHTUpPyeT, UTO TO/TbKO
OOWH N3 TYPHUKETOB MOXET ObITb OTKPbIT B KaXkObl MOMEHT BPEMEHMU.
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3ameuaHue!

BbixogHble curHanbl 3 v 7 4OMKHbI OblTb 33aHbl Kak NOTeHLUManbHO cBoboAHbIe (peXnm C
"CYXUM" KOHTaKTOM)

CurHan «3anvpaHue ABepu B MNPOTUBOMOMOXHOM HanpaBneHUU» aKTUBUPYETCA MpHU
3HaueHun 0. OH Ucnonb3yeTca ANA «kHOPMaNbHO 3aKPbITbIX» BbIXO40B 3 U 7.

Mpumep: noByLWKa Ha ABYX KOHTponnepax
KoHdurypaums nosylku c AByma TypHukeTamu (DM 03a), pacnpeneneHHbIMU Mexay AByMSA
KOHTpONNepamu.

L[ EF L L 1 L L L I L L L L L L
£ipy Py £ipy o Py
ng | o g | g I ng | o ng| o
A

|
o
AMC2 4R4 (outside) C2 4R4 (inside)

Out | [Out Al [Out| [Out A+ |Out] |Out Out | [Out
Rdr1 1|2 || a2 3 |4 Rart | [ 1|12 || Rar 3 ||a
12| f 1 u 12 N p 1 121 1 u 12 1 u

i | Door lock of | Door lock of 1
opposite opposite
direction : direction
(potential Turnstile (potential
free, in rest free,
normally position normally
closad) closad)
Rel Alarm Release Alarm
tumstile masking tumstile masking
entrance Release entrance Release
tumstile turnstile
exit axit

x| [[Fx I

= HOSCH 1 BOSCH 7 BASCH
Inbound reader Outbound reader Inbound reader Outbound reader
Door outside Doar outside Door inside Door inside

Outside Mantrap Inside

MopgKntoueHWe K ABEPHbIM 3aMKaM AN 00paTHOro HanpaBneHWUs rapaHTUPYET, UTO TONMbKO

OOWH U3 TYPHUKETOB MOXET OblTb OTKpPbIT B Ka)K,D,blﬁ MOMEHT BPEMEHMW.

3ameuaHue!

BbIXoAHOM curHan 3 omKkeH bbiTb HACTPOEH Kak becrnoTeHUManbHbli (PEXUM C «CYyXUM»
KOHTaKTOM).

CurHan «3anvpaHue ABepU B NPOTUBOMOMOXHOM HanpaBleHWW» aKTUBUPYETCA NpPU
3HaueHuu 0. OH Ucnonb3yeTca ANd «HOpPManbHO 3aKPbITOro» Bbixoda 3.

16.7 OBepwu:

Bknapka: aBepb

MapameTp Bo3mMoXHble OnucaHue
3HaueHusnA
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Uma

AndaBHUTHO-
LM poBoe 3HaUEHME,
0o 16 cumBonoB

CreHepupoBaHHOE 3HaUYeHUe Mo yMOnuaHuo
MOJEeT OblTb 3aMeHEHO YHUKaANbHbIM UMEHEM.

OnucaHue

AndaBuTHO-
UMDPOBOE 3HAUEHMUE,
0o 255 cumBonos

[MogpasgeneHue

MNMoppaspeneHue no
YMOMUYaHUIO —
«Obuwee»

MpuMeHAeTCHA TONbKO B TOM cliyuyae, ecru
dyHKUMA MoapaspeneHua NULEH3UPOBaHa.

Tonbko ansa moaenen asepen 01

n 03, ecnu HacTpoeHa noByLlKa:

DYHKLMA NOBYLIKH

0 = oTkntoueHo
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

NoBylUKa cyLecTByeT, eCnu aBe
obbeguHeHHble ABEPU UCMONb3YIOT MOAENb
nsepent 01 unu 03. AKTUBUPYHTE NapameTpbl
NOBYLLKKU AnA obeux asepei. Ona gaHHbIX
ABepeMn Takxe noTpebyeTtca cneuuanbHan
h1snueckan nposoaKa.

Bknapgka: napameTpbl

MapameTtp

Bo3MoOXHble
3HaueHus

3amMmeuaHuna

Cospatb cooblieHue
ONA OTKpPbITUA/
3aKpbITHA

0 = chnaXKoK CHAT
1 = pnaxkok
YCTaHOBIEH.

0 = Korga ABepb oTKpbiBaeTcs (oTBOpAETCA OT
[BEPHOMN pambl Ha onpeaeneHHbIM yron) unu
3aKpbiBaeTcA (MOMHOCTbIO (UMKCUPYETCA B
[ABepHOM pame), cooblieHUA He co3patoTcA.

1 = B )XypHane cobbITUI co3paroTca
COOTBETCTBYIOLME COODLIEHHA.

[lBepb ycTaHOBNEHa B
PYUHOMN PEXUM

0 = chnaXKoK CHAT
1 = pnaxkok
YCTaHOBINEH.

0 = ABepb HaxXoOMTCA B HOPManbHOM pexume
(no ymonuaHuio), To eCTb KOHTPOMb AOCTyna
OCyLLeCTBNAET BCA CUCTEMA.

1 = ABepb UCKNIOUEHA M3 CUCTEMDI
ynpaBneHus goctynom. [laHHasA ABepb He
KOHTpONuMpyeTcA, U cooblieHna co3aaBaTbea
He OyayT. Ee MOXHO 3anepeTb UK OTnepeTb
TONbKO BPYUYHYto. Bce octanbHble napameTpbl
ONA 3TOW ABEPU BbIK/IOUEHDI.

3T0T NnapameTp HeobxoAMMO OTAENbHO 3a4aThb
ONA ABEPU U CuMTbIBaTenNsA.

Pexxum asepu

0 =[Bepb B
HOPManbHOM pexume

1 = [1Bepb OTKpbITa
2 = [1Bepb
pasbnokupoBaHa B
3aBUCUMOCTH OT
MOZEeNn BPEMEHH

0 = 0OblUHbIW peXxUm (Mo yMONnUuaHuo) —
aBepb bnokupyeTtca U pasbnokupyetcs B
3aBMCUMMOCTH OT MpaB AOCTyna yUeTHbIX
[OaHHbIX.

1 = pasbnoknMpoBaTtb Ha ANUTENbHbIN
nepuoa — KOHTPONb A0CTyNa Ha 3TOT nepuon
byoeT NnpuocTaHoBNEH.
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3 = [1Bepb
OTKpbIBaeTCcA B
3aBUCUMOCTH OT
MOAENU BPEMEHMU
nocne nepeoro
npoxopa

5 = [1Bepb NOCTOAHHO
3abnoknpoBaHa
6 = [1Bepb
3abnokupoBaHa B
3aBMCUMOCTH OT
MOAENU BPEMEHMU

2 = pasbnoknMpoBaTb Ha Nepuos BPEMEHH,
onpeaeneHHbIM Mo BPEMEHHOW MOAENU.
KoHTponb AocTyna Ha 3ToT nepuop,
npuocTaHaBNMBaETCH.

3 = 3abnoKMpoBaHO, NOKA BpeMeHHas
MOALEeNb aKTUBHa, 4O Tex Nop, noka nepeoe
NWLO He NonyuuT aocTtyn. MNocne aToro ABepb
OTKpbITa, MOKA aKTUBHA BPeEMEHHas MOAENb.
5 = 3abnokupoBaHa (MCKNtoOUeHa U3 CUCTEMDI
yrnpaBneHua AOCTYyNnoMm) A0 Tex Nop, Noka He
Oynet pasbnoknpoBaHa BPYUHYHO.

6 = 3abnokupoBaHa (MCKNtoUeHa U3 CUCTEMDbI
yrnpaBneHWa AOCTYNoM) noka aencreyeT
BpeMeHHaA Mofenb. YnpaBneHue ABEPbIO
OTCYTCTBYET, iBEPb HENb3A WUCMNONb30BaTb,
noka fencTByeT BpeMeHHanA Moaerb.

BpemeHHasa mogensb

OoAHa U3 OOCTYMHbIX
BPEMEHHDbIX Moaenew

BpemeHHasa Moaenb AnA BpeMeHU
OTKpbIBaHWA aABepu. Ecnu BbibpaHbl mogenu
nsepew 2, 3,4, 6 U 7, 4OCTYNHO none cnucka
ONA Modenen BPpeMEHMU.

TpebyeTtca BbIOpaTb BpeMeHHYO MOAENb.

MakcumanbHasn 0-9999 MakcuManbHasa ANUTEeNbHOCTb CUTHana
ONUTENbHOCTb pas3bnoknpoBku. EQMHMLA M3MepeHHUa —
umMmnynbca ans 1/10 c. 3HaueHus no ymonuaHuto: 50 ana
[BEPHON 3allenKu: nsepent, 10 ana BpalwaromMxca asepen
(mogenb asepu 03) 1 200 anA wnarbaymos
(mopenu neepen 05c¢ mnm 09c).
MuHUManbHan 0-9999 MuWHKWUManbHaA ANUTENbHOCTb CUTHana
ONUTENbHOCTb pa3bnokuposku B 1/10 cek. 3HaueHUe No
umMmnynbca ans ymonuaHuto — 10.
[BEPHON 3allenKu:
lMpenBapuTenoHoe 0-9999 [lononHWTenbHoe nogaBneHue TPeBoru
noaaBneHne TPEBOTH nepea VMMNynbCOM ANA ABEPHOMN 3aLLenKu.
($PARAMETER WAITEMA)
B peokux cnyuyasx, Korga oBepHan 3allenka
pearvpyeTr MeffieHHee, UeM CUTHan OXpaHHOM
TPEBOMM, MOXXHO BPEMEHHO NOAABUTb CUIHAnN
TpeBoru, npexane 4yem oTnpaBUTb Ha ABEPb
CUrHan pasbnoKUpPoBKH.
EavHuua nameperna — 1/10 cex. 3HaueHue
no ymonuyauuto — 0.
3HaueHue 20, paBHOe 2 ceKyHAam, obblUHO
ABNAETCA AOCTATOUHbIM AaXXe ANA OUeHb
MeaeHHOW ABEPU.
Mocnepytowee 0-9999 [lononHuTenbHoe nogaBneHne TPeBOru

nogaBneHuWe TpeBoru

nocne vMnNynbca Ans ABEPHON 3aLLENKU.
($PARAMETER OPENINRT)
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Mocne NPoxXoXaeHUsa UMNynbca AnA ABePHOM
3auenku (curHana pasbnoKMpoBKK) B
TeueHue onpeaeneHHoOro BpeMeHu ABepb
MOXHO OTKPbITb b6e3 cpabartbiBaHWA TPEBOTH.

EomMHuua nsmepennsa — 1/10 c. 3HaueHue no
ymonuanuto — 0.

Pexxum nBepHoM
3alenKku

3anuch B none
crnucka

0 = KHonka REX (3anpoc Ha Bbixon)
OTK/IOUAEeTCA Mocne BpeMEeHU aKkTUBaLMu

1 = KHonka REX (3anpoc Ha Bbixoa)
OTK/MOUaEeTCA MITHOBEHHO (= MO YMOMUaHUIo)

[BepHOM aaTumk
npucyTcTByeT

0 = oTKNtOUEHO
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

0 = y OBepy HeT [BEPHOr0 KOHTaKTa

1 =y ABEPU eCTb OBEPHOMN KOHTAKT.
3aMKHYTbIM KOHTaKT 00bIUHO O3HAUaeT, UTo
OBepb 3aKpbITa. (= N0 YyMONUaHUIO)

PurenbHbi gatumk
npucyTcTeyeT

0 = oTKNtoUeHO
(dbna>kok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBINEH)

0 (no ymonuaHuto) = y ABEPU HET PUTreNbHOro
Jatunka

1 =y ABepu ecTb pUrenbHbIN OATUMK.
CooblueHWe cospaeTcs, Korga ABepb 3anepTta
Mnu oTnepTa.

PaclivpeHHoe BpemA
OTKPbITUA ABEPHU
(ona nHBanuoos)

0 = oTKNOUEHO
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

0 = curHan pasbnokUpoBKKU UMeET
CTaHOAPTHYH NPOAOMKUTENbHOCTb, KOTOPan
3afaeTcA napameTpomM aBepu «Makc. Bpems
aKTUBaLMKU DNOKUPOBKU», T. €.
NPOAOMKMUTENBHOCTb UMMYNbCa ANA ABEPHOM
3alenku.

1 (Mo yMOnuaHUIo) = NPOAOMIKUTENBHOCTD
cUrHana pasbnokMpPOoOBKU YMHOXKAETCA Ha
KoappULMEHT, 3aaaHHbIM NnapameTpom MAC
«BpemeHHOM haKTOp ANA nuy c
OrpaHMUEeHHbIMU (PU3UUECKUMHU
BO3MOXHOCTAMM» (BKNnagka Obwme
HACTPOMKM AoCTYyna).

3HaueHue 0 gnA atoro napametpa MAC
OTK/MIOUAET NPOANEHNE BPEMEHN OTKPbITUA
nBepu.

Bknagka: 6e3onacHocTb oBepeu

Mapametp Bo3MoOXHble 3ameuaHun
3HaueHun
Co3paBartb 0 = oTKNOUEHO 0 = HeT coobLeHW 0 BTOPXKEHUH. DTO

coobuieHune anna
COCTOAHMA «[lBepb
OTKpbITa
NPUHYOUTENBHO»

(donaxkok cHAT)
1 = BKNOUEHO
(cbnaxkok
YCTaHOBIEH)

nonesHo, ecnv ABepb MOXeT CBOOOAHO
OTKPbIBATbCA U3HYTPMU.

1 = (Mo yMONuaHU1I0) NpU HEaBTOPMU30BAHHOM
OTKPbITUM, a 3aTeM MOCNEe 3aKPbITUA
OTNpPaBnATCA COObLIEeHHA.
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16.7.1

nogaB/ieHUA TPEBOIU
Npu COCTOAHUM
«[lBepb OTKpbITa
NPUHYOUTENBHO»

CospgaBatb 0-9999 Ecnu nBepb ocTaeTca OTKPbITOM Mo
coobuleHune ans MCTEUEHWWN 3TOrO BPEMEHMU, OTNPaBNAETCA
cocTofAHUA «[Bepb coobuleHne, npedynpexapatollee, uto ABEPb
AEPXKNUTCA OTKPbITOM» OoCTaeTcs OTKPbITOW CNULWKOM AONTO.
yepes: EavHuua nameperdna — 1/10 c. 3HaueHue no
ymonuaHuto — 300.
0 = 6e3 TanM-ayTa, 6e3 coobLeHUN.
MpogneHue 0-9999 Mcnonb3ayetcs B PYHKLUMU «lIYHT REX»:

EavHuua nameperna — 1/10 c. 3HaueHue no
ymonuaHuto — 0.

Ecnu nocne nonyueHua curHana REX ot
JeTeKTopa ABWXEeHUA ABepb 3aKpblBaeTcA B
TeueHue 3TOro NPoMeXyTka BpeMEeHHU, TO
obbluHOe coobueHne Unauthorized
opening of door N 3amMeHAeTcA
coobuieHnem Door N opened (in alarm
suppression mode),

roe N — 3To Homep OBepH.

Co3spgaBatb
NOKanbHbIA CUTHAN
Tpesoru Ans

0 = oTKNOUYEHO
(bnaxkok cHAT)
1 = BKNOUEHO

MpenBapuTenbHblie YCNOBUA: NaXokK
«Co3paBaTtb coobuieHne anA COCTOAHUA
«[lBepb OTKPbITa NPUHYAUTENBHO» B 3TOM

NOKanbHbIA CUrHAnN
TpeBoru ans
cocToAHMUA «[Bepb
AEPXKNUTCA OTKPbITOM»
nocne:

cocTofAHuA «[lBepb (cbnaxkok [ManoroBOM OKHe yCTaHOBMEH (CM. Bbille).
OTKpbITa YyCTaHOB/EH) 0 = (N0 YMOMUaHWIO) CUUTbIBaTENH,
NPUHYOUTENBHO» NMOAKMNOUEHHbIE K 3TOW ABEPU, HE nogaroT
NOKanbHbIA CUTHAN TPEBOTW.
1 = cunTbIBaTENM, NOAKNIOUEHHbIE K 3TOM
OBepM, NOAAlOT NoKanbHbIM CUTHAN TPEBOTH,
€eCnu ABepb OTKPbIBAeTCA NPUHYOUTENbHO.
CospaBarb 0-9999 Ecnu oBepb ocTaeTcA OTKPbITOM Mo

WUCTEUEHWU 3TOFO BPEMEHMU, CUMUTbIBATENMU,
NMOAKMNOUEHHbIE K 3TOM ABEepHU, nogatoT
NOKanbHbIA CUTHAN TPEBOTU.

EauvHuua nameperdna — 1/10 c.

0 = (N0 ymMoOnuaHuI0) NoKanbHbIA CUTHAnN
TPEBOrM He nogaeTcsa.

WyHT REX

BBepeHue

Ha npoxopaax, roe HeT yrpo3bl 6€30NacHOCTM NpU OTKPbIBaHWW ABEPEN BPYUHYO U3HYTPH,
[eTeKTop ABMXXEHWUA UacTo 3amMeHsAeT cobol kHonky REX ans pasbnokuposaHua asepu. [AnA

Takux cueHapveB B ACS npelyCMOTPEH MPOCTON cnocob yBeNMUuTb NpoAoNKUTENBHOCTb
curHana REX oT geTektopa ABUXXEHUA C OAHOBPEMEHHbIM LYHTUPOBaHWEM (NoAaBneHuem)

Door forced open TPEBOIMU.

3Ta yHKUMA HasbiBaeTCcA «WYHT REX».
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Kor,qa 3Ta (byHKLlMFl adKTUBHa, AepXXaTenn KapT, BbiIXxoaAlwne yepe3 ABepun B TeueHune ,CleVICTBMH
LUYHTUPOBAHWA, CO30al0T cobbiTHe AocCTyna
Door N opened (in alarm suppression mode), a He

Unauthorized opening of door N.

3ameuaHue!

LyHT REX B coueTaHnn C NOCTaBNEHHbIMK Ha OXPaHy CUCTEMAMU AEeTEKTOPOB BTOPXKEHUA
dyHKUMA WyHTUpoBaHnA REX nogaBnaeT TpeBoru B TeueHWe BPEMEHMU, 3alaHHOro B
napameTpe

Penaktop yctpomncTts > ... > iBepb > BKNagka besonacHocTb aBepu > NMpopneHue
noAaBNeHUA TPEBOTrU NPU COCTOAHUU «[JBepb OTKPbITa NPUHYAUTENbHOY,

He3aBMCKMMO OT TOro, NOCTaBNeHa NM B AaHHbI MOMEHT 3Ta ABEPb HA OXPaHy B COCTaBe
cUCTEMbl OOHaAPYXXEHUA BTOPXKEHMUA.

MpepnBapuTenbHblie TpeboBaHUA

—  HactpauBatoTca asepwu cneaytowmnx tunos: 01a, 01b, O1c, 03a, 03b, 03c, 10a, 10b, 10e,
14a, 14b

- ®wusnueckas ABepb OCHALLAETCA AATUMKOM ABUXKEHMA, a He KHoNKoW REX ans
pa3bnoknpoBKK ABEPU. YCTAHOBUTE MPOAOIIKUTENBHOCTb CUTHaNa oT AeTeKTopa
NBUXEHWUA MO KpanHen Mepe Ha 1 cekyHay.

MyTb K AUANOroBOMY OKHY

— TnaBHoe meHI0 > KoHdurypauusa > [laHHble yCTPOMNCTBaA

—  BIS KoHdhurypartop > NMogknioueHusn > [laHHble yCTpoMCTBa

Mpoueaypa

1. B pepaktope yCTPOWCTB NepenanTe K Hy>XHOMY Npoxoay (HenocpeactBeHHOMY
[ouepHeMY y3ny KOHTponnepa ABepu).

2. Ha Bknagke TepMuHanbl Npoxoaa Co3[anTe HOBbIM BXOAALIMIK CUTHAN TUNa

Suppress alarm from unauthorized opening

[

BbibepuTe ABepb, HaXOOALYKCA B HY)KHOM Mpoxoae

3.  Haxmurte (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUMN.

.

5. Ha Bknagke BesonacHOCTb AiBepU 3TOW ABepU 3aalTe 3HaueHWe napamMmeTpa
MpoaneHue noaaBneHUA TPEBOTU NPU COCTOAHUMU «[JBepb OTKPbITa NPUHYAUTENbHO»

—  3HaueHue 3a0aeTcA B AECATbIX AONAX CEKYHAbI.

—  3HaueHue no ymonuaHuio — 0. To ecTb N0 YMONUaHWIO NpoaneHre NoaaBneHus TPEBOMU
nocne BbiXxofa Aep’KaTena KapTbl U3 30HbI AeMCTBUA AETEKTOPA ABUXXEHWUA OTCYTCTBYET.

6. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUMN.
16.7.2 Hactpoiika goBepen AnA NoKanbHbIX 3BYKOBbIX CUTHANoOB TPEBOI1
BBepeHue

[Tpn cnepyroWMX COCTOAHUAX ,D,Bepe17| ACS nopaert 3BYKOBblI€ CUTHalnbl Ha BCe€X CUUTbIBaATENAX,
NOAKNMKUYEHHbIX K ABEPMU.

CocTofHHe HeiicTBMe NOKaNbHOro CUrHana TpeBoru
OBepb OTKpbITa TpeBora 3ByYWT B TeueHUe 17 CeKyHA WMMK 0O 3aKPbITUA OBEPU.
NPUHYAUTENDbHO
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CocTtofiHue [OeicTBME NOKaNbHOro CUrHana TpeBoru
OBepb AepXxutcsa CurHan TpeBOru 3BYUMT A0 3aKPbITUA ABEPH.
OTKPbITOM

MpepBapuTenbHble TpeboBaHUA

CuuTtbiBaTenu ucnonbaytT npotokon OSDP unu Wiegand.

CuunTbIBaTENM OCHALLEHbl YCTPOWCTBAMM 3BYKOBOW CUTrHanu3auuu, NoaKMNioUYeHHbIMU K
3NEeKTPONPOBOAKE KOHTPONNepa ABEPHU.

Mukponporpamm AMC obHoBneHa oo Bepcuun 02.38 uau bonee HoBOW.

CneayrouimMe TUNbl CUUTbIBATENEN HE NOoAAepPKMBaOTCA:

CuutbiBatenu IDEMIA

CuuTtbiBaTenu Suprema c npotokonom Wiegand
CuwutbiBatenun LBUS

CuutbiBatenn BG900O

MyTb K AUANOroBOMY OKHY

FnaBHoe MmeHI0 > KoHcurypauusa > [laHHble YyCTPOMCTBA
BIS KoHcurypatop > NMoaknioueHua > [laHHble yCTPOUCTBaA

Mpoueaypa ANA cocToAHUA «[ABepb OTKPbITa NPUHYAUTENbHO»

1. B aepeBe yCTPOWMCTB BbiOepuUTe ABEPb, KOTOPYH HY>KHO HAaCTPOUTb.

2. Ha BKknagke besonacHOCTb ABepM 3TOM ABEPU YCTaHOBUTE (DNaXKoK
Cos3paBaTb coobLieHue AnA COCTOAHUA «[lBepb OTKPbITAa NPUHYOUTENbHO»

3. YcraHoBuTe onaxkok Co3aaBaTb NOKaNnbHbIA CUrHAN TPEeBOrU ANA COCTOAHUA «[Bepb
OTKpbITa NPUHYAUTENBHO»
3HaueHue No ymonuaHuio — 0 (naxxok He ycTaHOBMNEH). ITO O3HayaeT, uTo Nno
YMONUYAHUIO NOKaNbHbIM CUTHAN TPEBOMM OTKIIOUEH.

4. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.

Mpouenypa onAa cocToAaHUA «[JBepb OEPXKUTCA OTKPbITOW»

1. B aepeBe yCTPOWMCTB BbiOepuUTe ABEPb, KOTOPYH HY>KHO HAaCTPOUTb.

2. Ha Bknagke BbesonacHOCTb ABepM /1A 3TON ABEPU 3adanTe Nboe HeHyneBoe 3HaueHue
napameTpy
«[JBepb [EepPXXUTCA OTKPbITOH» nocne:

—  3HaueHWe 334aeTCA B AECATbIX A0NAX CEKYyHAbI.

—  3HaueHue Mo ymMonuaHuio — 0. 3To 03HaAUaeT, UTO MO YMOMUAHUIO NTOKANbHbIM CUTHAN
TPEBOMM OTK/TIOUEH.

3. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.
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16.8 YcTpoucTBa UTeHuUnA
Hacrtpoiika cuutbiBaTtenda. OCHOBHble NapaMeTpbl
I-BPRK Options Door control Additional settings Cards
Mame :
Description:  ||-BPR K
Divigion: = Common
Type: |IBPREK v
Activate encryption: Supported only by QSDP w2 readers.

Mapametp Bo3MOXHble OnucaHue
3HaueHun

MmAa cuntbiBaTens andgaBUTHO- [laHHOEe 3HauUeHWe Mo YMONUYAHUIO MOXHO
uMcpoBoe 3HaUeHUe, | 3aMEHUTb YHUKANbHbIM UMEHEM.
1-16 cumBonoB

OnucaHune andgaBnTHO- Mpon3BonbHOE TEKCTOBOE OMUCAHMKeE.
uMcpoBoe 3HaueHue:
0-255 cumBonoB

[Mogpasgenenue lMogpasgeneHune no AKTyanbHO, TONbKO ecnu BCe nogpasgeneHua
YMOJTUYAHUIO — NULEH3NPOBAHbI U UCMONMb3YIOTCA.
«Obuee».

Tun andgaBUTHO- Tun cuuTbiBaTENA UMK TPYNMbl CUUTbIBATENEN
uMcpoBOe 3HauUeHu e,
1-16 cumBonoB
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HacTtpoiika cuutbiBatens. MapameTtpbl

I-BPR K Options | Door control | Additional settings | Offline locking system | Key cabinet | Cards I

FIN code required: IEI =FIM code turmed I:LI
Time madel for PIN codes: |<m time modell> ~|

Access also by PIN code alone: [

Reader terminal / bus address: |-| ,l

Attendant required: [

Membership check: IU - o check

Membership time model: Imo time modell:=

L L]

Group access: |1

Deactivate reader beep if access granted: [

Deactivate reader beep f access denied: [

OTKMIOUEH — BBOJl He
Tpebyetca (no
YMONUYaHUIO)

1 = PIN-kop BKNtoueH
— Bcerga Tpebyetcs
BBO[,

2 = PIN-kop
ynpasnaeTtcs
BPEMEHHOW MoAenbio
— BBOA, Heobxoaum,
TONbKO Korga
BpeMeHHas Moaenb
He gencTeyeT

VDS - Mode: [
Mazx. time for amming: [sq 1/10 Sec.
MapameTp Bo3MoOXHble OnucaHue
3HaueHun
Tpebyetca PIN-kog 0 = PIN-kog AKTUBMPYWTE 3TO NMOMe TONbKO B Cllyuae, ecru

Y CUMTbIBATENA €CTb YCTPOMCTBO BBOAA.

ObpartuTe BHMMaHWe, UTO MPOBEPKA Ha
aBTOPM3aLMIO U NOCNEAOBATENbHOCTb
JocTyna (ecnu oHa aKTUBMpPOBaHa) KapTbl
npeeBanupyeTt Hag npaBunbHocTbio PIN-koaa.

BpemeHHaa moaens
anAa PIN-kogoB

OflHa U3 OOCTYMHbIX
BPEMEHHbIX Moaenen

Bbibop BpemeHHON moaenu obasateneH,
ecnu napametpy Tpebyetca PIN-koa 3agaHo
3HaueHue 2.

Takke goctyn
ocyliecTBnAeTcA
MCKMIOUMUTENBHO MO
PIN-kogy

0 = oTKNOUeHO
(bnaxkok cHAT)

Ecnv cucteMa KOHTPONA AOCTyna HacTpoeHa
COOTBETCTBYIOLWKUM 0bpa3om, onpeaenser,
MOXET N 3TOT CUMTbIBaTENb paspellaTtb
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1 = BKNOUEHO

pocTyn ucknrouutenoHo no PIN-koagy 6e3

(bnaxkok KapTbl. CM. pasgen JocTyn UCKNOUUTENBHO
YCTaHOBINEH) no PIN-kopy.
Anpec TepMuHana/ 1-4 Onsa AMC 4W: npoHymepoBaHbl B

LWUWHbI CYUMUTbIBaTENA

COOTBETCTBMHU C MHTepdercamun Wiegand.
Ona AMC 4R4: npoHyMepoBaHbl Kak agpec
cuuTbiBaTeNs, 3a4aHHblW NepeMbluKaMu.

TpebyetcA
COMpPOBOXAeHUe

0 = oTKNtoUeHo
(dbona>kok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

0 = noceTutento He TpebyeTcs
CONPOBOXAALWMK (MO YMONUAHUIO)

1 = conpoBOXAAKLWMKN TaKXKe OOMKeEH
MCNONb30BaThb AaHHbIM CUMTbIBATENb

MpoBepKa uneHcTBa

3anucb B none
crnucka

MpoBepKa uneHcTBa 06LIYHO MCNONb3YEeTCA
Ha paHHUX CTaaMaAX, Npexae ueM cucrtema
yrnpaBneHus AOCTYNOM CTAHOBMUTCH aKTUBHOW.
3pecb NpefocTaBnAeTCA OCTYN C yUeToMm
YHUBEpCanbHOro naeHTMdpmrKaTopa
KOMMNaHWU, a HE YHUKANbHOTO
MoeHTUdUKaTopa B KaUuecTBe YUETHbIX
OaHHbIX.

BAXKHO! lNMpoBepka uneHcTBa paboTtaet
TONbKO C (PU3UUECKMMHU YUETHBIMWU OAHHbBIMMU,
ONA KOTOpbIX onpefeneHua KapT
npeaBapuTenbHO 3a4aHbl B cucTeme (cepbin
(hoH), a He ¢ Nonb3oBaTeNbCKUMHU
onpeaeneHUAMU UNu BUOMETPUUECKUMHU
YYETHbIMW [AHHbIMU.

0 — 6e3 npoBepku

[MpoBepKa uneHcTBa BblIKNOUEHa, O4HaKO
KapTa npoBepseTcA Ha Hanuuue aBTopu3aLmi
B 0ObIUHOM pexxume (Mo yMonuaHuio)

1 — npoBepka

KapTa npoBepAeTcA ToNbKo Ha ID KomnaHwuu,
TO eCTb TO/TbKO Ha UNEHCTBO B CUCTEME.

2 — B 3aBUCMMOCTHU OT BPEeMEHHOMW MoAenu
KapTta npoBepsaetca Ha |ID komnaHuu
(uneHcTBO), HO TONMBKO B TEUEHUE Nepuoaa,
onpeaeneHHoro BoO BpeMEeHHOW Moaenu
uneHcTBa.

BpemeHHaa mogenb
uneHcTBa

OoAHa U3 AOCTYNHbIX
BpPpeMEHHDbIX MOﬂ,eﬂeVI

JTa BpeMeHHaA MoAenb No3BonsaeT
BKMIOUWUTb/OTKMIOUMTL NPOBEPKY
NPUHAANEXHOCTH.

Bbibop BpeMeHHOW Moaenu obasateneH ans
BapMaHTa 2 NPOBEPKMU UNEHCTBaA.

pynnoBo# gocTyn

OnAa cuuTtbiBaTeneu c KNnaBMaTypow
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MuWHUManbHOE UMCNo AOMNYCTUMbIX KapT,
KOTOpble AOMKHbI OblTb NpeabABNEHbI
cuuTbIBaTENO KapT, uTobbl ABEPL OTKPbINACh.
[aHHaA rpynna MoXeT COCTOATb U3 bonbllero
yMcna KapT; B 3TOM Clyyae UCMNonb3yeTcA
knaBuwa ENTER/#, utobbl cMrHan1MsupoBarb
0 3aBeplleHnn rpynnbl. 3aTem ABEPb
OTKpbIBaeTCA.

Ona cuutbiBaTenen 6e3 KnaBuaTypbl:
TouHOe UMCNo AeNCTBUTENbHbIX KapT,
KOTOpble AOMXKHbI ObITb NPeAbABNEHbI
CUMTbIBaTENO KapT, uToObl ABEPH OTKPbLINACh.
3HaueHue no ymonuaHuto: 1.

[eakTMBMpoBaTh
3BYKOBOW CUTHan
cuuTbiBaTENA, €CNU
JOCTYn npenocTaBneH

0 = oTKNOUEHO
(bnaxkok cHAT)
1 = BKNOUEHO
(pnaxok
YyCTaHOBIEH)

Ecnu aktuBupoBaH (1), To cuuTbiBaTENb HE
nofaeT 3ByKOBbIX CUrHANoOB, ecnu
aBTOPM30BaHHbIM NONb3oBaTeNb Nonyyaet
paspelleHue Ha J4oCTyn.

[eaktnBnpoBartb
BByKOBOﬁ CHUrHan
CUnTbIiBATENA, ECNHU
AOoCTyn He
npegoctaBneH

0 = oTkntoueHo
(dbnaxkok cHAT)
1 = BKMOUEHO
(bnaxok
YCTaHOBNEH)

Ecnu aktuBupoBsaH (1), To cunTbiBaTeNb He
nofaeT 3BYKOBbIX CUIHANOB, €CNu
HEeaBTOPU30BaHHbIN NMONb30oBaTeNb Nonyyaer
OoTKa3 B gocTyne.

OyHKuMA "[eakTMBMPOBATb 3BYKOBOW CUrHaN cuMTbiBaTens" 3aBUCHUT OT COOTBETCTBYHOLLErO
annapaTtHoro obecneueHuna cunTbliBaTensa.

AnnapaTHoe obecneueHune HEKOTOPbIX CUMUTbIBaTENEN MOXKET He noaogep>XuBatb 3Ty

YHKLHIO.

Pexxum VDS

0 = oTknoueHo
(bnaxkok cHAT)
1 = BKNOUEHO
(bnaxok
YyCTaHOBINEH)

Ecnu aktuBupoBsaHo (1), curHanusauma
CUMUTbIBATENA BbIKMOUEHA.

Makc. Bpems MnocT. Ha
oXpaHy

1-100 [1/cek]

MaKkcuManbHoe BPeMA OXWAAHWA CUTHana
NMOATBEPXKAEHUA 3aBEPLIEHNA MOCTAHOBKK Ha
OXpaHy OT OXPaHHOW NaHenu.

CeTb ¥ peXXxuMbl paboTbl

JTa BKNagka 0TO6pa)Ka6TCF| TONMbKO ANA CeTeBbIX 6VIOMETpVI'«IeCKVIX cuuTbiBaTENEN.

LLIabnoHbl — 3T0 coxpaHeHHble obpaslbl. OHW MOTYT NPEACTaBNATbL COOOM AaHHble KapT UMK
OnomeTpUUecKne faHHble.
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LLlabnoHbl MOXHO XpPaHWTb Kak Ha YCTPOMCTBAX, KOTOpble B AepeBe YCTPOWCTB HaxoA4ATCA
Bbllle CUMTbIBATENSA, TaK MU Ha CaMOM cuuTbiBaTene. [JaHHble O CUMTbIBaTENE NepruoaUUECKH
O0OHOBNAKTCA YCTPOWCTBAMMU, PACTIONOXKEHHBIMU Haf HUM.

CuuTbiBaTENlb MOXHO HACTPOMTb /1A UCMONMb30BaHWA CODCTBEHHbIX WABNOHOB NPU MPUHATUK
peLleHnin o 4oCTyne UKW AN UCNONb30BaHUA UCKTIOUUTENbHO WABNOHOB C PACNONOXEHHbIX
Bbllle HEero yCTpomncTB.

MapameTtp OnucaHue
IP-agpec. IP-agpec sToro NOAKNKOUYEHHOrO K CETU CUUTbIBaTENA
[MopT: MopT No ymonuaHuw — 51211

LLIabnoHbl Ha cepBepe

Tonbko KapTa CuuTbiBaTENb CUMUTBIBAET TONLKO AaHHbIE KaprT.
OH BbINOMHAET UX ayTeHTVId)VIKaLLVIPO OTHOCHUTENDBHO AaHHbIX,
NOoNy4YeHHbIX OT CUCTEMDbI.

KapTa M OTNeyaToK nanbua CunTbiBaTENb CUMUTBIBAET U AaHHbIE KapT, N AaHHble
OoTneyaTkoB NanbLueB.

OH BbINOMHAET UX ayTEHTVI(bVIKaLI,VIlO OTHOCHUTENNIbHO AaHHbIX,
NONyyYeHHbIX OT CUCTEMDbI.

LLIabnoHbl Ha ycTponcTBe

MpoBepka B 3aBUCUMOCTU OT | CunTbiBaTENb NO3BONAET ONpeaensaTb UCNONb3yeMbll PEXUM
nuua maeHTUdMKaALMKU NO NapamMmeTpam COOTBETCTBYHOLLENO
Bnagenbua Kapt. [laHHble nepcoHana npefocTaBnatoT
cnepyrolme BO3IMOXHOCTH:

—  TonbKo oTrneuatok nanbua

- Tonbko KapTa

—  Kapta v oTneuyaTtok nanbua

OHM onucaHbl HWXe B aToM Tabnuue.

Tonbko oTneuaTok nanbla CuunTbiBaTENb CUUTLIBAET TOMbKO AaHHbIE OTNEYaTKOB
nanbues.

OH BbINOMHAET UX ayTEHTUPHUKALMIO OTHOCHUTENBHO
COOCTBEHHbIX COXPAHEHHbIX AaHHbIX.

Tonbko KapTa CunTbiBaTENb CUMUTBIBAET TONLKO AAHHbIE KapT.
OH BbINOMHAET UX ayTeHTMd)VIKaLI,MPO OTHOCHUTENbHO
COBCTBEHHbIX COXPaHEHHbIX AaHHbIX.

KapTa n oTneuartok nanbua CuuTbiBaTENb CUMUTBIBAET M AaAHHbIE KaPT, U AaHHble
OoTneyaTkoB nanbueB.

OH BbINOMHAET UX ayTeHTVI(*JMKaLLVIIO OTHOCHUTENDbHO
COBCTBEHHbIX COXpPaHEeHHbIX OaHHbIX.

KapTta nnu otneuarok nanbua CuuTbiBaTENb CUUTBIBAET JAHHbIE KapTbl UMW OaHHbIE
oTneyaTka nanbua B 3aBUCUMOCTHU OT TOlro, UTo Nnpennaraet
Bnageney KapTtbl.

OH BbINOMHAET UX ayTeHTVI(bVIKaLI,VHO OTHOCHUTENIbHO
COBCTBEHHbIX COXpPaHeHHbIX AaHHbIX.
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Hacrpoﬁka cuuTbiBaTensa. YnpaBsneHue BepbmMu

I-BPR K Options Door control

Reader blodking:

Time model to blodk reader:

Office mode:
Manual operation:

Check time model upon access:

Additional verification:
Host request timeout:

Open door if no answer from host:

Additional settings

Cards

0 = Reader is in normal mode

«no time model =

O & OO0

110 sec,

MapameTp Bo3moXHble

3HaueHuA

3ameuaHun

bnokunposka 3anucbe B none

CyUUTbIBaTenA CMUCKa

0 = cunTbiBaTenb B 0ObIUHOM pexunme — bes
OGNOKMPOBKU (= MO YMONUaHWIO)

1 = cunTbIBaTENb NOCTOAHHO 3abNOKUpPOBAH —
noctosiHHas GNoKMpoBKa

2 = cuuTbiBaTenb bnokupyetcs B
3aBUCUMOCTHU OT MOAENU BPEMEHU —
GNOKMPOBKa OCYLLECTBNAETCA B COOTBETCTBUM
C Mofenbio BPEMEHU, 3aaHHOM C MOMOLLIbIO
napametpa Modenb BpemeHu 0nd 6/10KMPOBKHU
cyuTbiBaTeNA

Mopenb BpemeHu AnAa | oaHa U3 BPpeMeHHbIX

ONOKUpPOBKH Moaeneu,
cuuTbiBaTENA onpeaeneHHbIX B
cucTeme.

CuuTbiBaTenb BNOKMpPYETCA B COOTBETCTBUMU C
BblOpaHHOM BpeMEHHOW MOAENbIO.

OMUCHbIN pexum 0 = oTKNtOUeHO
(pnaxkok cHAT)
1 = BKMOUEHO
(cbnaxkok

YCTaHOBNEH)

Mo3BonAeT 4aHHOMY CUMUTbIBATENIO
nepeBecTy NPOXOA B OPUCHbIN PEXUM.
CuuTbIBaTENb AOMKEH UMETb KNaBUaTypy.
Ecnu 3TOT napameTp akKTMBUpOBaTb, TO
aBTOPM30BaHHbIW OOMKHbIM 0bOpa3om
AepXxaTtenb KapTbl MOXET BKIKOUATb U
BbIKMOUATb PeXMUM opMca HaxKaTUeM
KnaBuiLW 3 nepen npegocTaBneHUeM CBOEN
KapTbl. CM. pasaen ABTopu3ayus nul 08
HacTPOHKKU opucHOro pexuma, CtpaHuya 222.
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PyuHana onepauun

0 = oTKntoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

0 = cuuTbiBaTENb B HOPMaNbHOM peEXHUMeE
(=no ymonuaHuio)

1 = cunTbiBaTENb 3PPEKTUBHO yaanqaeTcs 13
CUCTeMbl ynpaBfeHUa OOCTYyNOM, TO eCTb «He
paboTtaeT».

Cuctema He nonyyaeT HUKaKnux KomaHa. Bece
OoCTanbHble NapaMeTpbl ANA 3TOro
CUMTbIBATENA BbIKMIOUEHDI.

IT0T NapameTp HeobxoAnMMO 3aaaBaTb
He3aBMCMMO W ANA CUMTbIBATENsA, U AnsA
OBepHU.

MpoBepka moaenen
BPEMEHW BO BPEMSA
Jocrtyna

0 = oTKNtOYEHO
(dbnaxkok cHAT)
1 = BKNOUEHO
(bnaxkok
YCTaHOBIEH)

0 = Moaenu BpeMeHu He DyayT NnpoBepAThLCA.
HeT orpaH1MueHuWi No BpeMeHu Ana gocTyna.

1 = ecnu Bnagenbly KapTbl Ha3HaueHa
BpeMeHHaA moaenb (HenocpeacTBEHHO UMK B
KauecTBe aBTOpPM3aL MU NO BPEMEHU U
obnacTtu), BpeMeHHas moaenb byaet
npoBepATbLCA.

(= no ymonuaHuio)

[ononHutenbHas
npoBepKa

0 = oTKNOUEHO
(dbonaxkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

0

npoBepKa onepatopom He obaAsaTenbHa

1 = TpebyeTca npoBepka onepatopom (no
YMONUaHMUI0)

(BAXKHO! AkTBaLMA 3TOro napameTpa
HeobxoaMMma onA A4ONONHUTENBHOMO
BMOEOMOATBEPXKAEHWA ONEPaTOPOM CUCTEMbI
Bosch BVMS unu cuctembl ynpaBneHusn
[OCTYyrNnom).

OxugaHue oTBeTa

0 = neakTMBUpPOBaHO

0 = AMC pabortaet 6e3 npoBepku
onepatopoM (He paboTaeT ¢ napaMeTpamu
HameHeHune obnactu vnu Modcuer nrodert).
ITOT 3eMeHT ynpaBneHua akTUBEH, TONbKO
ecnu napameTp «MpoBepka onepatopom» = 0
(neaktuBupoBaH), a napameTtp OTKpPbITb 0Bepb
no ucxody BpemeHu oxudaHua = 1
(akTMBMpPOBaH).

ot 1 00 9999 x 1/10 cekyHabl. (Mo
ymonuaHuto = 330 = 33 cekyHAbl).
CuunTbiBaTeNb 3anpallMBaeT NoaATBEPXKAEHWE
OT CUCTEMbI ynpaBneHua goctynom. Ecnu B
TeUueHue 3Toro nepuona NOATBEPXKAEHUE He
nonyuyeHo, AMC npoBepfAeT napameTp
OTKpbITb ABEepPb MO UCXOAY BPEMEHHU
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OXXUAAHUA N COOTBETCTBYHOLWNUM o6pa30M
npegoctaBnAeT AOCTyn UNKU OTKa3biBaeT B
HeM.

OTKpbITb ABEPb MO 0 = oTKNtOUEeHO
MCXOAY BPEMEHMU

oXuaaHusa

(dbnaxkok cHAT)

1 = BKNoyeHo (no
YMONUaHUIO)
(cbnaxkok
YCTaHOBIEH)

DTOT 3/IEMEHT yNpaBneHWA aKTUBEH TOMbKO B
TOM cnyyae, ecnv 3aaH napameTp MpoBepka
onepaTopom.

0 = oBepb He OTKPbIBAETCA, eCNu1 rmaBHan
cucTeMa He BblaeT NoATBepXKAeHWe A0
UCTEUEHUA BPEMEHU OXMUOaHUA.

1 (no ymMonuaHuio) = ABepb OTKPbIBAETCA Mo
UCTeUYEeHWUW BPEMEHHW OXUOAHWA, eCclu
rmaBHas cUCTeMa He BblAana noaTBepXKaeHue
[10 UCTEUEHUA BPEMEHU OXMUIOaHUA.

MpoBepkKa KpeautoB |0 = OTKMOUEHO

TANOHOB Ha NAapPKOBKY | (hNa)Kok CHAT)
1 = BKAOUEHO
(pnaxok

YCTaHOBINEH)

Ecnu aktuBuposaHo (1), nposepsatoTca
KpeauTbl TaIOHOB Ha MapKOBKY.

[MpoBepka 0 = oTKNtOUEeHO
NMPOCPOUEHHOM

NapKOBKH

(dbnaxkok cHAT)
1 = BKMOUEHO
(bnaxok
YCTaHOBNEH)

Ecnu aktuBupoBsaHo (1), npoBepsetca
NPoOCpoOUKa CPOKa NapKOBKHU.

HacTpolika cuutbiBaTens. [lononHuTenbHble NapamMmeTpbl

I-BPR K Options Door control

Access sequence chedk: | [ - Deachivated

Time management:

Double access control

Enable:
Door group ID:

AntiPass-Back tmeout:

Random screening

Fandom screening:
Screening rate:

Timeout random screening:

REX button active when IDS armed:

Read permanently:

Additional settings

Cards

]

O

]
minutes

Minutes

O
]
]
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Mapametp Bo3MOXHble 3ameuaHuna

3HaueHuA
MpoBepka 0 — [eaktuBnpoBaHo |0 = cuMTbiBaTeNb HE yUacTBYET B NPOBeEpPKe
nocnenoBaTenbHOCTU |1 — AKTUBMPOBAHO; nocnenoBaTenbHOCTM AocTyna (= no
noctyna [eakTMBUpPOBaTb Mo YMOMUYaHUIo)

HeucnpaBHocTh LAC
2 — AKTUBUPOBAHO;
OCTaBUTb aKTUBHbIM
Nno HEUCMPABHOCTH
LAC

3 - AKTUBUPOBAHO;
UCMNONb3yNTe UETKYIO
nocnefoBaTe/ibHOCTb
NPOBEPKU Aaxke Nnpu
HeuncnpaBHoctn LAC
(npumeuaHue:
obHoBUTE
MeCTOMONOXEeHWE NnL,
BPYUHYO)

AKTMBMPOBAHHaA NpoBepKa
nocnenoBaTenbHOCTU MOXeT obpabartbiBaTb
nuL ¢ 3agaHHbiM ctatycom HEM3BECTHDIE
yKasaHHbIM HUXXe obpasom.

1 = nepBoe uTeHUe KapTbl OyaeT 3aBepLUEeHO
0e3 npoBepKKn mecTononoxeHuna. Bce
KOHTPONMepbl A0ONXHbl HAXOAUTbLCA B
OnepaTMBHOM pexume.

2 = nepBOe UTeHWe KapTbl OyaeT 3aBepLUeHO
0e3 NpoBepPKU MECTOMONOXKEHMUS.

3 = ecnun LAC HeucnpaBHa, NpoBepKa
MecTononoXeHus dyaeT 3aBeplieHa ann
Ka)XAoro CUMTbiBaHUA KapThl.

EcTtb o6wana MAC-KkomaHaa Ansa akTMBaLMW UNW AeaKTUBaLMKW BCEX NMPOBEPOK

nocnenoBaTeNnbHOCTU AOCTyMa.

UToObl AeakTUBUPOBATb NMPOBEPKY NOCNeA0oBaTeNbHOCTU AOCTYNA Ha HEKOTOPbIW Nepuop
BpeMeHU, 3a/1aeTcA 3HaueHne B MUHyTax He bonee 2880 (= 48 uacoB). Ecnu 3apaHo
3HaueHue "0", npoBepKa NocnefoBaTeNbHOCTU AOCTYNa NONHOCTbIO AeaKTUBUPYETCA.
MpuMeuaHue. 3Ta KOMaHaa MOXET UBMEHUTb MPOBEPKY NOCNenoBaTeNbHOCTH AOCTyna
TONbKO A1A TeX CUMTbIBaTeNewn, AnA KOTOPbIX 3aA4aH napameTp BknwouuTtb
nocnepoBaTtenbHOCTb Aoctyna. OHa He JeaKTUBUPYET/aKTUBUPYET NPOBEPKY
nocnenoBaTeNbHOCTM AOCTyNa ANA BCex CUMTbiBaTENEN.

YueT BpeMeHHU

0 = oTKntoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

Ecnu 310T NnapameTp BbibpaH, cuctema
ynpaBneH1Aa OOCTynoM cobupaeT gaHHble Ans
yueTa pabouero BpeMeHHu.

KoHTponb gBo#HOro gocrtyna (3anpert aBoiHOro npoxoga)

Bknouuntb

0 = oTkntoueHo
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

0 = 6e3 KoHTponA ABOMHOro Aoctyna (= no
YMONUaHuto)

1 = C KOHTPONEM ABOMHOIO AocTyna
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B TeueHWe BPEMEHHOrO NPOMEXYTKa,
3alaBaeMoro napametpomM ANUTeNnbHOCTb,
3TOT CUMTbIBATENb U APYrMe CUUTbiBaTENM B
rpynmne He MOryT UCMNOMb30BaTbCA C OOHOM U
TOW e KapTow.

Ecnu aTOT NnapameTp aKTMBMPOBaH,
HeobxoaMMO MCMoNb3oBaTb MAEHTUDUKATOP
rpynnbl ABepen, Aaxe ecnv UCNonb3yeTcs
OOMH CUuTbIBaTeNb.

MpoeHTudUKaTop
rpynnbl ABepen

BykBbl
A-Z v a-z, a Takxe
2 cMmBOna

CumnTbIBaTENU MOXHO TPYNMNMpPoBaTh C
NoMOLLbIO MOEHTUUKATOPA FPYNMbl ABEPEN.
Mpu NpeabABNEHWU KapTbl HA OAHOM
cuuTbiBaTeNe NocneaykliMe permcrTpaumu
ONOKUPYIOTCA Ha BCEX CUMUTbIBATENAX U3
JaHHOM rpynnbl ABepen (No yMonuaHuio =

-- ), NMOKa He UCTeueT TanMm-ayT.

Tanm-ayT 3anpeTa
[BOWHOTO nNpoxoaa

1-120

[aHHbIM CUUTbIBaTENlb MOXHO MCMNONb30BaTb
C O[HOM U TOW >Ke KapToMn Mo UCTEUEHUU
OAHHOro BPEMEHHOro MHTepBana. Kak Tonbko
[aHHasA KapTa MCMOoNb3yeTcs Ha cuuTbiBaTene
He U3 JaHHOW rpynnbl, HEMeANeHHO
BKNtouaeTca bnokupoBkKa.

3HaueHus 3a0at0TCA B MUHYTax, Mo
yMOnUaHuto = 5.

CnyyanHbI 0OCMOTP

0 = oTKNOYEHO
(bnaxkok cHAT)
1 = BKNOUEHO

0 = 6e3 cnyyanHoro gocmoTpa

1 C}'thlallebll\;I AOCMOTpP B COOTBETCTBUU C

(cbnaxkok OaHHbIM (PaKTOPOM He MONMyuMnT paspeLleHunsn
YyCTQHOBIEH) Ha BXxof, NoKa He byaeT cHATa BNoKMpoBKa B
AvanorosomMm okHe bnokupoBka.
YacToTa gocmoTpa 1-100 MpoueHT cnyyanHbIX JOCMOTPOB AnsA
paclwupeHHOM npoBepku. JOCTynHoO, ecnu
BK/OUEH CNyUYanHbIM OCMOTP.
Bpema oxugaHua 1-120 [Tpn 3agaHHOM BpeMeHU nonb3oBartenb

cnyyamHoro
focmoTpa

ABNAeTcA 0ObeKTOM ClyyamHOro AocmoTpa.
3HaueHMA 3a4arTCA B MUHYTaX -
no ymMonuaHuto = 5.

KHonka REX akTuBHa,
korga IDS nop
OoXpaHow

0 = oTKnoUeHo
(pnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YyCTaHOBNEH)

Tonbko gna DM10 1 DM14: ecnu IDS
noctaBneHa Ha oxpaHy, KHonku REX no
YMONUaHUIO OTKMtoUEeHbI. [oaTomy
HEBO3MOXHO BbIWMTU M3 Habntogaemou
obnacTtu. 3TOT HOBbIM MapamMeTp CuMTbiBaTENS
akTuBupyeT KHonKy REX, gaxe ecnu IDS
nocTaBrnieHa Ha OXpaHy.
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[TocToAHHOE
CUWUTbIBaHUE

0 = oTKntoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

CuunTbiBaTeNb NOCTOAHHO BbIMOMHAET
CUWTbIBaHME, €CIM Ha HEM YCTaHOBNEHO
COOTBETCTBYIOLLEE MUKPOMPOrpaMMHoe
obecrneueHne NpPou3BoOaUTENSA.

HacrpoﬁKa cuuTtbiBaTenA. ABTOHOMHaA cucrema GHOKMpOBKM

'R15 I Dptionsl Dioar contral | Additional setting

ke bo card only:

Access even at wiite erar;

wirite to card onlp if authorized:
Wite to card only if LAC iz online:

Key cabinetl Cards I

Reader function: IHead anly

Fules for the description: ILocking spstern setings

a1 xan

MapameTtp

Bo3MoOXHble
3HaueHun

3amMmeuaHun

dyHKUMA
cuuTbiBaTens

3TOT hnaXkoK HeobXoaMMO YCTaHOBUTb, ECNHU
MCMNOMb3yeTcA MEXaHWUECKUM CUMTbIBaTENb

[MpaBuna onncaHmA

«M3BneueHne» 03HauaeT, uTo KapTa
CTaHOBMWTCA HeOEeNCTBUTENbHOW.

3anucartb TONbKO Ha
KapTy

0 = oTKNtoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

[asatb goctyn gaxe
npu owmnbke 3anucu

0 = oTKNOUEHO
(dbona>kok cHAT)
1 = BKNOUEHO
(dpnaxok
YCTaHOBIEH)
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3anucartb Ha KapTy,
TONbKO ecnu
BbIMOMHEHA
aBTopu3aumA

0 = oTkntoueHo
(pnaxkok cHAT)
1 = BKMOUEHO
(bnaxok
YCTaHOBNEH)

3anucarb Ha KapTy,
Tonbko ecnu LAC
HaxoOuTCA B CETEBOM
pexume

0 = oTKntoUeHo
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnarkok
YyCTaHOBNEH)

HaCTpOﬁKa cuutbiBaTtena. KnwouHnuuya

3HaueHuA

RIS I Dptionsl Door contral | Additional settingsl Offline locking system  Few cabinet | Cards I
— Key retun
r
[ Mame Selectal |
Deselect |
MapameTtp Bo3mMoXxHble 3ameuaHun

MpoBepka Bo3Bpara
Knoua

0 = oTknoueHo
(bnaxkok cHAT)
1 = BK/OUEHO
(pnaxok
YCTaHOBNEH)

MpeanucbiBaeT CUCTEME KOHTPONA AocTyna
ybeauTbCA, UTo KNoU BO3BpPaLleH B
KnouHnLy Kemas, npexae ueM no3BonuTb
JepKaTento Knoua NoKUHYTb 0ObeKT.
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Hactpoiika cuutbiBatens. KapTbi

Card validation
Motorized card reader:

Withdraw card:

Triggering critera:

WIETK Headerl Options ] Dioor cortral l Additional settings ] Cffline locking system ] Biometrics ] Key cabinet Cards

[ Blocked card

[ 1%igitor card
[1Card iz blacklisted
[ lreealid tirme model

1Mo authonzation
[1Ahways collect

[lrwealid areadtime model

[]Collect wisitar cards on collecting date

[1Collect wisitar cards on last day of validity

[]Collect other cards [no wistor cards) on collecting date
[1Collect ather cards [no visitor cards) on lazt day of validity

1 Tine model defined and invalid, independent of access and reader parameters

[ AreaTime model defined and invalid, independent of access and reader parameters

MapameTtp

Bo3MoOXHble
3HaueHun

3amMmeuaHun

MoTopH3nUpOBaHHbIN
cuuTbiBaTENb

0 = oTKNtoUeHo
(donaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

YCTaHOBUTE 3TOT PNAXKOK, €CNIU UCMONMb3yeTca
MOTOPWM30BaHHbIM CUMTbIBATENb KapT

M3BneueHne KapTbl

0 = oTKNOUEHO
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

«M3BneyeHue» Npu UCNonb3OBaHUK
MOTOPU30OBAHHOIO CUUTbIBATENA KAaPT
o3HauaeT (PU3NUECKOe yaepXKaHUe KapThl.
MpW MUCNoNb30BaHWK OPYrUX CUMUTbIBATENEMN
KapT «M3BneyeHre» O3HaAUaeT, UTo cUcTemMa
[enaeT KapTy HeleMCTBUTENbHOM.

Kputepum
cpabaTbiBaHMA

0 = oTKNOUEHO
(dbonaxkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

BbibepuTe B 3TOM CMUCKE KPUTEPUK, KOTOPbIE
JOMKHbI UHULMMPOBATbL AENCTBUE
U3BneueHue KapTbl.

3ameuaHue!

MoTopur30BaHHbIE CUUTBIBATENWU KapT MOTYT ObITb MCMNONb30BaHbl TONbKO CO CUUTbIBATENAMM

IBPR.
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16.8.1

16.9

Cm.
- ABTopu3saums nui 018 HaCTPOHKHU O0pUCHOro pexuma, CtpaHuuya 222

HacTpoiika cnyyaHoOro gocmoTrpa
CnyuyamHbIM 4OCMOTP — 3TO PacnpoCTpaHeHHbIM MeToA NoBbILeHWA BesonacHoCTH obbekTa
nyTeMm CnyyarnHoro Bblbopa nepcoHana anA AONONHUTENbHbIX NPOBEPOK 6He30MacHOCTH.

TpeboBaHuna

- [poxoa ponxeH bbiTb 060PYyAOBAH NMOBYLIKOW UM TYPHUKETOM, UTOBbI HUKTO HE CMOT
NPOWTU BMNNOTHYIO 3a APYrMM UenoBeKoM 6e3 npeabABneHMA cObCTBEHHOTO
naeHTUdUKaTopa.

—  YCTPOWCTBO CUMTbIBAHMA KapT AOMKHO MPUCYTCTBOBATb MO MEHbLUEN Mepe B O4HOM
HanpaBneHWn npoxona.

—  CuuTbiBaTENM HEOOXOAMMO HACTPOWTb Ha 0BObIUHOE yNpaBneHWe OCTYMOM.

—  OTAenbHOo ANA KaXAoro CUMTbiBaTeNsA MOXHO HACTPOMUTb reHepaTop CryyanHbiX YMCcen.

—  [pwu cHATUKM noboro 6noka, 3a4aHHOro CUCTEMOM, B HEMOCPeACTBEHHON Bnnu3ocTH
[ONMXHa HaxoOMuTbCA paboyana cTaHLUuA.

Mpouenypa

1. HanguTte HY>XHbIM cuMTbiBaTeNnb B pegaktope yctponcts DevEdit

2. Ha Bknagke MapameTpbl ycTaHOBUTE hnia>kok CnyuyakHbli [JOCMOTP.

3. B none MpoueHTHOE COOTHOLIEHUEe [O0CMOTPA BBEAWTE NMPOLEHT NtoAeN, KOTOPbIX
TpebyeTcAa focMaTpuBaTb.

4. CoxpaHWTe CBOW HaCTPOMKM.

Aoctyn ucknwouutenoHo no PIN-koay

MpepbicTopuna

CuuTbiBaTENM C KNaBMaTypPOW MOXHO HACTPOWUTb TaKMM 00pasom, UTobbl OHU paspeLuanu
poctyn Tonbko no seoay PIN-koga.

Korga cuutbiBaTenu HacTpOeHbl TakMM obpasom, onepaTop CUCTEMbI YyNpaBneHWs 4OCTYNoOM
MOXeT NpucBanBatb MHAMBKMAYaNnbHble PIN-KOAbl OTAeNnbHbIM COTpyAHUKaM. B
OEeNCTBUTENbHOCTU TaKMe COTPYAHUKM MONyyaroT «BUPTyanbHYH KapTy», KOTOpas COCTOMUT
Tonbko M3 PIN-koga. 370 HasbiBaeTcA MaeHTUdMKaLMOHHbIM PIN-Koa. B oTnvune oT Hero,
Monteepxnatowmin PIN-koa — 310 PIN-KOA, MCNONb3yeMbld B COUETAHUU C KAPTOM B LIEeNAX
ycuneHus 6e30nacHoOCTH.

Onepartop moxeT BBoAMTb PIN-KOAbl ANA COTPYAHUMKOB BPYUYHYIO MNu npucBamnBatb UM PIN-
KO/bl, aBTOMaTUUECKU CreHepMpPOBaHHbIE CUCTEMOW.

ObpaTuTe BHUMaAHWE, UTO Te XKe COTPYAHUKKU He YyTpaTAT AOCTYN C MOMOLLbIO PU3MUECKUX KapT,
NMPUCBOEHHbBIX UM.

MpepBapuTenbHblie YCNOBUA aBTOPU3aL MU ANA onepaTopoB

MpaBo goctyna B nomelleHue Tonbko no PIN-kogy MoXeT npenocTaBnATbCA AepXKaTento KapThbl

TONbKO onepaTtopamMmu, UMELWMMHK CrelManbHoe NpaBo Bblgaun BUPTyanbHbIX KapT. OnsA

npenocTaBneHua onepaTopy Takoro npasa BbINMOMHWTE cneayoline AencTBUA:

1. B koHdurypatope BIS oTkpoiTe MeHio AGMUHUCTpUpOoBaHUue > Mpodunu
nonb3oBateneu ACE.

2. [Mepengute B lNaBHoe meHo > KoHdurypauusa > OnepaTtopbl U pabouue cTaHUUMU >
Mpodunu nonb3oBatenen
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BbibepuTe npodurnb Nonb3oBaTens, KOTOPbIKM AOMXEH MONYyUUTb aBTOPM3aLMIO:
BeenuTe ero B TekctoBom none Uma npodmna unv Bocnonb3ynmTecb MEXaHU3MOM
NoMCKa ANA HaxoXOeHUA HY>XHOro npoduns.

B cnucke AManoroBbiX OKOH LLENKHUTE AUENKY, coaep Kallyto anemeHT KapTbl
BcnnbiBatollee okHO CneunanbHble BO3SMOXHOCTU MOABMNAETCHA BO3ME HUXHEN UacTu
OKHa rnmaBHOrO OKHa.

YctaHoBuTe naxkok HasHauutb BuptyanbHble KapTbl (PIN) Ha naHenun «CneunanbHble
BO3MOHOCTH».

Haxxmute unu MpUMeHuUTDb, yTobbI COXPaHUTb UBMEHEHUA

HacTpoiika gnuHbl ugeHTudpukauuonHoro PIN-koga ana nopgaep>xMBaeMbiX TUNOB
cuuTbiBaTenewu

[nvHa BBEOEHHbIX BPYUHYI UMK cO3aaHHblX cucTeMon PIN-KoOoB perynupyeTcs napamerpom,

3aJaHHbIM B KOHCbVIpraLI,VIVI CUCTEMDbI.

[Ounanorosoe okHo BIS Configuration Browser

UndpacTpyktypa > PIN-kogbl ACE > (HWHAA 06nacTb AManoroBoro okHa)
KoHdmurypauusa PIN-kopa upeHtudukauuu > inuHa PIN-kopa

[naBHOoe MeHto > KoHdwmrypauua > Mapametpsbl > MUH-koabl > OnuHa PIN-koaa

=1 BIS Configuration Browser
File Edit Extras Help

B Detector types o  Apply ¥ Discard

E States

“B ACE PIN codes PIN code configuration

E ACE Card coding configu. Allowed number of PIN code risls: B

ACE Card reader

- P coselergh 5 J
(8 ACE Card definition S
]

ACE Custom fields separate [DS-PIN: ]

ldentffication PIN code configuration
PIM code length g w

y—

HacTtpoiika cuutbiBaTensa gna gocrtyna tonbko no PIN-kogy

1.
2.

B koHdurypatope BIS otkponTte meHo UHdpacTpykTypa> CuutbiBatenb kapTt ACE.
MepenauTe B FNaBHoe MeHto > KoHdmrypauua > [laHHble ycTpolicTBa > Pabouune

=
24

B none Pabouasa ctaHuua BbibepunTe pabouyto CTaHLUIO, K KOTOPOM hU3UUECKH
noaKntoUeH CUMTbiBaTENb.

CTaHUUH
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16.10

4. TlpaBOM KHOMKOMW LLENKHUTEe pabouyto cTaHUMIO, UTOObl 4ODABUTbL CUUTbIBATENb, U
BblbepuTe BBectu PIN unu CreHepuposatb PIN.

5. BbibepuTte cuntbiBaTENb B None Paboune cTaHUuUM.
CnpaBa oT nons Pabouune cTtaHuuMu otobpasunTcsa none cneunanbHON HACTPOMKMU
CuuTbIBaTens.

6. YbeguTechb, UTo pacKkpbiBatoLWmMncs cnucok Ucnonb3oBaHUe KapTbl MO YMONMUYaHUIO
COLEPXUT 3HaUeHWe No ymonuaHuio BuptyanbHasa kaprta. Ucnonb3oBaTtb PIN-kop kak
KapTy.

7. Haxmute unv NMpUMeHUTb, UTOObI COXPAHUTL UBMEHEHMUA
8. B koHdurypaTope BIS BbibepuTe MogknioueHun

9. B penakTtope yctponcTte DevEdit nepenaute k aepesy KoHdurypauua ycTponcrea E'

10. BbibepuTe cuuTbiBaTENDb M NPOXOA, ANA KOTOPOro TpebyeTcA HaCTPOWUTb JOCTYN TOMBKO MO
PIN-kogy.

11. Ha Bknagke MapameTtpbl ycTaHOBUTe dhnaxkok Jloctyn Tonbko no PIN-koay.

12. HaxmuTte unv NMpUMeHUTb, UTOObI COXPaAHUTb UBMEHEHMUA

MnaTtbl pacwupenua AMC

CospaHue AMC-I/O-EXT (nnaTtbl pacwuMpeHua sBoga/BbiBona)

Mnatbl pacwmnpeHmsa obecneumBatoT 4ONONHUTENbHbIE BXOAHbIE W BbIXOAHbIE CUTHAlbI, €CNU
BOCbMW KOHTAKTOB, pPacnonoXeHHblXx Ha AMC, He JOCTaTOUYHO ANA NOAKNOUEHHMA
HeobXxooMMbIX KOHTAKTOB (Hanpumep, B cnyyae nudToB).

Takue nnatbl paclMpeHna drU3rMueckn NoaKkntyarTca K ceBAasaHHbiM AMC. B penakrope
YCTPOWCTB UX MOXHO YCTAaHOBMUTb C NoAguMHeHUeM cooTBeTcTByowmnM AMC. MNpu co3gaHmu
AMC-EXT B npoBOAHUKe BblOMpaeTcsa cooTBeTcTBYtOWAA 3anncb AMC, a B KOHTEKCTHOM MEHHo
HoBbi#i 06beKT — NyHKT HoBaA nnata pacwMpeHus.

Mew extension board Chkrl+E

3ameuaHue!

Ecnu HaxkaTb KHOMKY + Ha NaHenu MHCTPYMEHTOB pedaKTopa YyCTPOWCTB, CO34akoTCsA
TONMbKO HOBble Npoxoabl. [MnaTbl paclMpPeHns MOXHO BbiOpaTh C MOMOLLbIO KOHTEKCTHOTO
MEH1O.

MoABnAeTcA AManoroBoe OKHO AnA Bbibopa KpUTEpPUEB pacLlMpPEHUN.

AMC /0 extensions E|
Mame | Typ | Mummer | Add
AMC_IO08_008_1  AMC_IO0G 1

Cancel
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[Mnata AMC-EXT gocTynHa B ABYX BapMWaHTax:

- AMC_I008: 8 BxogoB 1 8 BbIXOAOB;

- AMC_IO16: 16 BxogoB 1 16 BbIXOOOB;

- pacwuperHne AMC 4W: 8 BxoaoB U 8 BbIXOAOB.

B paHHOM guanoroBom okHe Bbibopa copepxutca 3annce AMC_1O08. [IBaxkabl LWEeNKHYB none
cnucka B ctondue Tun, TakXe MOXHO pa3mectutb AMC_IO16.

AMC 1O extensions &l

RE | Typ | Mumrmer - | add

AMC_IO08_006_1 ],';MC 1008 +| i

[0]4 | Cancel

K ogHomy AMC MOXHO NMOAKMNOUMTb A0 TPex NnaT paclinpeHui. [JonyckaeTcs cMellaHHoe
MCNONb30BaHWe faHHbIX ABYX BapnaHToB. HaxxmuTe KHONKy Jlo6aBuTb, uTobbI CO3A4aTh Apyrue
3NeMeHTbl cnucka. Bce anemeHTbl cTONOLOB MOXHO HacTpauBarthb.

AMC /O extensions gl
Tarne | Typ | Murnmer - | | Add |
AMC_IO0G_006_1  AMC_IO08 1
AMC_IO0G_008_2 | AMC_IO0S 2 |ete
AMC_IO05 00533 AMC_I003 3
[0]4 Cancel

Mpu cosmaHuK Nnatbl paclnpeHuna Hymepyrotesa 1, 2 unu 3. [Ons Kaxaow nnatbl HyMepawuua
CUrHanoB HauuHaetcA ¢ 01. HoMep cMrHana BMecTe ¢ HOMepPOM nnatbl obecneunBatoT
YHUKaNbHYO MaeHTUdUKauuto. CurHanbl NnaT pacliMpeHns Takxke oTobpaxkaloTcsa Ha BKNaaKe
AMC, K KOTOPOMY OHW OTHOCATCA.

Takum obpa3om, BMecTe C BXOAHbIMMW W BbIXOAHbIMU cUrHanaMmu Ha AMC MOXHO obecneuntb
no 56 nap curHanos.

Mnatbl paclwMpeHUsa MOXHO fobaBnATbL NO OTAENbHOCTM NO Mepe HeOBXOAMMOCTHU UMK
nosgHee, 4O MakcumanbHoro uncna (no 3 Ha AMC).

Co3paHue AMC2 4W-EXT

[nsa KoHTponnepoB ¢ UHTepdencamu cuntbiBatenen Wiegand (AMC2 4W) MOXXHO HacTpoOUTb
cneuuanbHble nnaTbl pacwmnpeHna (AMC2 AW-EXT). Kaxabii U3 aTUX moaynen obecneunBaet
noaKntoueHne yeTblpex 4ONOMHUTENBHbBIX cunTbiBaTenen Wiegand, a Takxxe 8 BXOAHbIX U 8
BbIXO[HbIX KOHTAKTOB. [103TOMy MaKCMManbHOE UMCNO CUMTbIBaTENEN U ABEpeHn,
nogkntoyaemblx yuepes AMC2 4W, MOXXHO goBecTtu Ao 8.
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3ameuaHue!

AMC2 4W-EXT HeBO3MOXHO MCMNOMb30BaTb B KauecTBe aBTOHOMHOIO KOHTPONNepa, ToNbKO
Kak pacwupeHre AMC2-4W. YnpaBneHue ABEPAMU U NMPUHATUE PELLUEHUIN MO YNPaBNEHUIO
OOCTYNOM OCYLLEeCTBAAET TONbKO KOHTponnep AMC2 4W.

AMC2 4W-EXT M0OXHO ncnonb3oBaTb ToNbko BmecTe ¢ AMC2 4W. Tak Kak flaHHaa nnara
noaAep>KMBaeT TONbKO MHTepdencol cunTbiBatener Wiegand, ee HEBO3MOXKHO MCMONb30BaTh C
BapuaHToMm AMC2 4R4.

MogobHo nnatam pacliMpeHunsa Beoga-Bbisoga (AMC2 81-80-EXT u AMC2 161-160-EXT) AMC2
AW-EXT nogkntouaetca uepes UHTepdenc pacwmpeHn AMC2 4W. Y gaHHOM nnatbl
paclMUpeHna HET HU COBCTBEHHOM NaMATHU, HKU Aucnnen. OHa NONHOCTbIO ynpaBnsaeTca
KoHTponnepom AMC2 4W.

K kaxkgomy KoHTponnepy AMC2-4W MOXXHO nogkntountb ogHy nnaty AMC2 4W-EXT n go Tpex
nnart paclMpeHua BBOAA-BbiBOAA.

Ytobbl B cucteme cosnatb AMC2 4W-EXT, npaBoW KHOMKOW MbIWK LENKHUTE B [TpoBOAHMUKE
HY>XHbIW poauUTENnbCKUM KoHTponnep AMC2 4W 1 B KOHTEKCTHOM MeHto BbibepuTte HoBbIN
o0bekT > HoBas nnarta pacliMpeHUs.

3ameuaHue!

KHonka ¥ Ha naHenu MHCTPYMEHTOB pefaKTopa AaHHbIX YyCTPOMCTB MCNONb3yeTCA TONbKO ANA
nobaBneHus npoxofoB. MnaTtbl paclMpeHna MOXHO A00aBNATb TONbKO Uepes3 KOHTEKCTHOe
MEHI0.

MoABnAeTCA Takoe Xe AManoroBoe oKHO BbibOpa, Kak AnA co3gaHua nnaT pacllmMpeHus BBoaa-
BbIBOAA, TONbKO B cnucke ana AMC2 4W cogepXUTcA AONOMHUTENbHbIA 3TEMEHT

AMC_1008_4W.
AMC /O extensions E|
Tame | TvD | Kurnmer $| Add

AMC_TO08_011_1 | AMC_I003 1

|AMC 1008 4w |
AMC 1016

Cancel

AnemeHT cnucka AMC2 4W nobaBnseTtcsa TONbKO OAWH pa3, HO MOXHO AobaBuTb 40 Tpex nnat
pacliMpeHnAa BBOAA-BbIBOAA.

Mpu HaxkaTnn KHoNkW [Job6aBUTb 0OABNAOTCA HOBble 3NeMeHTbl cnucka. B cnyuae AMC2 4W
MaKCHMManbHO€ YMCno — 4, NO3TOMY MOXHO C03A4aTb ueTbipe 3anucuK ana nnatel AMC2 4W-EXT.
MnaTtbl pacwmnpeHma HymepytoTca B nopAagke co3ganua: 1, 2 unu 3. AMC2 4W-EXT nonyuaet
Homep O (Honb). Hymepauua curHanos AMC2 4W-EXT npogonkaetcsa ¢ HOMepa 3Toro
KoHTponnepa (c 09 no 16), Torga Kak AnA KaxknoW nnatbl BBoAa/BbiBOAA HYMepaLuus
HauuHaetcAa ¢ 01. CurHanbl ANsA BCex NnaT pacliMpeHns Takxke oTobpaxkaloTca Ha BKNaaKe
cooTBeTCcTBYtOWeEero KoHTponnepa AMC2 4W.

Taknm obpasom, BMecTe C BXOAHbIMU U BbIXoAHbIMU cUrHanamu AMC2 4W MOXHO
obecneunTtb 00 64 nap cMrHanos.
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U3meHeHMe U yaaneHUe nnaTt pacliMpeHuUn
Ha nepBon BKNnagkKe cogepxXatcA OnUCaHHble HUXXE aNeMeHTbl ynpaBneHUAa and HaCTpOﬁKVI

nnart paclwupeHus.

LM pOBOE 3HAUEHMUE:
1-16 3HakoB

Mapametp Bo3moOXHble OnucaHue
3HaueHusn

Mma nnatbl OrpaHuuyeHHoe MoeHTUdUKAUMA MO YMONUAHWUIO rapaHTUpyeT
angaBUTHO- YHUKANbHOCTb MUMEHMU, KOTOpPOE, 0AHaKo,

MOXHO Mepe3anucartb BpyuHyto. YoeauTtech B
YHUKaNbHOCTWU MaeHTUUKaTopa. ns
ceTeBbIX coeiuHeHu ¢ DHCP-cepBepamu
cnefyet UCMoNb3oBaTb JAaHHOE CeTeBOE UMA.

OnucaHue nnarbl

andgaBUTHO-
LM pPOBOE 3HAUEHMUE:
0-255 3HakoB

ITOT TEKCT oTOOpaXkaeTcsa B AAHHOM
otBetBneHmnn OPC.

Homep nnatbi

1-3

Homep nnatbl, nogkntoueHHon kK AMC.
Tonbko oTobpa)kaemoe none.

MCTOUHWK NUTaAHKA

0 = BbIKMKOUEHO
(dbnaxkok
YCTaHOBIEH)

1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

KOHTpONb HaNps>XeHUA MUTaHUA.

B cnyuae anektpuueckmx npoboes B KOHLE
3alepXKKK co3paeTca coobuieHume.

[aHHan dyHKLMA KOHTpONA npeanonaraet
ncnonb3oBaHue USV, NnoaTomMy MOXeET ObITb
co3faHo coobuleHue.

0 = 6e3 KoHTponA

1 = KOHTPONb aKTUBUPOBAH

[MogpasgeneHue

3HaueHue no
ymMonuaHuio — Obwee

MpMMeHAETCA TONbKO B TOM CnyJyae, ecnu
dyHKkunsa MoppaspeneHUa NuLEH3MPOBaHa.

Bknagku «BxogHble CUTHambl», «BbIXoAHbIE CUrHanNbl» U «HACTPOMKKU CUTHANOB» MMEIT MaKeT
M PyHKLMU, coBnagatolmMe C COOTBETCTBYIOLMMK BKNaaKaMW KOHTPONNEpPOB.

YpaneHue nnat pacluMpeHun
Mnaty paclwMpeHns MOXHO yAanuTb, TONbKO €CNM HWU OAUH U3 ee UHTEPdENCOB He 3aHAT.
CHauana cBf3aHHble C HEW CUTHanbl HEOOXOAMMO HACTPOMUTb HA ApYrow nnarte. TONbKo 3aTeM

CTaHOBATCA OOCTYMHbIMKW KHOMKa yaaneHua

00beKT.

AMC2 4W-EXT

N MYHKT KOHTEKCTHOIO MeHHK y,qanm'b

Tak Kak cuuTbiBaTENM, 3aHMMatOLWME NNaTbl PaClUMPEHUA, HENMb3A MO OTAENbHOCTU YAanATb U
NOBTOPHO HacTpamBaTb, UX HEODXOAMMO yAanuUTb BMECTe C COOTBETCTBYHOLIMMU NPOXOoAaMHU.
Tonbko nocne aToro MoXxHo yaanute AMC2 4W-EXT.
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17 CneuuanbHble KOH(pUrypauum cuuTbiBaTens
171 BBepeHue

B cucrtemax BIS 4.9 u AMS 4.0 cuctembl ynpaBneHua goctynom Bosch nossonstot
ucnonb3oBaTb HacTpaMBaeMble napameTpbl MIFARE DESFire. Mo)xHO co3gaBaTb
3alndpoBaHHble halnbl NapamMmeTPOB C MOMOLLbIO AOMOMHUTENBHOIO MHCTPYMEHTa
Bosch.ReaderConfigTool.exe. OH BXOOAWT B KOMMNeKTbl yctaHoBKKW ana BIS ACE 4.9, AMS
4.0 1 bonee No3OHUX BEPCUM U UMEET CODCTBEHHYIO [OKYMEHTaLUMI0. TEeKYLMIN CNUCOK
COBMECTUMbIX CUMTbIBATENEN CM. B JOKYMEHTaLuu

B cnepyrowmx pasgenax paccMaTpyMBaeTCs UCMNONb30BaHWE pefakTopa yCTPOWCTB AnA
MMnopTa 3alndpoBaHHOro damnna napaMeTpoB U NPUMEHEHUA €ro K NtoboMy MK BCEM
COBMECTUMbIM CUMUTbIBATENAM B MEPAPXMU YCTPOMCTB ynpaBneHnsa LOCTYNOM.

17.2 CBOMCTBO cuuTbiBaTena: [lononHUTeNnbHble NapameTpbl
cuuTbiBaTens

[ocTynHble Habopbl AONOMNHUTENbHbLIX NapaMeTPOB ANA COBMECTUMbIX CUMTbIBATENEN
oTODpaXKalTCA Ha COOTBETCTBYIOLIMX CTPAHMLAX CBOMCTB B pefakrtope YCTPOWUCTB B pasaene
[JononHuTenbHble NapamMeTpbl CUUTbIBATENA.

Device data  Device bype assignmert
X|TEQQ
= iu;::.mc LCTSL | Options | Door contro | Verfications | Addtional sedings | Paim vei verfication | Offine Locking System | Key cabinet | Cards |
-
=53 AMC 4-Ra1
S DM OTa-1 MName - [LCTSLA
ﬂ Deoor-1 Descrption:  [| CTSL
=T LCTSLKA
N Ta (]
=5 AMC 4-Re-2
E-? DM 0122
ﬂ Doar-2
3 -BPR-1
&3 1-BPR-2
=53 AMC 4-R4-3
- DM 012-3 Activate encryption: [~
ﬂ Deor-3
&3 HADP-1 Exdended reader parameters: [~ No extended pameien - v

W HADP-2 - Mo extended paramaters —
Corfiguration Lisbon

Puc. 17.1: [lononHuTenbHble NapameTpbl CUUTbIBaTENA

Division: |Eummn ;l

Type: [LCTSL: Lectus Selctreacer v

3HaueHWeM No YMONUaHWIO B PacKpbIBaloLWeMCs CNUCKe ABNAeTCA No extended
parameters. ITO eQUHCTBEHHOE 3HaUeHUe, ecnu Habopbl OOMONHUTENbHbBIX NAPaMETPOB He
UMMOPTUPOBAHbI.

Mpouenypa

UtoObl NPUMEHUTE UMNOPTMPOBAHHbLIM HAbOP NapameTpoB K OTAENbHOMY COBMECTUMOMY
CUMTbIBATENIO, BbIMOMHUTE Criefytoline AeNCTBUSA.

1. B penaktope yCTPOWCTB BbiOepuTe HYXXHbIW CUMTbIBaTENb B IepEBE YCTPOWCTB

2. BbibepuTe nepByt BKNagKy CBOMCTB

3. Bblbepute Tpebyembiit Habop NnapaMeTpoB B cnucke [loNONHUTENbHbIE NapaMeTpbl

[

CUUTbiBaTenA

4. Haxmute kKHonky MpUmMeHUTb Unu
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17.3 MmnopTt Habopa napamMmeTpoB CUUTbiBaTens
d®alnbl napaMeTpoB MMMNOPTUPYIOTCA M yAanNATCA TONbKO Ha ypoBHe DMS B uepapxuu
YCTPOWCTB.
MpepBaputenbHbie TpeboBaHUA
HocTyn K dphariny napaMeTpoB, YTBEP)KAEHHOMY ANA Ballel CUCTEMbI yNpaBneHusa AOCTYNOM.
Tun charna no ymonuaHuioo: .ReaderConfigSave
Mpouenypa
1. B pepaktope yCTPOWCTB LWENKHUTE NPaBOW KHOMKOW MblwK y3en DMS u BbibepuTe
UmMnopT Ha6opoB NapamMmeTPoOB CUUTbIBATENA B KOHTEKCTHOM MEH!IO.
OTKpoeTca BcnnbiBatowee okHo UMNopT HabopoB NnapamMeTpoOB CUUTbIBaTeNA.
2.  Haxmute Pain 1 HalguTe haln napameTpoB B NMPOBOAHMKE.
3. B oTBeT Ha 3anpoc BBeAMTe Naponb AnA anna napameTpos.
Ecnv naponb npaBWNbHbIN, B HUXHEN MOMOBWHE BCM/bIBAKOLLIErO OKHA 0TOOpasnTcA
cnegyrowan MHpopmauma:
—  CnuWCOK TUMOB CUMTbIBATENEN, K KOTOPbIM NPUMeEHAETCA Habop napamMeTpos.
- Wwmna Habopa napameTpoB. B 3TOM AManoOroBOM OKHE ero MOXHO U3MEHMTb.
—  [pon3BONbHOE TEKCTOBOE OMNMUCaHWe, eCcnin co3gatenb Habopa napaMeTpoB NpeaocTaBun
ero. B aTom A1ManoroBom OokHe MOXHO A00aBUTb MU U3MEHUTbL ONMUCAHKE.
4. HaxmuTe kKHonky UMmnopT, uTobObl MMNOpTMpPOBaTh Habop NapaMeTpoB ANA AaNbHENLIEro
MCMONb30BaHWA CUCTEMOM yNpaBneHnsa AOCTYNOM.
- Habop napameTpoB MMMNOPTUPYETCA U COXPAHAETCA B CUCTEME yNpaBNeHWA JOCTYMOM.
—  OH pobaBnseTcA B CNUCOK AOCTYMHbIX HAOOPOB NapameTpoB BBEPX BCM/bIBAIOLLENO OKHa.
5.  HaxmuTe kHonky Bbixoa, uTobbl 3aKpbiTb BCMMbIBatlollee OKHO UMnopT HabopoB
napamMeTpoB CUUTbIBaTENs.
17.4 NMpumeHeHue Habopa NnapaMeTpPoOB K CUUTbIBATENAM
BBepeHue
MMnopT Habopa napaMeTpoB B CUCTEMY YNpaBNeHWUA AOCTYNOM COXPaHAET ero Ans
JanbHeMnLWero UCNonb3oBaHUsA, HO HE MPUMEHAET K CUMTbIBATENAM B cUcTeme. [TpUuMeHeHune
Habopa napamMeTpoB — 3TO AOMNONHUTENbHbIN LIAr, KOTOPbIA MOXHO BbIMOMHATL Ha Pa3UUHbIX
YPOBHAX MEPaAPXUU YCTPOMCTB:
- DMS
-  MAC
- AMC
Ha ypoBHe DMS, MAC nnu AMC Habop napaMeTpoB MOXET MPUMEHATLCA TONbKO K
NOAYMHEHHbIM CUMTBIBATENAM TeX TUMOB CUMTbIBATENEN, ANA KOTOPbIX OH ObIN co3aaH. Bece
OCTaNnbHble MOAYMHEHHbIE CUUTbIBATENMW HE 3aTparMBatoTCA.
NMpeaBaputenbHblie TpeboBaHUA
LonxeH ObITb UMNOPTUPOBaAH HAOOP NapamMeTpoB CUMTbIBATENSA.
Mpouepypa
1. B pepaktope yCTPOWCTB LWENKHUTE NPaBON KHOMKOW MbILIW CUKUTbIBATENb UMW YCTPOWCTBO
(DMS, MAC unu AMC), ubu cuuTbiBaTeNnu TpebyeTcsa napaMeTpusnpoBarThb.
2. Bbibepute YnpaBneHue HabopamMmu napameTpPoB CUUTbIBAaTEeNA B KOHTEKCTHOM MEHIO.
3. B BepxHe# naHenu cnnucka Habopbl napameTpoB ANA TUNOB CUUTbIBaTenein Bbibepute
Habop napameTpoB, KOTOpPbIM TpebyeTcA NPUMEHUTD.
COOTBETCTBYIOLLME CUMTBIBATENM OTOOPAXKAOTCA B HUXKHEW NEBOM NaHenn CuuTbiBaTenw,
K KOTOPbIM NPUMEHUM 3TOT Habop napameTpos.
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4. B cnucke CunTbiBaTenu, K KOTOPbIM NPUMMEHUM 3TOT HAbop napameTpoB BbibepuTe
CUWTbIBaTENM, K KOTOPbIM TpebyeTca NpUMeHUTb BbiIOpaHHbIM HAbOp NnapameTposB.

—  Ecnu KonuuecTBO cuuTbiBaTenen BeNUKO, UCMOMb3yWTe pacKpbiBatoWMeCca CNUCKU, UToObI
OrpaHWUKnTbL OTOBpPaKeHWe NOAUUHEHHBIMW CUUTBIBATENAMMU KOHKPETHBIX KOHTPONNEPOB
MAC vnun AMC.

5.  Wcnonb3ya KNaBWLLK CO CTPeNKamu, nepemectute BbibDpaHHble CUMTBIBATENN B HUXKHIOK
npaeyto NaHenb Bce cunTbiBaTenu, K KOTOPbIM NPUMEHEH BblOpPaHHbIW Habop
napamMmeTpoB.

3ameuaHue!

OTobOpaxkeHne COBMECTUMbIX CUMUTbIBATENEN

B cnucok byayT BKNOUeHbl CUMTbiBaTENM, COBMECTUMbIE C IaHHbIM HAOOPOM NapaMeTpoB.
Ecnu yctaHoBUTb chnaxkok MokasaTb Bce cUUTbIBaTeNu, Takxke OyayT oTobpakarbca
CuMTbIBaTENMU C APYrMMKU Habopamu napameTpoB. Mx cepbiMt hOH O3HAUAET, UTO OHWU OOCTYMHbI
TONMbKO ANA UTeHUs Ans BblOpaHHOro Habopa napameTpos.

17.5

6. Haxmute kHonky OK, uTobbl 3aKpbITb BCMMbIBaOLLLEE OKHO.

il

Ha6op napameTpoB NPUMEHAETCA KO BCEM CUMTbIBATENAM B cnucKe Bce cuuTbiBaTenu, K

7. B pemaKktope yCTPOWCTB HaXMUTe KHOMKY MpUMEeHUTb unu

KOTOPbIM NPUMeEHEeH BbiOpaHHbI Habop NapaMeTpoB B laHHOM BCMN/bIBalOLWEM OKHE.

YnpaBneHue HabopamMu napamMeTpoB CUUTbIBaTeNs

BBepeHue

MpuMeHeHWe HabopPOB NapamMeTpPoB MOXHO MEHATb Ha Pa3NIMUHbIX YPOBHAX MEPAPXUU
YCTPOWCTB:

- DMS

- MAC

-  AMC

M3meHeHuA Ha ypoBHe DMS, MAC nnn AMC MOXHO NPUMEHATb K MOLYUHEHHbBIM
CUUTBbIBATENAM TEX TUMOB CUUTbIBaTENEN, ANA KOTOPbIX Obin co34aH AaHHbIM Habop. Bee
OCTalbHble MOAUYMHEHHbIE CUMTbIBATENU HE 3aTparMBatoTCA.

MpepBaputenbHoe TpeboBaHue
[onxeH ObITb UMMOPTUPOBaH Habop NapaMeTpPoB CUMUTbIBATENSA.

Mpouenypa

1. B penaktope yCTPOWCTB LWENKHUTE NpaBoOW KHOMKOW MbIlIKW CUUTbIBATENb UMW YCTPOMCTBO
(DMS, MAC unn AMC)

2. BbibepuTe YnpaBneHue HabopamMmu napamMeTpoB CUMTbIBATENA B KOHTEKCTHOM MEHIO.

3. B BepxHel naHenu cnucka Habopbl napameTpoB ANA TUMNOB CUUTbIBaTenenBbibepuTe
Habop napameTpoB, KOTOPbIM TpebyeTcA NPUMEHUTD.

—  [NpuMMeHUMble cuMnTbiBaTENM OTODpaXkaloTCsa B HUXHEN NeBor naHeny CuutbiBaTenu, K
KOTOPbIM NPUMEHUM 3TOT Habop NnapameTpoB.

—  CuuTbiBaTENM, K KOTOPbLIM YXXe NMPUMEHEH haln napaMeTpoB, OTObBpaXKatoTCA B HUXKHEN
npaBow naHenu Bce cuuTbiBaTenM, K KOTOPbIM NMPUMEHEH BblGpaHHbI Habop
napameTposB.

4. BblbepuTe cunTbiBaTeNM B NtOOOM cnucke. Mcnonb3ys KNaBULLKW CO CTPENKaMM,
nepemecTuTe BbiOpaHHbIE CUUTbIBATENM B HUXKHUIK NpaBblii CNTMCOK Bce cuutbiBaTenu, K
KOTOPbIM NMPUMEHEH BblOpaHHbIX HAboOp NapaMeTpPoOB MM U3 HETO.

- BAXHO! Ob6Aa3atenbHO 3anOMHKUTE CUMTbIBATENM, KOTOPble Bbl yOMpaeTe U3 cnucka, Anq
nocrnegHero wara B 3ToM npoueaype.
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5. 3aBepLlmMB U3BMEHEHUA, HAXXMUTE KHOMKY OK, uTOObI 3aKpblTb BCMNblBatoLllee OKHO.

6. B penakTtope ycTpoMCTB HaXKMUTE KHOMKY MPUMEHUTb UK B

—  [aHHbIKM NapameTp NPUMEHAETCA KO BCEM CUMTbIBATENAM, KOTOPbIE OCTABNEHbI B CMUCKE
Bce cuuTbiBaTenu, K KOTOPbIM NPUMEHEH BblOpaHHbIM Habop NapameTpoB.

—  OH ypansieTca U3 cuuTbiBaTeneu, kotopble Obinu ybpaHbl M3 JAHHOTO CAMUCKA.

7. BbINONHWTE OQHO M3 CneayloLnX AENCTBUIM ANA BCEX CUMTbiBaTenen, yopaHHbIX U3
cnucka:

- BbinonHute cbpoc K 3aBOACKMM HACTPOMKaM MO yMONUaHuio, ucnonbsysa DIP-
nepekntouyaTenu Ha CUMTbiBaTeNsAX.

—  [puMmeHUTe K HUM Apyron Habop napameTpos.

3ameuaHue!

YnaneHuve Habopa napaMeTpoB He MPUBOAMT K MepeHacTPoNKe UCMOMb3yLWMX ero
cuuTbiBaTENnew.

YoaneHHaa KOHUrypauma DyaeT coxpaHATbCA B UCMOMb3YIOLWIUX ee CUMTbiBaTENAX [0
BbIMONHEHUA cOpoca cunTbiBaTENA UK NMPUMEHEHMA APYroro Habopa napameTpos.

17.6 YpaneHue HabopoB napamMeTpoB CUUTbiBaTens

d®alnbl napaMeTpoB MMMNOPTUPYIOTCA UM yAanATcA TONbKO Ha ypoBHe DMS B uepapxuu
YCTPOWCTB.

MpepnBapuTenbHblie TpeboBaHUA
Kak MUHUMYM OAMH chain napaMeTpoB yXKe AOMKEH ObiTb MMNOPTUPOBAH B CUCTEMY
ynpasrneH1a OOCTYNOM.

Mpoueaypa

1. B pepaktope yCTPOWCTB LENKHUTE NPaBOW KHOMKOW MblwK y3en DMS u BbibepuTe
Ypanutb Habopbl NapaMeTpPoOB CUUTbIBATENA B KOHTEKCTHOM MEHIO.
OTKpoeTca BCcnnbiBatoLee OKHO YaanuTb Habopbl NapamMeTpoB CUUTbIBATENs.

2. B cnucke Habopbl napameTpoB ANA TUNOB cUUTbIBaTenen BbibepuTe Habop
napameTpoB, KOTOpbIM TpebyeTcA yaanub.

— B HWXHeW nNpaBoM YacTy BCM/bIBAKOLLErO OKHA OTOOpPaXKatoTCA BCe CUMTbIBATENM, K
KOTOPbIM B fJaHHbIM MOMEHT NpUMeHeH (HacTpoeH) BbibpaHHbIM Habop NapameTpoB.

—  ObA3atenbHO 3aNOMHKUTE 3TU CUMTBIBATENM, MOCKONbKY Nocne yaaneHua Habopa
napaMeTpoB noTpebyeTcA BbINOMHWUTb UX COPOC UMK MOBTOPHYI HACTPOMKY. MoapobHble
CBefeHUA CM. B NOCNeAHEM Liare 3ToW npoueaypbl.

3. HaxmuTe KHONKYy YaanuTtb

4. HaxmuTte KHOMKy Bbixop,

5. B penaktope yCTpOMCTB HaKMUTE KHOMKY NMPUMEHUTb 1nu B

6. BbINONHWTE OQHO M3 CneaylLnX AEUCTBUIN ANA BCEX CUMTbIBATENEN, KOTOPbIE
Mcrnonb3oBanu yaaneHHbl Habop napamMeTpos.

—  BbinonHuTe cHpoOC K 3aBOACKMM HACTpOMKaM Mo YMoNnuaHuto, ucnonbaya DIP-
nepekntoyaTenn Ha CUMTbiBaTeNAX.

- TlpUMeHuTe K HUM Apyrov Habop napameTpos.
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3ameuaHue!

YnaneHue Habopa napaMeTpoB He MPUBOAMT K MepeHacTPOMKe UCMOMb3yHLMX ero
cyuTbiBaTeNneu.

YpaneHHaa KOHUrypauma byaeT CoXxpaHATbCA B UCMONb3YIOLIUX €e CUMTbiBaTENAX A0
BbIMONHEHUA cOpoca cunThiBaTENA UMK NMPUMEHEHUA APYroro Habopa napameTpos.
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18

18.1

NMonb3oBaTenbCKUe NONA ANA AaHHbIX NepcoHana

BBepeHue

MonAa gaHHbIX ANA NepcoHana MOXHO HacTpauBaTb MHOTOUMCNEHHbIMKU cocobamu:

- fABnATCA MU NONA BUGUMbBIMM, TO €CTb OTODPaXKatOTCA N OHU B KNUEHTE B MPUHLMME.

-  fABnAwTCA MU OHU 06A3aTeNnbHbIMU, TO €CTb MOXHO MK XPaHUTb 3aNUCb AaHHbIX, HE
BBeAA AOMNYCTUMble AaHHble B 3TOM Mone.

—  [omkHbl N1 3HAUEHUA, KOTOPble OHWU coflep’KaT, ObiTb YHUKaNbHbIMU B MacluTabe
CUCTEMBI.

—  Kakue TMnbl faHHbIX OHWU copepyKaT (TeKCToBble, faTa U BpeMs, LenouncneHHble U T. 4.).

— Tne (Ha KakoM BKNagKe, B KakoM cTonbLe M KaKoW CTPOKe) B KITMEHTE OHMU
oTobpaxkatoTcs.

—  Hackonbko 6onblWMMK OHKM OTODpaxkaroTcA.

—  byayT nv gaHHble UCNONb30BaTbCA B CTAHAAPTHbLIX OTUETax U rae.

KoHeuHo, Nno-npexHemMy MOXHO onpeaenTb COBEPLIEHHO HOBbIE MOMA AaHHbIX CO BCEMMU
yKasaHHbIMKW 34ecb aTpubyTamu.

NMpepaBapuTenbHbIi NPOCMOTP U PeAaAKTUPOBAHUE
HacTpauBaeMbIX NOneu

MyTb K AMANOroBOMY OKHY

- B Configuration Browser otkpoiTe MmeHto UHpacTpykTypa > HacTpanBaemble nons
ACE

- fnaBHoe meHto > KoHdurypauusa > NMapameTpbl > HacTtpanBaemblie nons

[[naBHOe OKHO pa3feneHo Ha ABe BKNAAKM

0630p 3Ta BKNadKa v ee BNoXeHHble BKknaaku (Aapec, KoHTakt, lononHUTenbHble
NUYHbIE AaHHble, [loNONHUTENbHbIE AAaHHbIe 0 KOMNaHUU, NMpumeuanusn,
KoHTponb kapT v [JononHUTenbHble CBeAEHUA) NOCTYMHbI TONbKO ANA UTEHWUSA U
cogepykat npumepHoe npeacrasneHve suaa WYSIWYG («uto BuAMLLb, TO U
Nnonyuullib») O TOM, KakuWe AaHHble OyayT oTobpaxkatbcA B KNueHTckoMm MO U Ha
KaKuWX BKNagKax.

MoapobHo 3Ta BKNaaKa COAEP)XUT CMMCOK PeAaKTOPOB — MO OAHOMY A/A KaXaoro 3apaHee
onpeaeneHHoro Unu onpeaeneHHoro nonb3osarenemM nona AaHHbIX.

MpepBapuTenbHbIW MPOCMOTP

Utobbl npocmoTpeTb B BIS KoHdUrypaTope NnocneactBusa BHECEHWUA NODObIX U3MEHEHUN Ha
Bknagke Moapo6Ho, HaxxmuTe kKHOMKY MpUMeHUTb 1 NepenaunTe Ha BKkNaaky 063op.

Utobbl NpocMOTpeTb pesynbraTt 3TUX naMmeHeHnn B ACE KnueHTe, HAXKMUTE KHOMKY
MpuMeHUTb 1 OTKPOMTE COOTBETCTBYIOLLEE AnanoroBoe okHo B ACE knueHTe. MepesarpyxaTb
KOHdUTrypauuto unu nepesanyckatb ACE knuneHT He Tpebyetca. OgHako ecnv U3MeHeHHoe
OWanoroBoe OKHO B HacTofAuwee Bpemsa oTKpbiTo B ACE KnneHTe, He0bX0AMMO 3aKpbITh U
CHOBA OTKPbITb €ro.

PepakTUpoBaHMe CyLeCTBYIOLWMUX NONENH AaHHbIX

Ha Bknagke HactpauBaemblie nonsa > Moapo6HO y KaXkaoro nona gaHHbIX
(npegonpeaeneHHOro UNK onpeneneHHoro nonb3oBaTenemM) MMeeTcAa CoOOCTBEHHOE OKHO
penaktopa, rae MOXXHO MU3MeHUTb aTPUOYThl 3TOro nons.
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LLlenkHWTe B pegakTope Nons, KoTopoe Tpe6yeTc;=| MU3MEHUTb. AKTUBHbIN penakTtop 6y,qu
BblAeNneH.

Combo box v - Tab: Bdra info v

||

Maximum
Medium
Minimum]|

Penaktupyemble aTpubyTbl HacTpaMBaeMblX MOMEN ONuMcaHbl B cneaytolen Tabnuue.

TeKkcT MeTKu OnucaHue

Metka MeTka — 3To MeTKa Nnons JaHHbIX B TOM BMAE, B KOTOPOM OHa oTobpaxkaeTcsa
B KnueHTe. Ee MOXXHO cBOOOAHO Nepe3anucbiBaTb B COOTBETCTBUU C
NPUHATON Ha 0ObeKTe TEPMUHOMNOTHEN.

Tun nonna Tun nonAa — 370 TUN AaHHbIX, ONpeaenaeT AManoroBbli 3NeMeHT
yrnpaBneHus, KOTOpbIM onepaTop OyaeT MCnonb3oBaTb ANA CO3A4aHUA
3anvcen B knueHTe. KaxablM TMN NONA NpeaocTaBnAeT UHCTPYMEHTbI AnA
npoBedeHUA NPOBEPKU ONpeaeneHHbIX BBOAUMbIX 3HAaUEHWUMW Ha
eaMHoobpasue c Lenblo NPoBepPKK NPaBUIbHOCTU AaT, BPEMEHH,
cobntoaeHua AnuHbl TEeKCTa U UMCNOBbIX OFPaHUUEHUN.
- TekctoBoe none
—  HaXmuTe KHOMKY C MHOroTouneM pAAoM, 4ToObl yKasaTb
[OoMyCcTMMOE UMCNO CUMBO/OB.
-  ®naxok
- Mone patbl
- Bpemsa
— Mone patbl U BpeMeHH
— Mone co cnuckom
— BBeauTe B OTKpPbIBLIEMCA TEKCTOBOM MoONe AONyCTMMble 3HAUeHuA
ONA Ballero nons co cnuckom. PasgenuTe ux 3anATbiMyU UNK
CMMBONAMW BO3BpaTa KapeTKHu.
-  UudpoBoit BBOA
- BBeauTe MMHMManbHOE M MaKCUMaNbHOE 3HAUEHUA YMCNOBOro
BBOJA B COOTBETCTBYHOLIUX MOMAX CO CYUETUMKOM.
—  KoHtponb 3gaHua 1 n Koutponb 3gaHua 2
—  OTO0 cneuuanbHble 31eMeHTbI yNpaBneHusa, KOTopbiM 3aech (B
none MeTka) MOXHO MPUCBOUTb APYTY0 METKY U KOTOPbIe MOXHO
CBA3aTb C KOMaHAaMMW B NONMb30BaTeNIbCKOM MHTEpdence KNMeHTa.
Takum 0bpa3om MOXKHO NPeaocTaBUTb onpeneneHHbIM
nonb3oBaTenAaM (Uepes Ux KapTbl) paspelleHre Ha BbiNOoNHEHWE
onpeaeneHHbIX onepayui Ha obbekTe. B kKauecTBe npumMepa Takux
onepauui MOXHO Ha3BaTb BKMOUEHWE MPOXEKTOPOB WU
KOHTPONb cneuManbHoro obopyaoBaHus.

Bupumoe Utobbl none AOaHHbIX HEe OTO6pa)KaFIOCb B KNUeHTe, CHUMUTE 3TOT cbnax(m(.
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TeKkCcT MeTKu

OnucaHue

YHuKanbHoe

UTobbl rapaHTMpPOBaTb YHWKaNbHOCTb 3HAUYEHUIW, BBOAWMbIX B J@HHOM More,
yCTaHOBMTE 3TOT onaxkok. Mocne atoro cuctema byaeT OTKNOHATL BBOA,
noboro 3HaueHus, KOTOPOE yxKe DbINo coxpaHeHo ANnA 3Toro nonA B b6ase
OaHHbIX. Hanpumep, y KaXKaoro coTpyaHMKa OoMKeH ObiTb YHUKaNbHbIM
YUeTHbI HOMEp, a Yy TPAHCMNOPTHbIX CPEACTB — HOMEPHbIe 3HAKMU.

3eneHblit CBET O3HAYaeT, UTO MoMe AaHHbIX B HACTOsLLEE BPEMSA HE
ucnonb3dyeTtcA B Oase gaHHbIX.

KpacHblii CBET 03HayaeT, UTo MNoJjie JaHHbIX B HacToAllee Bpems
ucnonb3yeTcA B Oase gaHHbIX.

OTob6pakaTb B

Mcrnonb3yinTe 3TOT pacKpbiBalOLWKUNCA CMUCOK, UTOObI BbiIOpaTh BKNAAKY
KNWeHTa, Ha KOTOPOM AOMKHO OoTobpaXkaTbcA None AaHHbIX.

TpebyeTcna

YcTaHOBMUTE 3TOT hNa)kokK, Uutobbl caenatb BBOA AaHHbIX B 3TOM none
obssatenbHbIM. Hanpumep, 3anNncK BCex COTPYAHMKOB [OMXHbl COAepKaTb
UX paMuUnmMun. XpaHWUTb 3aNMUCb JaHHbIX 6€3 paMUTUU HEBO3MOXHO.
OOpaTtuTe BHMMaHKe, UTO peaakTop He MO3BONMUT caenatb obAsatenbHoe
none faHHbIX HEBUAMMbIM C NOMOLLbIO hnaxkka Bugumoe.

[nAa ynobctea paboTbl HACTOATENbHO PEKOMeHAYyeTCcA NoMellaTbh Bce
obs3atenbHble NONA Ha NepPBY BKNAAKY KMUEHTa.

Pacnono)eHu
e

Mcnonb3ynte cuetumkn Ctonbeuy 1 CTpoka, utoObl PacnonoXuTb none
OaHHbIX Ha BKNaJKe, yKasaHHOW B pacKkpbiBatollemcs cnucke OTobpaxaTb
B.

ObpartuTe BHMMaHKeE, UTO peaaKTop He MOo3BONAET BbiOpaTb NONOXeHUe,
KOTOPOE Y& UCMONb3yeTCA, UMW NePEKPbITb CyLLECTBYIOLLME NOMSA AAHHbIX.
Mcnonb3aynte cuetumk LWupuHa (B npoueHTax), utoObl 3a4atbh pasmep
onpeaeneHHbIX 31eMeHTOB YNpaBNeHnsa C BO3SMOXHOCTbIO U3MEHEeHUA
pasmepa, Taknx Kak nonAa AaHHbix. 3HaueHue «100 %» o3HauaeT, uTo
3NEeMEHT ynpaBneHuns 3aMeT BCE NMPOCTPAHCTBO, KOTOPOE elle He 3aHATO
METKOM MonsA AaHHbIX.

Pasmepbl

Mcnonb3yWTe Nona co cueTuMKkom Ans napametpos Ctonbeuy v CTpoka,
uToObl YKa3aTb UMCNO CTONOLOB M CTPOK, KOTOpble AOMKHbI OblTb 3aHATHI Ha
BKNadKe C UMEHEM B pacKpbiBatollemca cnucke OTobpaxartb B.

ObpaTTe BHMUMaHWe, UTO PeaKTop He NMO3BOMUT NEPEKPbITh
CyLLEeCTBytOLLME NOMA AaHHbIX.

Co3paHue U pefakTUPOBaHUE HOBbIX NONENW AaHHbIX
Ha Bknagke HactpauBaemblie nonsa > Moapo6HO y KaXkaoro nona gaHHbiX

(npep,onpep.eneHHoro nnn onpeneneHHoro nonb3oBaTenem) umeeTcsa cobcTBeHHanA obnacTb

peaakTtopa, rae MOXHO U3MEHUTb anVI6yTbI 3TOro nonA.

Haxkmute kHonky HoBoe none, utobbl co3faTb HOBOE HacTpauBaeMoe none ¢ CobCTBEHHbIM

pefnakTopom. Obnactb aKTMBHOIO pegakTopa byaeTt BbigeneHa.

B 3TOM penakTope AOCTYMHbI Te XXe AManoroBble 3N1eMeHTbl YpaBneHus, uto 1 ans
penakTMpoBaHWA CYLLECTBYIOLMX NONen AaHHbIX (CM. Tabnuuy Bbille), U elle ABa:

Ucnonb3oBaTtb B oTueTax | YCTaHOBUTE 3TOT d)na>+<o+<, yTobbI OTOGDa)KaTb HOBOE none

(dbnarxkok)

AaHHbIX B CTaHOAPTHbIX OTUETax.
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MopagKoBbii HOMep MopsAakoBbIM HOMep onpeaenseT ctonbel, KOTopbii byaer
3aHUMMarTb Mose AaHHbIX B CTaHOAAPTHbBIX OTUeTax.

3ameuaHue!
B HacToAwee Bpemsa B KoHcTpykTOpe 6anprkein u OTueTax noaaep’kMBatoTca TONbKO
nopagkosble Homepa oT 1 go 10.

18.2

MpaBuna anA noneu AaHHbIX

- PacnonoxeHue nonemn gaHHbIX

—  Kaxpgoe none MoxeT oTobpa)kaTbCA TONbKO Ha OHOM BKNadKe.

- Kaxpgoe HacTpavMBaeMoe Mone MOXeT MoABUTbCA Ha Mobon AoCTynHOW ANnA Bbibopa
BKNaake.

—  [lonAa MOXHO NepeMecTUTb Ha Apyrue BKNaaKW, USMEHWB 3aMunchb B
packpbiBalollemMca cnucke OTobpa)kaThb B.

—  MeTKa MOXeT cofepxaTb nobon TeKCT ANnHON He bonee 20 CMMBONOB.

CUMBONOB.

—  Jlroboe none MOXHO caenatb oba3atenbHbiM, 04HaKO HEOBXOAUMMO YCTAaHOBUTL €ro

thnaxxok Bugumoe.

3ameuaHue!

HacTtosaTenbHble pekoMeHaaumnu nepen NpPoaAyKTUBHbIM MCNONb30BAHUEM

CornacymnTe U onpenenqTe TUMbl MONEN U UX HAa3HAUEHUeE, MPeXae UeM COXPaHATb B HUX
OaHHble Kaknx-nnbo nuu,.

Kaxxgoe none onAa BBoAa AaHHbIX HAa3HAuaeTCA KOHKPEeTHOMY nosnto 6asbl AaHHbIX, UTOObI
[aHHble MOrnu bbITb HalMAeHbl Kak BPYUHYHO, Tak U reHepatopamu otueToB. [ocne
COXpaHeHWs 3anuMcen AaHHbIX U3 HacTpauBaeMblx Nonen B 6base AaHHbIX 3TW nonA bonblie
Henb3A nepemMellaTb UK U3MeHATb 6e3 pucka NoTepu AaHHbIX.
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19

19.1

19.2

HacTpoiika ynpaBneHue YypOBHEM Yrpo3bl

BBepeHue

Llenb ynpaBneHMAa ypoBHEM yrpo3bl 3aKN0UaeTcsa B TOM, UTOObl 3dpheKTUBHO pearMpoBaTb Ha
ypesBblUalHble CUTyaLMK, BHOCA MTHOBEHHbIE U3MEHEHUA B paboTy NPOXOA0B BO BCEM
3aTpPOHYTOM obnactu.

KoHuenuuu ynpaBneHusa ypoBHEM Yyrpos3bl

- Yrposa— 370 KpuUTMUeckana cutyauus, Tpebytollan HeMeaNneHHOro U OAHOBPEMEHHOTO
OTKNIMKA BCEX UMW HEKOTOPbIX MPOXOAOB B CUCTEME YNpPaBNeHUA 4OCTYNOM.

—  YpoBeHb yrpo3bl — 3TO peakLnsa CUCTEMbI Ha OXKMAAEMYH CUTyalmio. Kaxabi ypoBeHb
Yyrpo3bl AOMKeH ObITb TWATENbHO HACTPOEH TakKUM 06pa3oM, UTOObI KaXdbl U3 MPOXOA0B
MAC 3Han, Kak pearvpoBaTb.

YPOBHM Yyrpo3 NOMHOCTbIO HaCTpaMBalTCA, HaNpPUMep CTaHOaPTHbIe BbICOKME YPOBHMU

Yyrpo3bl MOXXHO HaCTPOWUTb cneayoLWwmnmMm obpasom.

—  BnokupoBKa: BXOAWTb MOTYT TONbKO CNy»0Obl ObICTPOro pearMpoBaHWs C BbICOKWUM
ypoBHeMm 6e3onacHOCTH.

—  3akpbiTHe: BCe BepM 3anepTbl. Kak Bxod, Tak U BbiXO 3anpelleHbl AnAa Bcex
YUETHbIX IaHHbIX C YpOBHEM 6e30MacHOCTU HWXKEe YKA3aHHOTO.

—  DBaKyauMA: BCe BbIXOAHble ABEPU OTKPbITHI.

—  CraHOapTHble HWU3KUE YPOBHM Yrpo3bl MOXXHO HAaCTPOUTb CreayLlmnm obpasom.

— CnopTUBHOE MeponpuUATHe : IBEPU B CMOPTUBHbIE 30HbI OTKPbITbI, BCE Apyrue
obnacTtv 3aluLieHsbl.
— Beuep poguTtenei: JOCTYMHbl TONbKO BbiOpaHHbIE ayAUTOPUK U FMaBHbIA NPOXOA.

- MpepynpexpeHue o6 yrpose — 310 CMrHan TPEBOIrU, KOTOPbIM aKTUBUPYET YPOBEHb
yrposbl. YNONHOMOUYEHHbIe NMla MOTyT akTUBMPOBaTb NpeaynpexaeHue ob yrpose c
NMOMOLL b KPAaTKOBPEMEHHOTO AENCTBUA, HAaNpPUMepP B NOMb30BaTENbCKOM MHTEpdeNnce
oneparopa, C NOMOLLbI annapaTtHoro curHana (HanpumMmep, KHOMKKW) UKW NpeabABUB
crneunanbHyo TPEBOXHYIO KapTy Ha nobom cuuTbiBaTene.

— YpoBeHb 6e3onacHOCTU — 37O aTpUbyT npochuner 6e3onacHOCTU BnagenbLeB KapT U
cuuTbiBaTenen B BMAE LENoro umMcna B gnanasoHe 0—100. Kaxkabii ypOBEHb Yyrpo3bl
yCTaHaBNMBaeT ANA CUMTbiBaTENEN rMaBHOro KoHTponnepa aoctyna (MAC) HasHaueHHble
ypOBHU Be30MacHOCTU. 3aTeM 3TU CUMUTbIBATENM NPELOCTaBNAT AOCTYN TONbKO NULlaM C
YUETHbIMUW JaHHbIMW TaKOTO Xe UK Donee BbICOKOrO ypOoBHA 6€30MacHOCTH, 3aaHHOrM0 B
ux npocmnax 6esonacHocTy.

- Mpodwmnb 6e3onacHocT — 370 Habop aTpnbyTOB, KOTOPbIE MOXHO Ha3HAUWTb TUMY
nepcoHana (Mpodwunb 6eszonacHocTu nuua), asepu (Mpocdunb 6esonacHocTu ABepu)
unu cumtbiBatento (Mpodunb 6esonacHocTu cuutbiBaTens). MNpodunu 6esonacHocTH
perynupytoT cnegytolimMe Tunbl NoBeAeHWs yrnpaBneH1a 4OCTyNoM.

— YpoBeHb 6e30nacHOCTH, Kak onpeaeneHo Bbllle, ANA TMNa nuua, ABEpPU UK
cuuTbiBaTeNA

— YactoTta gocmoTpa. BepoATHOCTb CyyaHOro 4OCMOTpa 3TUM TUMOM NuLa UMNu
cuuTbiBaTeNnA (B NpoueHTax).

0630p npouecca KoHtUrypauum

[na ynpaBneHuWsa ypoBHAMM yrpo3 TpebytoTca cnepytolime warn KoHdurypauuu, nogpobHo
onucaHHble nocne atoro obsopa.
1. B pepaxtope ycTpoucTs

- OnpeneneHue ypoBHEW OMacHOCTH

—  OnpepeneHne npodunen 6e3onacHoCTU ABepen
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19.3

—  OnpepeneHue npodunen 6e30NacHOCTU CUMTbIBATENEN

— HasHaueHue npodunen 6esonacHoOCTH ABeper Npoxoaam
2. B paguanoroBom okHe «CUCTEMHbIE JaHHbIE»

—  OnpepeneHune npodunen 6esonacHoCcTU nuy,

- HasHaueHue npodunen 6e3onacHOCTH NUL TUNAM NuL,
3. B avanoroBbix OKHax AaHHbIX O NepcoHane

-  HasHaueHMe TUNOB NWL, COOTBETCTBYIOLLUM NULAM

—  HasHaueHue TMMNOB NUL Frpynnam nuu,

Mocne ycnewHoW HaCTPOWKK yNpaBeHUA YPOBHEM YrpoO3bl MOXHO OTCNEXMBATH U
KOHTPONMPOBAaTb TPEBOMM U COCTOAHMA YCTPOMUCTB KOoHTponnepa MAC 13 npunoxxeHusa Map
View. MNogpobHble cBeAeHWA CM. B MHTEPaKTUBHOM crnipaBke no Map View.

LWaru KoHcurypauumu B peaakrope yCTPOUCTB

B sToM pasgene onucbiBatOTCA HEOOXOAMMbIE WArk KOHMUIypaLuu, UCnonb3yemble B
pefaKTope YCTPOMCTB.

3ameuaHue!
[aHHble yCTPOWCTBa He MOTYT ObliTb U3BMEHEHbI B peflakTope YCTPOMUCTB, NoKa AencTByeT
YPOBEHb Yyrposhl.

19.3.1

19.3.2

Co3paHue ypOBHA Yyrpo3bl
B atom pasnene onmncblBaeTCA, KakK Co34aBaTb YPOBHMW Yrpo3 AnA Bawlero obbekTa. MOXHO
co3patb A0 15 ypoBHe#.

MyTb K AUANOrOBOMY OKHY
— TnaBHoe meHI > KoHcurypauua > [laHHble yCTPOUCTBA
—  BIS KoHdurypatop > MoaknioueHua > [laHHble YCTPOUCTBA

Mpouepnypa
1. BbibepuTe BNOXEHHYO BKNaaKy YPOBHHU yrpos.
—  Otobpasutca Tabnuua «YpoBHU yrpo3». OHa MOXET cofepxkatb 4o 15 ypoBHel

Yrpo3, Yy KaXaoM 13 KOTOPbIX €CTb MMSA, ONMMCaHMe U (PNaXKOK ANA aKTUBAL MKW YPOBHA
Yyrpo3bl NOCNEe HAaCTPOMKM.

2. llenkHuTte cTpoky BBeauTe Ha3BaHUe YPOBHA Yrpo3bl.

Beenute ums, kotopoe byaet NOHATHO onepaTopamM CUCTEMBI.

4. (HeobnasarenbHo) B ctonbue OnucaHue BBegute bonee nonHoe onucaHve noseneHm

w

NpPoOXo40B Ha 3TOM YPOBHE Yrpos3bl.
5. He yctaHaBnvBanTe hnaxok AKTUBeH ceruac. CHauana BbINONHWTE BCE OCTalbHble Liaru
KOH(UIypaunu Ana 3TOro ypoBHA Yrpo3, Kak ONMCaHo B CreayloLmMx pasgenax.

[

6. Haxmure (CoxpaHuTb), UuTObbl COXPaHWUTL HOBbIW YPOBEHb YrPo3bl.

Co3paHue npochuna be3onacHOCTU ABepHU

B aTtom pasnene onmncblBaeTCA co3aaHue npocbmneﬁ be3omnacHocTH ANA Pa3nUUHbIX TUNOB
[Bepen u onpeaeneHne CoOCToAHUA, B KOTopoe DyayT nepexoauTb BCe ABEPU AAHHOIO
npoduna Npu akTMBaLMKU onpeneneHHOro ypoBHA yrpo3bi.
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19.3.3

MyTb K AUANOrOBOMY OKHY
— TnaBHoe meHI0 > KoHdurypauusa > [laHHble yCTPONCTBaA
—  BIS KoHdhurypartop > NMogknioueHusn > [laHHble yCTpoMCTBa

MNpepBaputenbHblie TpeboBaHUA
— OnpegeneH xoTA Obl OAWH YPOBEHb YrPO3bl.
— B paepeBe yCTPOWCTB HAacTPOeH XoTA Obl OAWH Npoxon.

Mpoueaypa
1. Bbibepute BnoxeHHyto Bknaaky Mpodunu 6esonacHocTy gBepen.
— TnaBHOe AMANOroBoe OKHO pasfeneHo Ha aBe obnacTv: Boibop 1 Mpodmnb
6esonacHocTu ABepU (MMA MO YMOMUAHUIO).
2. Haxmute kHonky Co3aartb.
-  bypet co3paH HOBbIM Npodunb 6e30MacHOCTU ABEPU C UMEHEM MO YMOMUYaHMUIO.
—  Tabnuua YpoBeHb yrpo3bl Ha naHenu Mpodunb 6e3onacHOCTU ABepyU 3anonHAeTCA
y>Ke CO34aHHbIMW YPOBHAMMW Yrpo3 BMECTe CO 3HAUYEHUEM He onpeAeneHo Ans
Kaxxgoro ctonbua CocrosHue.
3. B obnactv NMpodmnb GezonacHoCTU ABepU BBEAUTE UMSA TUMA ABEPU, KOTOPOMY ByaeT
Ha3HayeH 3ToT NPodUnb.
—  WmAa HoBoro npoduna otobpasutca Ha naHenu Beibop. MNpu HeobxogmMmocTH ero
MOXHO YAANUTb U3 KOHMUTypaLuu, Haxxas YaanuTb B 3TOM obnactu.
4. (HeobsasatenbHo) BBeguTe onvcaHue npoduns, uTobbl NOMOUb onepaTtopam NpaBUIbHO
HasHauuTb Npounb.
5.  Ecnwu 3t0T Nnpodunb JoNXKeH ObiTb HA3HAUEH TYpHUKeTaM, YyCTaHOBUTe hna)kok TYpHUKeT.
—  3JTO NpefocCTaBUT AOMNOMHUTENbHbIE NapaMeTpbl ANA LeNeBOro COCTOAHWA ABEPU Ha
pPa3NMUHbIX YPOBHAX Yrpo3, HanpuMep napameTpbl, MO3BONAIOLWME BXOAUTb UMK
BbIXOAWUTb TOMBbKO MO OAHOMY UMK TONbKO BMECTE.
6. B ctonbue CocroaHue Tabnulbl YpoBeHb Yrpo3bl A8 KaXX40ro YpPOBHA yrpo3 BblbepuTe
NoAXoAaAlLee LleneBoe COCTOAHUE ANA BCeX ABEPeEN AAHHOIOo NPodUns npu
cpabaTtbiBaHMM JAHHOIO YPOBHA Yrpos.

7. Haxmute (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUMN.

MoBTOpPUTE NpOLEAYpPY, UTOObI CO3aaTh CTONbKO Npodunen 6e3onacHOCTH ABEPU, CKOMbKO
CylecTByeT TUMOB [iBepel B Ballen KOHdUrypaumu. Huxe npeactaBneHbl pacnpoCcTpaHeHHble
TUNbI ABEpen:

- T'naBHanA obwenocTynHan ABepPb.

—  DBaKyalMOHHbIM 4OCTYN U3BHE.

— [ocTyn B ayAuTopuM.

—  OOwWwMKM gocTyn K CNOPTUBHOM apeHe.

Co3paHuve npochuna 6e30NacHOCTU CUUTbIBaTens

B aTOoM pasgene onucaHa npoueaypa cosgaHua npodunert 6e3onacHoCTU AnA pasnuuHbIX

TUMOB CYMUTbIBaTENEN. I'Ipodwlnm 0e30MacHOCTM cunTbiBaTenemn onpenenAarwT cnegyouime

atpubyTbl cuMTbiBaTENEN ANA KaXKA0r0 YPOBHA Yrpo3bl.

- MUHUMaNbHbIN ypoBeHb 6630I‘IaCHOCTM, Heo6XOAMMbIﬁ YUYETHbIM AaHHbIM ONA NOonyyeHuA
AOCTyna Ha CuuTblBaTerne.

- KoadhdpmnumeHT gocmoTpa, T. e. NPOLEHT BNnagenblLeB KapT, KoTopble OyayT BbiOpaHbl
cnyyamHbiM obpa3om Ana AONONHUTENbHON NPOBEPKU BE30MacHOCTH.
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19.3.4

- Mpumeuanue. Yactota fOCMOTpPa, 3agaHHasA B npod)mne 6e3onacHoOCTHU cuuTbiBaTens,
nepeonpengenAaeTt 4actoty, 3afaHHYKO Ha CaMOM CUMUTbIBaTerne.

MyTb K AUANOTrOBOMY OKHY
— naBHoe meHio > KoHdurypauusa > [laHHble yCTpOHCTBa
—  BIS KoHdhurypatop > MoaknioueHun > [laHHble YCTPOWCTBa

MpenBaputenbHblie TpeboBaHUA
— OnpepeneH xoTa Obl OAWH YPOBEHb YrpoO3bl.
— B epeBe ycTpoWCTB HacTpoeH XOTA Obl OAWH NMPOXOA,.

Mpouenypa

1. Bblbepute BnoxeHHyo Bknaaky Mpodcdunu 6e3onacHOCTU cuuTbiBaTenem.

— [naBHOe gManoroBoe OKHO pasgeneHo Ha ase obnacTtu: Boibop v Mpodunb
6e3onacHOCTU cuuTbiBaTena (MMA MO YMOMUAHUIO).

2. Haxmute KHonky Co3aarb.

—  bygert co3gaH HOBbIM Npodgunb 6Ee30NacHOCTU CUMThIBATENA C UMEHEM MO
YMOMUaHHuIo.

— Tabnuua YpoBHHM yrpo3 B obnactu Mpocunb 6e3onacHocTy cuutbiBaTens
3anoNHAETCA y)Ke CO34aHHbIMW YPOBHAMM Yrpo3, a TakkKe 3Ha4YeHWeM Mo yMONUYaHuio
0 OnA KaXXaoro U3 HUX B cTonbuax YpoBeHb besonacHocTtu M YacToTa gocmorpa.

3. B obnactu Mpochunb 6esonacHocTU cuMTbiBaTeNA BBEAWUTE MMA TUMA CUMTbIBATENSA,
KOTOpPOMY OyAeT HasHaueH 3TOT NpoduUnb.

- Wmsa HoBoro npoduna otobpasuTtca Ha naHenu Beibop. MNpu HeobxoanmMocTu ero
MOXHO yAanuTb U3 KOHUIypaLumK, Haxkas YaanuTb B 3ToW obnacrtu.

4. (HeobsasatenbHo) BBepute onucaHune npoduna, utobbl MOMoOUb onepartopam npaBUNbHO
HasHauWTb NPodUNb.

5. B cTonbue YpoBeHb 6e3onacHocTu Tabnuvubl YpoBeHb Yyrpo3bl A1 KaXX40ro ypoBHA
yrposbl BblbepuTe MUHUManNbHbIM YypoBeHb be3onacHocTH (Lenoe umcno B AuManasoHe 0—
100), KoTOpbI HEODXOAMM onepaTopy, UTobbl paboTaTb CO CUMTbIBaTENEM AaHHOTO
npoduna Npu akTUBaLKWK 3TOFO YPOBHA Yrpo3bl.

6. B cTtonbue YUactota gocmotpa 1abnuvubl YpoBeHb yrpo3bl /1A KaXA0ro YpoBHA yrpo3bl
BblOepuTE NPOLEHT BNagenbLeB KapT, KOTopble OyayT BblOMpaTbCA CUMTbIBATENEM
cnyyarlHbiM obpasom AnA AOMNONHUTENBHOM NPOBepPKM Be30MacHOCTH NpPU aKTUBaLWUK
3TOro ypPOBHA yrpos.

7. Haxmute (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

HasHaueHue npocunen 6e3onacHOCTH ABepen U cUUTbiBaTenemn npoxogam
B aTtom pasnene onmncblBaeTCA, KakK Ha3HaAYUTb I'IpOCbI/IFIVI besonacHoCTH ,depePl "
CLWITbIBaTeFIeljl ABepAM U CUUTbIBATENAM Ha KOHKPETHbIX npoxoaax.

MepBaa nognpouenypa 3akntoyaeTcsa B TOM, UTOObl MOAEHTUPULUMPOBATb U OTPUNBLTPOBATb
Habopbl NPOX0OA0OB, KOTOpble TPebyeTcA Ha3HauUTb, a BTopas npoueaypa — B TOM, UTobbl
caenartb Ha3HayeHuA.

Kpome TOro, Bbl MOXeTe NPOCMOTPETb COCTOAHUA, YPOBHHU 0e30MacHOCTM M UacToThl AOCMOTpPa
Bbl6paHHbIX npoxogosB, KOTOpPble 6ynyT 3aJaBaTbCA pa3nMYHbIMKU onpegeneHHbIMU YPOBHAMMU
yrpos, HaCTpPpOEHHbIX BaMH.

MyTb K AUANOrOBOMY OKHY
— T'naBHoe meH > KoHcurypauua > [laHHble yCTPOUCTBA
—  BIS KoHdurypatop > MoaknioueHua > [laHHble YCTPOUCTBA
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MpepaBaputenbHble Tpeb6oBaHUA
—  OnpepneneH xoTa Obl OINH YPOBEHb Yrpo3bl.
— B nepeBe yCTpOMCTB HACTPOEH XOTA Obl OAWH NPOXO[.

Mpouenypa

1. B pepeBe yctpolcTB Bbibepute DMS (KopeHb AepeBa yCTPOMUCTB).

2. B rnaBHOM AManoroBoM OkHe BbibepuTe BKNaaKy YnpaBneHue ypoBHEM yrpos.

- B rnaBHOM AManoroBoM OKHe MOABATCA HECKONMbKO BMOXEHHbIX BKNAOOK.

Moanpouenypa 1: BbIGOp NpoxonoB ANA Ha3HAUEHUA

1. Bbibepute BnoxeHHble Bknaaku Mpoxoabl.

— TnaBHOe AManoroBoe OKHa pasfenuTca Ha ABe obnacTtv: YcnoBuAa dunbTpa v
Tabnuuy co BceMu npoxoaamMu, KoTopble ObiNM co3aaHbl B CUCTEME.

2. (HeobnasatenbHo) B obnacti YcnoBusa chunbTpa BBELUTE KPUTEPUK, UTOOBI OFrPaHUUUTD
Habop npoxonos, oTobparkaeMblx B Tabnuue, B HUXKHEW YaCTM AMANOroBOro OKHa,
Hanpumep:

- YcTaHOBUTE UMW CHUMUTE hbNaXkKku, onpenenstolme, otobpaxarTca nv B Tabnuue
BXOAHble CUUTbIBAaTENU, BbIXOAHbIE CUUTbIBATENU W (UNH) ABEpPHU.

-  BBepuTe cMMBONbHbIE CTPOKMU, KOTOPbIE AOMKHbI MPUCYTCTBOBATb B UMEHAX
npoxoaoBs, obnacten, Nnpounen unu cuMTbiBaTeNemn BCeX BXOAO0B, NEPEUNCTEHHbIX B
Tabnuue.

—  YCTaHOBWUTE UMW CHUMUTE (PNAXKOK, onpedenatowmii, otobpaxatotca nu B Tabnuue
OBEPU M CUMTbIBATENM, KOTOPbIE elle He HACTPOEHbI.

3.  Haxmute MpumeHUTb pUnbTp, UTOOLI OTPUNBTPOBATE CIMCOK MPOXOAO0B, UTK HAXKMUTE
C6pocutb hunbTp, UTOOLI NPUCBOUTL INEMEHTAM yNpaBneHusa punbTpaM 3HaueHus no
YMONUaHWIo.

Mpoueaypa 2: Ha3HaueHUue npoduner 6esonacHOCTU BbIGPaHHbIM Npoxoaam

MpenBaputenbHoe TpeboBaHWe. HazHauaeMble NPOXoAbl Dbl MOAEHTUPULMPOBAHbI U

oTobOpaxkaroTcA B TabNu1LE B HUXKHEN YaCTW MANOroBOro OKHa.

ObpatuTe BHUMaHKe, UTO Kaxkabli Npoxod obblUHO COCTOWT M3 ABepu MK Bapbepa U ogHOro

MNU HECKONbKKUX CuMTbiBaTeNnen kapt. O4HAKO Y HEKOTOPbIX CMeLUanM3npoBaHHbIX TUMOB

NPOX0A0B, TaKUX KaK TOUKK cbopa, OHW MOTyT OTCYTCTBOBATb.

1. B cton6ue Mpodunb 6e3onacHOCTU ABEPU UNU CUUTbIBATENA LLENKHUTE AUENKY,
COOTBETCTBYIOLLYIO ABEPU UMW CUMUTBIBATENIO, KOTOPbLIM TpebyeTcA Ha3HauUuTb.

2. BbibepuTte npocdmnb 6e30nacHOCTH ABEPU UMK CUMTBIBATENA M3 pacKpblBatoLwwerocs
CnUCKa AYENKHU.

(Heob6as3arenbHo) MpeaBapuTenbHbli NPOCMOTP NOBEAEHUA ABEper U CUMTbIBaTenemn Ha

pasnuuHbIX YPOBHAX Yyrpos3

Ctonbubl B NnpaBoM yacTy Tabnuubl 4OCTYMHbI TONBbKO ANA UTeHUA. B HUX oTobpakatoTcA

cocTofiHWe bnoknpoBku (Pexxum), ypoBeHb 6€30NacHOCTU M UACTOTa [OCMOTpA ABEPEN U

cuuTbiBaTenen B Tabnuue, kotopble ObinK Bbl akTyanbHbIMKU, ecnn Bbl 3TOT YPOBEHb Yrpo3bl

6bin BbibpaH B cnucke BoibepuTe ypoBeHb yrpo3bl ANA CBEAEHUN.

MpenBaputenbHoe TpeboBaHue. Mpoxoabl, KOTOPble Bbl XOTUTE MPOCMOTPETb, ONPeAeneHbl 1

oTobpaxkatoTca B Tabnuue B HUXKHEN YacTh AMANOroBOro OKHa.

» B cnucke Bbibepute ypoBeHb yrpo3bl AnA cBegeHUi BbibepuTe ypoBEHb Yyrposhl,
KOTopbIM TpebyeTcA NpoCcMOTpeTh.

= B T1abnuue otobpaxkaetcsa coctoAHWe BNOKMPOBKU ABepel (Pexum), a TakKe YPpOBEeHb
6e30MacHOCTH 1 YacToTa AOCMOTPA CUMTbIBaTENEN, KOTOpble ObiNK Obl akTyanbHbl, KOT4a
BblOpaH 3TOT YPOBEHb Yrpo3bl.
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19.3.5 HasHaueHue ypoOBHA yrpo3bl annapaTHOMY CUrHany
B aTOoM pasgene onvcbiBaeTcA, Kak Ha3HAUMTb annapaTHbld BXOAHOW CUTHaN ANA aKTUBaL WK
UMW OTMEeHbl NpeaynpexaneHua ob yrpose.
MyTb K AUANOroBOMY OKHY
— naBHoe meHIo > KoHdurypauusa > [laHHble yCTpPOMHCTBaA
—  BIS KoHdwurypatop > MoaknioueHua > [laHHble YCTPOUCTBA
MpepBapuTenbHbie TpeboBaHUA
—  OnpeaeneH xoTs Obl OAWH YPOBEHb Yrpo3bl.
— B pgepeBe yCTPOMCTB HAcTpoeH XOTA Bbl 0AWH npoxos,.
Mpoueanypa
1. B agepeBe ycTpoWcTB BbibepuTe npoxopd, nof KoHTponnepom AMC, BXxoAgHble CUTHanbI
KoTOoporo TpebyeTcsa Ha3HAUWTD.
2. B rnaBHOM AnanoroBomM oKHe BblbepuTe BKNaaKy TepMUHanbI.
—  [oABuKTCA Tabnuua NpPoxoaoB U CUrHaNoB.
3. B cTpoke curHana, KotopbiM TpebyeTcAa HazHauMTb, LWENKHWUTE AUENKY BXOAHOro CUrHana.
— B packpblBaloLeMCs CMUCKE COOAEPXKNUTCA KOMaHAa YPOBEHb Yrpo3bl: OTKMIOUUTb U
YpoBeHb yrpo3sbl: <name> AN KXKAOM0 YPOBHA Yrpo3bl, KOTOPbIM Obin onpeaenex
paHee.
- KomaHAa YpoBeHb yrpo3bli: OTKNIOUUTb OTMEHSAET BCe TEKYLLME YPOBHHU Yyrpos.
4. HasHaubTe KOMaHAbl TPeOyeMbIM BXOAHbBIM CUFHaNam.
5. HaxmuTte (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUMN.
3ameuaHue!
OrpaHuuexHune ana DM 15
Mopenb asepu 15 (DIP/DOP) B HacTosALlee BpeMs HEe MOXEeT UCMNOoNb30BaTbCA A9 aKTMBaL UK
YPOBHA Yrposbl.
194 dTanbl HACTPOMUKK B AUANOroBbIX OKHAX CUCTEMHbIX AaHHbIX
B aTom pasgene onucbiBaeTcs, Kak cosgaTb npodunu 6e30nacHOCTU NUL, M HAa3HAUMUTb UX
TUNAM NUL,.
19.4.1 Co3paHuve npocuna 6e30MacHOCTU NULaA

MyTb K AUANOroBOMY OKHY
— naBHoe mMeHI0 > CucTeMHble AaHHble > NMpodunb 6ezonacHocTU NULa
—  KnueHnT ACE > CucrtemHble gaHHble > MNMpocdunb 6e3onacHocTU nuua

MpepBaputenbHble TpeboBaHUA

Mpodunu besonacHOCTH NUL TPEDYIOT TWATENbHOTO NNaHUPOBAHWA WU NpeaBapUTeNnbHOM
HaCTPOMKH, MOCKONbKY OHW OKa3blBalOT BaXXHOE BIMAHUE HA paboTy CUCTEMbI B KPUTUUECKUX
cuTyauuax.

Mpoueaypa

1. Ecnuv gnanoroBoe OKHO Yy)Ke COAEPXUT AaHHbIE, HAXXMUTE Ijgf) (Cospatb), uTobbI
OYUCTUTb €ro.
2. BeguTe MMA HOBOro Npodunsa B TeKCTOBOM norne «MmAa npodunsa 6e3onacHoCTU»:
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3. (HeobsazatenbHo) BBeguTte onucaHue npoduna, utobbl MOMOUb onepaTtopam npaBUNbHO

Ha3HauWTb NPOdUnb.

4. BseauTe uenoe uucno ot 0 go 100 B none YpoBeHb 6€30MacHOCTH.

—  C yueToM TOro, UTto Braaenbly KapTbl paspeLlleHo UCNonb30oBaTbh NPOXOM4, 3HaUEeHU s
100 mocTaTouHO, UTObbI NONYYUTb AOCTYN K NOOOMY CUMTbIBATENIO, AaXe eCcnu B
HacToslllee BpeMs yCTaHOBMEH ypoBeHb 6esonacHocti 100.

- B npotMBHOM cnyuyae ypoBeHb 6€30MacHOCTM B npodune 6esonacHocTv nuua
Bnagenbla KapTbl 4OMKEH OblTb paBeH UKW Oonblue TEKYLLEMY YPOBHIO
0e30MacHOCTU CuMTbIBaTENS.

5. Baeaute uenoe uucno ot 0 go 100 B none Yacrtora AocmoTpa.

—  TMpumeuaHue. YactoTa gocMoTpa npouna nuua ABNAETCA BTOPUUHOM ANnsa npoduna
cuuTbiBaTena. B Tabnuue HWXe onucbiBaeTcs B3aMMOAENCTBUE ABYX UacTOT
nocmoTpa npoduns.

6. Haxmute (CoxpaHuTb) ANsA COXPaHEHUA U3MEHEHUMN.

B3aumopgencTBME UacToT JOCMOTPaA AnA npodunein 6e3onacHOCTU NUL U CUUTbIBaTenemn

YactoTta gocmotpa (%) B YacTtoTa gocmoTtpa (%) B Nuuo BbIGpaHoO onA
npodune 6e3onacHoCTH npodune 6e3onacHocTU LOMNONHUTENbHbIX NPOBEPOK
cuuTbiBaTensa nuuya 6e3onacHocTu?

R P
0 Mobown Hert
100 Niobon Oa
1..99 0 Hert
1..99 100 Oa
1..99 1..99 Bo3moxxHan
BeposaTHocTb = MAX(R,P)

19.4.2 HasHaueHue npocuna 6esonacHOCTU NUUA TUNY NepcoHana

MyTb K AMAaNOroBoMy OKHY
- FnaBHOe MeHI0 > CUCTeMHbIe AaHHble > TUN nepcoHana
- KnueHt ACE > CucrtemMHble gaHHble > Tun nepcoHana

Mpouenypa

MpumeuaHue. [0 UCTOPUUECKUM NPUUMHAM UOEHTU(PUKATOP COTPYAHUKA 30eChb ABNAETCA

CMHOHMMOM THNA NepcoHana.

1. B T1abnuue CranpaptHblie ID coTpyaHukoB vnu B Tabnuue Monb3oBaTtenbckue ID
COTPYOHUKOB BbibepuTe Auenky B cTonbue Uma npocuna 6esonacHocTH,
COOTBETCTBYIOLLYIO Tpebyemoro Tuny nepcoHana.

2. Bbibepute npodunb 6€30NacHOCTU NMLLA U3 PacKpPbIBatOLWErocs Cnucka.

— [loBTOpUTE 3Ty Npoueaypy ANA BCeX TUMNOB COTPYAHMKOB, KOTOPbIM TpebyeTtcsa
npocunb 6GesonacHocTy nuua.

[

3.  Haxmure (CoxpaHuTb), uTODbl COXPAHWUTb Ha3HAUEHMS.
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19.5 Llaru KkoHcpurypaumum B AMaNoroBbiX OKHaX AaHHbIX O
nepcoHane

B aTom pasgene onucbiBaeTcA, 3anmMcu O nMLBAX, CO34aBaeMble B CUCTeMe, MofyyaroT
npocbunb 6e3onacHOCTU NULA B COOTBETCTBUU C TUMOM nepcoHana.

MyTu K AManoroBbiM OKHam

— TnaBHOe MeHIO > [laHHble 0 nepcoHane > luuya

— [naBHoe meHIo > [laHHble O nepcoHane > Fpynna nuy,

MpumeuaHue. 10 UCTOPUUECKUM NPUUMHAM UAEHTUPUKATOP COTPYAHMUKA 34eCb ABMAETCA
CMHOHWMMOM THUNA NepcoHana.

Npoueaypa

Bce 3anvcu cOoTpyAHUKOB, CO3MlaHHble B CUCTEME, AOMXKHbI MMETb TUN NepcoHana.

1. YbeauTtecb, UTO CUCTEMHbIE OMepaTopbl Ha3HAuUaloT TONbKO TUMbI NepPCcoHana, KoTopble
6binKn cBA3aHbl C npodhunem 6e30NacHOCTU NUUa B [ManoroBoM okHe FnaBHoOe MeHIo >
CuctemHble gaHHble > Tun nepcoHana.

2. [ononHuTenbHble CBeAeHUA O CBA3biBaHWU Npodiunei 6e3onacHOCTU NUL, ¥ CO3aHWUM
3anucen COTPYAHUKOB LLENKHWUTE CNeayloLMe CChINKMU.

Cwm.
—  HasHaueHue npoghunsa bezonacHocTu nuuya tuny nepcoHana, CrpaHuya 154
—  Cos0aHue OaHHbIX nepcoHana u ynpasneHue umu, Ctpavuya 207
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Rl?ﬂcgpoﬁka Milestone XProtect aona ucnonb3soBaHus

BBeneHue

B 37O rnaBe onucbiBaeTcA, Kak HacTpouTb Milestone XProtect gna ucnonb3oBaHua PYHKLKUN
ynpaBneHusa goctynom AMS.

Moagknoyuaembld Moaynb, NpenoctaBnsembld AMS, HO ycTaHOBNEeHHbIM Ha cepBepe XProtect,
nepepaet cobbiTMA 1 KoMaHabl B AMS 1 Bo3BpaluaeT pesynbTtatel XProtect.

P Plugin
° —S

AMS XProtect

=[] =

KoHurypaumsa coCcToUT U3 Tpex 3TarnoB, KOTOPble OMUCaHbl B CNeAylLWMX pasgenax:
—  YcrtaHoBKa obuienoctynHoro ceptudmnkara AMS Ha cepBepe XProtect.

—  YcrtaHoBKa nogkntouvaemoro mogyna AMS Ha cepsepe XProtect.
- Hactpoika AMS B npunoxeHuun XProtect.

3ameuaHue!

MoTeHUuManbHaA HECOBMECTMMOCTb MOAKI0UAaeMbIX MOAYyNen U3 pa3HbiX UCTOUHUKOB
Mogkntouaemblie moaynu Milestone XProtect paboTtatoT He B MU30NTMPOBAHHOW cpeae, T. €. OHU
He NOMHOCTbIO U30MMPOBaHbI ApPYr OT Apyra. [103ToMy Npu 3anycKe HECKOMbKKUX
NMOAKNOUAEMbIX MOAYNEN C pasnuMuHbiMKU BepcuamMK TexHonorku .NET, a TakXe ee NakeToB U
6ubnuoTtek Ha ogHoM cepBepe Xprotect MOryT BO3HMKaTb NporpammMHbie oWnbku. KomnaHusa
BOSCH moxeT rapaHTMpoBaTtb NpaBUIbHOCTb paboTbl nogkntouyaemoro moayns AMC Tonbko
NpW OTCYTCTBUM APYrMX YCTAHOBMEHHbIX NOAKNOUAEMbIX MOAYNEN.

MpeaBaputTenbHblie TpeboBaHUA

-  AMS yctaHaBnMBaeTCcA U NULEH3UPYETCA.

—  XProtect yctaHaBnnBaeTCA U NULEH3UPYETCA HA TOM XK€ KOMMbIOTEPE MNU HA OTAENbHOM
KoMnbloTepe.

- Mexagy obeumu cuctemamu CyLLeCTBYET CETEBOE MOAKMIOUEHHE.

—  YcrtaHoBka FQDN no ymonuaHuto He nogaepkmuBaetca. [pu ycTaHOBKe B cpefie AOMeHa
pekomeHayeTcsa obpaTuTbcA B CNy»X0y Noanep»KKu.

YcTaHoBKa obweaoctynHoro ceptucpukara AMS Ha cepBepe XProtect
ObpatuTe BHUMaHKe, uTo 3Ta Npouenypa TpebyeTcAa TONbKO B TOM cnyuvae, ecnv AMS paboTtaet
Ha APYroM KOMMblOTEpEe.

1. CkonupynTte camnn ceptudukara c cepsepa AMS
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management
System\Certificates\Bosch Security System Internal CA - BISAMS.cer
Ha cepBep XProtect.
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Ha cepBepe XProtect gBaxkabl WenkHUTe hann ceptuduKkara.

[MoABnAeTcA MacTep cepTUUKATOB.

HaxmuTe YcTaHOBUTb cepTUdMKaT...

OTKpoeTca MmacTep UMnNopTa cepTUPUKaTOB.

BblibepuTe NokanbHbl# KoMmnbloTep B nofe MecTtonono)eHue XpaHUNULA U HaXXMUTe
Danee

Bbibeprte PaamecTutb BCce cepTUdUKaThl...

Haxmunte O630p...

BbibepnTe [loBepeHHble KOPHEBbIEe LEeHTPbl cepTUUKaLUmu 1 Haxkmute OK
HaxxmuTte KHONKy Nanee

[MpocMoTpUTE CBOAKY HACTPOEK U HaxXmuTe FoToBO

YcraHoBKa nogkniouaemoro mopyna AMS Ha cepBepe XProtect

CkonupymTe hann HaCTPOMKH

AMS XProtect Plugin Setup.exe

C yCTAHOBOUHOTrO HocuTena AMS, cooTBeTCTBYytoLLErO Bepcuu AMS, KoTopana AoMKHA ObiTbh
noakntouyeHa K cepsepy XProtect.

BbinonHute chann Ha cepsepe XProtect.

OTKpoeTCcA MacTep HaCTPOMKMU.

B mMacTepe HacTpokku ybeautechb, uto noakntovaembld moaynb AMS XProtect nomeueH
ONA yCTaHOBKMW U HaxxmuTe Oanee.

MoABWTCA NUUEH3WOHHOE COrnaleHne KOHeUYHOoro nonb3oparena. HakmMuTe KHOMKY
MpuUHATb, UTOObI MPUHATL YCNOBKUA COrNalleHns, ecnu Bbl XOTUTE NMPOAONKUTb.

MacTep oTobpaxaeT NyTb yCTAHOBKMW MOAKIHOUAEMOro Moayna nNo yMonuyaHuto. Haxmute
KHonKy Janee, utobbl NPUHATL MNYTb MO YMONUAHUIO, UMM HAXXMWUTE KHOMKY O630p, UuTOO I
M3MEHWUTb ero, npexae yueM HakaTb Janee.

MacTep NoATBEPAWT, UTO OH cobupaeTcA yCTaHOBUTb NoAKntouaeMbln Moaynb AMS
XProtect.

HaxxmuTe YcTaHOBUTD.

[loxxanTecb NOATBEPXKAEHMA 3aBEPLUEHUA YCTAHOBKK U HaXkmuTe FoToBO.

Mepesanyctute cny»by Windows ¢ umeHem Milestone XProtect Event Server.

Hactpoiika AMS B npunoxeHnuu XProtect

1.
2.

B knueHTe ynpaBneHus XProtect Bbibepute KoHTponb goctyna

LLlenkHWTe NnpaBon KHOMKOW YnpaBneHue [octynom u Bbibepute Co3aaTb HOBbIMN...

MoABUTCA MacTep NOAKMOUAEMbIX MOAYNEN.

BBeguTe cnefyoLlyto MHpoOpMaL Mo B MacTepe NOAKIIOUAEMbIX MOAYNEN:

- UmAa: onvcaHue aTon nHTerpaumMmn AMS-XProtect, no3sonstoLliee OTNMUNUTb ee OT
APYrMX MHTErpauum B ToM e cucteme XProtect.

— TMopknwyaeMblit MOAYNb UHTErpaLUuu: AMS - XProtect Plugin (370 umA Oypet
LOCTYMHO B pacKpblBatOLLEMCA CMUCKe Nocne YCnewHoW YCTAHOBKK NOAKNOUaeMoro
Mozaynsa).

— KoHeuHana Touka obHapyxeHuAa AMS API: https://<hostname of the AMS
server>:62904/

, TOe 62904 — 3TO NOPT MO YMONUYaHMIO, BbIDpaHHbIM Npu ycTaHoBKe AMS API.

- Umna onepartopa: MMA nonb3osatena onepartopa AMS ¢ paspelueHUAMU No KpanHen
Mepe ANnA UCNONb30BaHWUA ABEPEN, K KOTOPbIM ByayT npuBsAsaHbl kamepbl XProtect.

— Maponb oneparopa: naponb AMS atoro onepatopa.

Bosch Security Systems
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4. Haxmwute ODanee
Moakntouaembld Modynb AMS nogkntouaeTca K ykazaHHOMY BaMu cepsepy AMS u
BbIBOAMT 3/1€MEHTbI yNpaBneHus AOCTyNoM, KoTopble OH obHapyxuBaeT (aBepH,
YCTPOWCTBA, CepBepbl, KOMaHAbl COObITUI U COCTOAHMUA).

5. Korpa uHouMkaTtop BbIMONHEHWA OyaAeT 3anonHeH, HAXXMUTE KHOMKy Janee
OTKkpoeTcA cTpaHMua Mactepa KamMep CBA3aHHble KamMepbl.

6. UToObl cBA3aTbh Kamepbl C ABEPAMMU, NepeTalmTe Kamepbl U3 cnucka Kamepbl kK Toukam B
cnucke [iBepu.

7. Tocne 3aBepweHUa HaxxmuTe Oanee.
XProtect coxpaHsaeT KOHUIypaLuo U NOATBEPKAAET, UTO OHA YCMNELIHO COXPaHeHa.
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UHTerpauuna Otis Compass

BBegeHue

Compass — 370 cUcTeMa ynpaBneHus HadHaueHnem komnaHuu Otis Elevator. OHa
MCNoNb3yeTcA ANA yrnpaBneHUA HECKONTbKUMU NUATOBbIMU XONNNaMu1 U HanpaBnsaeT NUdTbl
naccaxupam, 4tobbl OHW MOTINM KakK MOXHO adhheKTUBHEE OCTMUb MecTa Ha3HaueHuA. UTobhl
npeaocTaBUTb HEOOXoAMMble AaHHble, NacCaXXMpPbl TENEPb HE MPOCTO HAXXMMAKOT KHOMKHU
Beepx vnu BHU3, HO 3anpallvBaOT MECTO Ha3HaUeHWA Ha CUMTbIBaTeNle KapT, CEHCOPHOM
3KpaHe UK TepMUHanax c KnasuaTtypou.

MHTerpauma c cuctemamu ynpasneHuna goctynom Bosch gobasnaet 6e3onacHOCTb peLleHuto.
B 3aBUCMMOCTM OT YUETHbIX JaHHbIX U UCMOMb3YyEMbIX BPEMEHHbIX MOoAenen naccaxmpbl
3¢pheKTMBHO NonagatoT Ha AOMALLUHME 3TaXXW U ApyrMe aBTOPU30BaHHblIE MeCcTa HasHaueHus.
Cuctema He NpUHMMAET 3anpochl ANA 3TaXen, KOTopble He yKa3aHbl B Npodunax
aBTOpU3aLMKU Naccakmpa, UM BPEMEHU CYTOK, KOTOPOE BbIXOAMUT 3a PaMKU TeKyLlen
BPEMEHHOM MOAenu.

Tononorusa o6bopyaoBaHua cuctembl Compass
Ob6opynoBaHue cuctembl Compass HacTpauBaeTCA CBEPXY BHU3 B BUAE TPEXYPOBHEBOM
nepapxuu nog ogHWM KoHTponnepom MAC B peflakTope YCTPOWCTB.

El"iE DMS MepBbliit ypoBeHb: (Otis Compass)
= o MAC CucTeMa ynpaBneHUA HanpaBneHUAMM.
Elﬁ Otis Compass Kaxpana cuctema Compass MOXeT ynpasnfTb
ﬁi Otis DES Group 2 8 rpynnamu nudgtoB (MMMOTOBLIMKU XONNammu).
E‘ﬁi Otis DES Group 1 MapameTpbl: AranasoH sTaxen,
~{jig Otis DET+0F CceTeBbIX aApecos,
ETE Otis DET+0R HOMepOB NMOPTOB U TalM-ayToB.
-[jig Otis DET+1F
-{jig Otis DET+2F » :
~{fig Otis DET+3F Btopo# ypoBeHb: (Otis DE?/DER)
ﬁE Otic DET+4F [o 8 rpynn nudToB, KaXA0oW U3 KOTOPbIX
ﬁ'ﬁ Otis DET+SE ynpaBnseT cepBep BBOAA HanpaBneHWH
ﬁE Otis DET+6F (Destination Entry Server - DES), cocToALMK
EI_'E Otic DET+6R n3 1 unu 2 drUsnYecKknx yCTPOMCTB.
ﬁE Otic DET+TF Kpome Toro, sToT ypoBeHb MOXeT UMeTb [0
ﬁE Otis DET-1F [BYX [OMONHUTENbHbIX YCTPOUCTB ANA
ﬁE Otis DET-1R ONTMMMU3aLMK, KOTOPblE Ha3bIBAKTCA
ﬁE Otic DET-2F nepeHanpaBUTeNAMM BBOAA HanpaBneHUH
(DER).

MapameTpbl: 1 naeHTUDUKATOP HA Kaxayto

cuctema Otis Compass Ha BbigeneHHOM rpynny nucTos.
MAC; 1 IP-agpec ana yctpoucTsa.

oaHa rpynna nudToB, ynpaBnAemMan ogHum | 120NMLa aTaxel ¢ ABepAMK nudTa C
DES: yKasaHueM, ABNAITCA NN OHU
;

B nepapxuu Bbllle nokasaHbl:

HecKonbko TepMuHanos (DET), kaxabli 13 0obLiefoCTYMHBIMA.

KOTOPbIX UMEET HOMEP 3TaxKa oT -2 [0 +7 U
cumBon F (nepegHAaa asepb) unu R (3agHAA TpeTuii ypoeeHb: Otis DET

fBepb). TepMuWHanbl BBOAA HanpaBieHu
(Destination Entry Terminals - DET)
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Mapametpbl: 1 IP-agpec Ha Kaxablii
TepMuHan. [JoCTynHble 3TaXW C ABEPAMMU
nudpTa AnsA Kaxkagoro TepMuHana.

0O0630p UHTErpauuu CUCTEMbl yNnpaBNeHUA AOCTYNOM

AOMWHUCTPATOPbl CUCTEMbI YNPaBNeHWA OCTYNOM UHTerpupytoT Compass Ha cnegyowmx

3Tanax, nogpobHO onucaHHbIX fanee B rnase:

1. HacTtpowka obopynoBaHmua Compass Ha ogHOM KoHTponnepe MAC B pegaKktope
YCTPOMCTB.

2. HacTpolKa nonb3oBaTenbCKUX MONeN ANA XapaKTepPUCTUK AeprKaTenen KapT,
HeobXoaAUMbIX ANA PYHKLMOHUPOBaHMA cucTembl Otis, TaKMX KaK JOMaLIHWI 3Tax.

3. CosgaHue npodunen aBTopu3saLnmn, KOTopble yNpaBnsatoT AOCTYNOM K KOHKPETHbIM
MecTaM HasHaueHus nudTa.

4. HasHaueHMe npodurnen aBTopmM3aLmnu COOTBETCTBYIOLUM Aep)KaTensam KapT

- (cm. PykoBoacTteo no akcnnyataunn ACE gna sTux cTaHgapTHbIX npoueayp).

21.1 Hactpoiika cuctembl Compass B peaaKkrope yCTPOUCTB

B aToM pasgene onucbiBaeTcs HacTpoika cuctembl Otis Compass B pegakrtope yCTPOWCTB.

MyTb K AUANOroBOMY OKHY
— TnaBHoe meHI0 > KoHdurypauusa > [laHHble yCTPOMICTBA
—  BIS KoHdourypatop > NMogknioueHus > [laHHble ycTporcTBa

21.1.1 YpoBeHb 1: HacTpoika cuctembl Compass

Mpoueaypa anAa ypoBHA 1: HacTpolka cuctembl Compass
1. BbibepuTte HyxxHbiM MAC B npeactaBneHUM AepeBa pefaktopa yCTPOUCTB
2. LllenkHunTe NnpaBor KHOMKOW Mbiln 1 Bbibepute HoBbin Otis Compass. Ha cTpaHuLe

CBOWCTB €CTb 2 BKNaAKH.

—  Otis Compass

- JTaxwu

3. Camble BaXHble napameTpbl Ha BKnaake Otis Compass:

- Wma (umAa, KoTopoe JoMKHO oTobpaXkaTbCA B AepeBe YCTPOWCTB);

- IP-appec koHTponnepa MAC (o6paTHbii IP-agpec ans cuctembl Compass Ha
BblJeNEHHOM CeTeBOW MnnaTte, C MOMOLLbIO KOTOpoK cuctema Compass
B3aumopaeMncTByeT ¢ KoHTponnepom MAC).

NMPUMEYAHMUE. 370 He IP-agpec camoro koHTponnepa MAC.

- TMMoppaspgeneHue (TONbKO ecnu noApasfeneHra NULUeH3MpoBaHbl MU UCMOMb3YOTCA B
Ballew cucrteme).

OcTaBbTe ANA OCTallbHbIX NapPaMeTPOB 3HAUEHWA MO YMONUAHUIO, KPOME ClyyaeB, KOraa Ux
M3MEHEHMWE NPeaNnUCaHO CreunanmucTaMmm TEXHUUECKOW NoALEePKKU. ITU napameTpbl KpaTko
onucaHbl B cneaytowen tabnuue:
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21.1.2

MapameTtp 3HaueHue no |(OnucaHue
YMONUaHUIoO

Anpec rpynnbl MC 234.46.30.7 IP-agpec rpynnbl MHOTOaApPEeCHOMN
paccbinKku

Mopt MC ona DES/DER 48307 MHoroagpecHble nNopThl

(yoaneHHbi) 47307

Mopt MC ons DES/DER

(nokanbHbIN)

Mopt UDP ans DES/DER 46303 MopTtbl UDP ans yctponcte DES u DER

(ynaneHHbI) 45303

Mopt UDP gna DES/DER

(nokanbHbIN)

Mopt UDP gna DET 45308 MopTbl UDP ans yctponcte DET

(yoaneHHbi) 46308

Mopt UDP gna DET

(nokanbHbIN)

Bpemsa Xn3HM nakeTa npu 5 ceKkyHp

MHOroaZpecHomn nepegauye

(TTL)

MHTepBan cepauebueHun 1 cekyHaa MpomMeXXyTOK BpEMEHU Mexay
MHTepBanamu cepauebrveHua. 3TM curHanbl
NnoKasblBalOT APYrMM YCTPOMUCTBAM, UTO
JaHHoe ycTponcTBo paboTtaet

Makc. konuMuecTBo 3 Uuncno nHTepBanos cepauebunenus,

NPOMyLEeHHbIX MHTEPBANOB KOTOpble MOXHO MPOMNYCTUTb, Npexae Yem

cepauebuneHun YCTPOWCTBO OyAeT cuMTaTbCA
HepaboTaoLWmnM

McTekno BpemA oXXuaaHusa 1 cekyHaa

coobLleHun

Yncno noBTOPHbIX NOMNbITOK 3

coobLleHun

1. Ha Bknagke 3Taxu HaxXMuTe U3MeHUTb AUana3oHbl 3TaXKen

2. BBeauTe HOMepa CaMbIX HUXHUX U CaMbIX BbICOKMX 3TaXKEW, KOTOPbIe AOMKHbI
obcnyxuBaTbcs BCEMU NUAPTOBbIMU Xonnamu cuctembl Otis Compass.
- MakcumanbHbIM AuanasoH: ot -127 po +127

[

3. Haxmure

(CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

YpoBeHb 2: rpynnbl nudTa, ycrporcrtea DES u DER

Mpoueaypa ana ypoBHA 2: HacTpo#Ka rpynn nudtos (yctpoictea DES u DER)

BBepeHue

Bosch Security Systems
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DES (cepBep BBOAa HanpaBneHWM) — 3TO KOMMbIOTEP, KOTOPbIM yNpaBnaeT rpynnon nudgTos.
Mpu HeobxoaumMocTu ABa drsnueckux yctponctea DES ¢ otaenbHbiMK IP-agpecaMu MOXKHO
00beMHUTb B NOrMUecKoe YCTPOMUCTBO C NOAAEPXKKOW OTPaboTKM OTKa3a.

Cepsep DER (MepeHanpaBuTenb BBOAa HanpaBneHWW) coeauHAET rpynnbl TUATOB U
nossonnaet cepepam DET B obuwiei Touke Bxoaa B 3gaHue (Hanpumep B BecTubione)
NPUHUMATb 3anNpoChbl MecTa HasHaueHua AnAa noboro ataxa B 3gaHuMu. Cepsep DER He
HacTpPOeH Ha paboTy B OTKa30yCTOMUMBOM pPeEXUME.

CospaHue yctpoiicte DES B fepeBe ycTpouncCTB:
1. Bbibepute HyxHyto cuctemy Otis Compass B npeactaBneHun gepesa pegakropa
YCTPOWCTB.
2. LllenkHuTe npaBoOW KHOMKOM MbiwK U BbibepuTe HoBbii Otis DES. Ha cTpaHuLe cBOWCTB
€CTb 2 BKNaaKMU.
-  Otis DES
- JTaxu
3. Ha Bknagke Otis DES HacTpoiTe cneaytolline napameTpbl.
- Wma: (umAa, KoTopoe A0MKHO oTobpaxkaTbCA B fepeBe YCTPOWCTB).
Mcrnonb3yWTe CUCTEMATUUECKYO CXEMY UMEHOBAHMSA, KOTOPasA YNPOCTUT OPUEHTALMUIO
no KoHdurypaumam yctporcts DES 1 DET nosgHee B npouecce HaCTPOMKMU.
— OnucaHue: (HeobAsaTenbHO) oNMcCaHWe YCTPOWCTBA B BMAE NPOU3BONbHOIO TEKCTA.
—  Tpynna: uenoe uuncno ot 1 go 10. YKaxkute yHMKanbHoOe Lenoe UMcno cpeau Bcex
rpynn nugtoB (obo3HaueHHbIX ycTporcTtBamu DES unu DER) B aToM cucteme Otis
Compass. Bbl He cMOXeTe COXPaHUTb U3MEHEHUA YCTPOWCTB, eCNU UCNONb30BaThb
OAMH W TOT XXe HOMep FPYNMbl HECKOMbKO pas.
- 1-n IP-agpec: |IP-agpec atoro yctpowncTtea DES.
- 2-u IP-appec: ecnu y atoro yctpouctea DES ecTb pe3sepBHas napa, BBeauTe 34ech ee
IP-agpec.
- MNoppaspeneHue (TONbKO ecnu noapasaeneHuns NULEeH3UpPoBaHbl U UCMOMNb3YHOTCA B
BalleMn cucreme).

Ha Bknagke dTaxu npeacraBneHbl 3TaXu, onpeaeneHHble ans yposHa 1 (cuctema Compass),
B BMAe TabnuLbl pefakTMpyeMbix AUeeK.

CospaHue yctpoiicte DER B aepeBe yCTPOUCTB:

CospnaHue yctponcts DER aHanormuHo cosgaHuto yctponcte DES. EqMHCTBEHHAs pasHuLua
3akntoyaetcAa B ToM, uto DER He TpebyeTcs yCTpOMCTBO ANA NepPeKntoueHUsa Ha pe3epBHble
MOLLHOCTH MpK OTKase, NO3TOMY ANA HEro He NpPefyCcMOTpeHa BO3MOXHOCTbL BBOAA BTOPOro
IP-appeca.

Mpumep rpynnbl nudTa.
B npvBegeHHOM HWXe NpuMepe NoKasaHbl 3TaXu AnaA rpynnbl nMdToB Ha 10 3Taxkewn ¢
nepeaHUMMU U 3agHUMK ABEPbMU U 0DLLLEAOCTYNHbIMWU NEPBbIM U LLIECTbIM 3TaXKaMu.
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OTISDES Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Mame Description Front door Front doer publidy accessible Rear door Rear door publidy accessible
7 vIP Cx0 floor v N [ N
& | Restaurant | Public ~ ™ v ~
5 Offices-4 Staff v | [ |
4 | Offices-3 Staff v n [ [
3 Offices-2 Staff = [ [ [
2 | Offices-1 Staff v n [ [
1 Conference | Invited wisitors ~ [ [ [
0 | Lobby Public v v [w v
-1 Maintenance | Restricted ~ [ v [
-2 | Servers Restricted v I [ |
1. B ctonbue MepegHAa ABepb YyCTaHOBUTE (MNAXKKU BCEX STAXKEMN, HA KOTOPbIX NUAT
MCnonb3yeT NepeaHton ABepb.
2. AHanornuHbiM obpasom ycTaHOBUTE hriaXkKKu HanpoTuB ctonbua 3agHAA ABepb, ecnv
NPUMEHUMO.
3. [Onsa ctonbua MepepHAana aBepb obLWeNOCTYNHA YCTAHOBUTE (PNAXXKWU HANPOTUB Tex
3TaXkeW, KoTopble AOCTYMHbl BCEM Maccaxupam nudTa 6e3 orpaHUUeHun.
4. YcrtaHoBMTe hNaXkKn TakMM e obpasom B cTonbue 3agHAA ABepb obweaocTynHa, ecnu
NPUMEHUMO.
5. (HeobasaTenbHo) HaxkxmuTe U3MeHUTb AMana3oHbl 3TaXKen Ha 3TOM BKNagke, utobbl
OrpaHWuUMUTb AManasoH 3TaxkeM, KOTopbliM Obin ycTaHoBNEH Ha ypoBHe Otis Compass.
6. 3amMeHWTe MMeHa No ymonuaHuto B ctonbuax Uma 1 OnucaHue Ha Tpebyemble.
7. Haxmure (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

21.1.3

YpoBeHb 3: yctpouctea DET

Mpouenypa ana ypoBHA 3: HacTpoika TepmuHanos (ycrtpoiictea DET)
BBepeHue

DET
nnu

(vnn DEC — komnbloTep BBOAA HanpaBlNeHU) CUMTbIBAET (PU3UUECKUE YUETHbIE AaHHble
PIN-koabl. DET MOXeT HaxoAuTbCA Ha ONpeadeneHHOM 3Ta)ke 3a nepeaHen Unu 3agHem

OBEPbIO NUdTA UMK BHYTPU KabUHbI NUdTa.

Co3paHue yctpoiictB DET B pepeBe yCTPOHUCTB:

1.

BbibepuTte HyxHoe ycTporncTteo Otis DES unu DER B npeactaBneHuu gepesa pegakropa
YCTPOWCTB.

LLlenkH1Te NpaBOM KHOMKOW Mbllin U BbiDepuTe HoBbi TepMmuHan Otis.

— ToaBuTcA BcnnbiBatoLwee okHo Co3paTb TepMmuHanbl Otis.

BBegute KonuuecTtBo TEPMUHANOB, KOTopoe TpebyeTca HacTpouTb Ans atoro DES vnu
DER.

MpruMKUTE 3HAUEHMA NO YMONUAHUIO UNTKM BBEAUTE HOBbIE HauanbHble 3HaUEeHWA AnA
yeTblpex oKkTeToB |P-agpeca.
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Ona noboro okTeta (06bluHO ANA 4-ro) ycTaHoBMTe hriadkok ABTOMaTMueckoe

npupalieHue, ecnu TpebyeTcs, uTobbl cUCTEMA HAaCcTpouna YHUKanbHbIK |P-agpec

ANA KaXOoro tTepMuHana, yBernnmumBad OKTET Ha €AUHULY.

5. HaxmuTte kHonKky OK.

HyxHoe konuuecTtBo ycTponcTs DET OyaneT co3gaHo B AepeBe YyCTPOWCTB.

Nx IP-agpeca yBenMuMBarTCA Ha eQUHULY B COOTBETCTBUM C onpefefieHnem Ha

npeablaywem Lware.

Hacrtpo#ka ycrpoticte DET

Ha cTpaHuue cBoWCTB Kaxaoro ycTponctsa DET ecTb 2 BKNaaKu.
—  TepmuHan Otis
- JTaxwu

1.  Ha Bknagke TepmuHan Otis HacTpoWTe cneaytoLine napameTpbl.
Uma: nms, KOTopoe AOMKHO oTobpaxaTbCs B AepeBe YCTPOUCTB.
OnucaHue: (HeobsA3aTeNbHO) ONMCaHWe YCTPOMCTBA B BUAE NPOM3BONbHOIO TEKCTA.

IP-agpec: IP-agpec atoro yctponcrtea DET.

Pabouui pexum: 1. .4
onpepenAaeT, Kak TepMUHan 3anpalinBaeT HanpaBNneHMUA Yy NacCaxXupa ﬂVI(bTa n

nepepnaet 3anpochkl yctponctsy DES unu DER gna npoBepku. B cneaytouiern tabnuue

npueeaeHbl I'IO}J,pOGHbIe cBegeHuA.

Pabou|OnucaHue NMoBepeHue
717
pexwu
M
1 3tax no (Pabouunit pexxum no ymMonuaHuio)
ymMonuaHui | llaccaxup npenocrtaBnAeT CBOU YUeTHble AaHHble unu BesoauT PIN-kofa.
Ecnu yueTHble gaHHble unu PIN-Kog oonycTMMbl M nacca)knp bonblue
Huuero He BBoauT, DET 3anpawwuBaet y DES ataxk naccaxupa no
yMONUYaHuio («AOMaLLHUN 3TaX»).
Ecnu naccaxup BBOAWUT Apyron ueneson stax, DET 3anpawuBaer
MecCTO Ha3HaueHuA y DES.
2 HocTyn K [Maccaxknp npegocTaBnAeT yueTHble AaHHble unu BeoauT PIN-koa, a
aBTOPM30BaH | 3aTeM BBOAMT LeneBown 3Ta. DET 3anpallunBaeT MeCTO Ha3HAUeHUA Yy

HbIM 3TaXXaM

DES.
Cucrtema ynpaBneHua 4OCTyNnoM npenocTaBnfaeT 4ocTyn K
3anpoweHHOMY MeCTY Ha3HaUYeHUA UTN OTKa3blBAET B HEM.

3 Beoa Maccaxup BBOAMT LieneBomn aTax. ECnn MecTo HasHaueHue
LeneBoro obuiegoctynHo, DET 3anpalwuBaeT mecto HasHaueHue y DES.
aTaxka B npotnBHOM cnyuae DET 3anpawuBaeT y naccaxupa yyeTHble JaHHble
nonb3oBaTten |AnA NpoBepKHU.
em

4 Jtax no [Taccaxknp npegocTaBnAeT CBOMW yueTHble AaHHble unu BeoauT PIN-Koa.
ymonuaHuto | Ecnu yueTtHble gaHHble unu PIN-kog aencteutenbHbl, DET
WM BBOQ, 3anpawuBatotca y DES aTaxk naccakvpa no yMonuaHuioo («4oMalliHUn»
LeneBoro 3Tax).
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Pabou OnucaHue MoBeneHue
17}
pexu
M

Taxa B TeueHne yCTaHOBNEHHOIO Nep1oaa BPeEMEHU OXMWAAHUA MaCCaXuUp
Nonb3oBaTen | MOXeT nepeonpeaenuTb BbIOOP aTa)ka No YMONYaHUIO U BbiOpaTb
em. Opyroe Mecto Ha3HaueHuA.

—  3anucu anAa ayauTta: YCTaHOBKUTE 3TOT (PNaXKoK ANnA 3anvcu BBOAMMbIX NMacCaXKMpom
[OaHHbIX HA 3TOM TEPMUHaNe B XKypHan CoObITUN.

—  PIN-kop: yctaHOBUTE 3TOT hN1aXkokK, uTobbl paspeLllnTb UCNONb30BaHUe
naeHTudUukaumoHHoro PIN-koga Ha JaHHOM TepMUHane B KauecTBe anbTepHaTUBbI
(PU3UUYECKUM YUETHBIM AAHHbIM.

MpuMeuaHue. Bocnonb3ayntecb perncTpalMoOHHbIMKU CUUTbIBATENAMU TUNA
Ouanorosoe okHo PIN-kapTbl (BBOA), uTOObI 3apeructpuposaTb PIN-kKoabl, KOToOpble
OynyT ucnonb3oBatbcs B TepMuHanax Otis.

— BpeMeHHble MoAenu: YCTaHOBMUTE 3TOT PNaXkoK, UTobbl pa3pellnTb BPEMEHHbIM
MOAOEensAM OorpaHMuMBaTh BPEMSA, B TeUEHUE KOTOPOro MOXHO MCMONb30BaTb 3TOT
TepMuHan.

- MNoppaspeneHue (TONbKO ecnu noapasaeneHus NULUEH3UPOBaHbl U UCMOMNb3YOTCA B
Ballen cucteme)

Ha Bknagke 3TaXu Ha cTpaHuue cBoncTB TepmuHan Otis 3Taxu, KOTopble Bbl onpeaenvnu
onsa yposHa 2 (DES vwnu DER) npeacraBnAoTcs Kak Tabnuua pegaktupyeMblx AUeeK.
Mpumeuanune. Cxema MMeHOBaHUA, onpeaeneHHana ANA YPOBHA 2 Bbille, JOMKHA YNPOCTUTb
opueHTauuto. B npoTMBHOM criyuyae peKoMeHAyeTCcs COXpPaHUTb paboTy U BEPHYTbCA K YPOBHIO
2, uTOObl 3aBEPLUNUTL CXEMY UMEHOBAHWA.

1. BbibepuTe Kaxgoe yctponctso DET, KoTopoe Bbl co3Aany B epeBe YCTPOMUCTB, U
OTKpOWTE BKNAAKY ITaXKHM.

—  Otobpasutca Tabnuua dTaxu.

2. B cTtonbue MNepeaHas pBepb yCTaHOBWTE DNAXKOK ANA KAXKLOrO 3Ta)ka, KOTOPbIW AOMKEH
ObITb AOCTYyNeH M3 Tekywero DET.

3. B ctonbue MepenHasa aBepb obLeN0CTYNHA YCTAHOBUTE PTAXKOK HAMPOTUB KaXKAoM
nepenHen ABepu, KoTopana fOMKHA ObiTb obuwenocTynHa (To ecTb AOCTYN uepes Hee
ocyulectBnseTca 6e3 ABHOW aBTopu3aLWH).

4. (HeobssatenbHo) B ctonbue BpemeHHaAa mopenb AnA nepeaHen asepu Bbibepute
BPEMEHHYI0 MOoAenb, UTOObl OrpaHMUMTb ODLWECTBEHHbIM AOCTYN K NepeaHen ABEPU Ha
3TOM 3TaXe, ecnu 3To Heobxoanmo. Hanpumep, atax pectopaHa MoOXeT OblTb JOCTYyMNeH
TONbKO B ONpeAeneHHoe BpeMs AHA.

5. TMpu HeobxoaMMOCTH NOBTOPUTE NMpeablayLine AeUcTBUA AnA cTonbuoB 3aaHAA ABepb,
3apHAA ABepb obuwenocTynHa v BpemeHHaa moAenb ANA 3agHeW ABEpPHU.

6. Haxmute (CoxpaHuTb) ANs COXPaHEHUA U3MEHEHUHN.

Mpumep:

B npumepe HUXKe noKasaHbl 3TaXW ANA rpynnbl NMdToB Ha 10 3Taxken. ITU 3TaXKU U ABEPU
[OOCTYMHbI U3 NepeaHen ABEPU NUTaA B 3ane oxuaaHua. [JoCcTyn K 3TaXy pectopaHa yepes
nepeaHIoo 1M 3aAHI00 ABEPb NMdTa OrpaHMueH BpeMeHHOM MOAENbIO.

Bosch Security Systems Software manual 2024-05]5.5.0 |



166 ru | MuTerpaums Otis Compass Access Management System V5.5

OTIS terminal  Floors

Highest floor: ¥

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time madel for front door | Rear doar | Rear door publicy accessible | Time model for rear door | Description

7 VP v ™ ™ r Cx0 floor
6 Restaurant v v Mo_Fr_07-17 v Iv Mao_Fr_07-17 Public

5 Offices-4 v [ [ I Staff

4 Offices-3 Iv I I I Staff

3 Offices-2 v I I I Staff

2 Offices-1 v [ [ I staff

1 Conference v [ [ I Invited visitors

(I | . obh r - ~ r

-1 Maintenance Iv I v I Restricted
-2 Servers v I I I Restricted

21.2 KoHchurypauma HacTpauBaeMbiX NONEn C XapaKTepUCTUKaAMHU
BnapenbueB KapT, HeOGXO,D,I/IMbIMM Aanda (byHKLIMOHMDOBaHMFI
cuctembl Otis
BBeneHue
B aTOM pasgene onncaHo co3gaHue TakWx HacTpaWBaeMblX Monen, B KOTOPbIX oneparop
MOXeT BBOAUTb Heobxoaumble Ansa pyHKLMOHUPOBaHUA cucTeMbl Otis xapaKTepuCTUKH
BnafenbLeB KapT, B UaCTHOCTU «4OM» UMK Ntoboe apyroe MecTto HadHaueHUA Mo yMOMUaHUIo.
Takom «goM» JOMKEH ONpeaensaTbCA TPEeMA KOOPAUHATAMM:
1. rpynna nudTos,
2. 3Tax,
3. nOBepb.
Ob6paTuTe BHMUMaHUWe, uTo, 3aaBas AOMALLHWKM 3TaxX AepxKaTena KapTbl B KNUEHTE CUCTEMBI
KOHTPOMA AOCTyNa, onepaTtop AOMKEH BBOAWTb AAaHHblE B TOM e nopAaKke: rpynna nudTos,
aTax, ABepb. [T03TOMY TPpHU HacTpamMBaeMbIx NONA cnefyeT Pa3MecTUTb B YAOOHOM AnA uTeHunA
nopsaaKe, NPeanouTUTENbHO — CHU3Y BBEPX.
Haxmute kHonky OK, utobbl noaTBEPAUTD M CKPbITh BCMNbIBAOLWME HAMOMUHAHUA O TOM, UTO
HeobxoaMMO co3aaTtb BCE TPU KOOPAUHATDI.
Onpepenute 3 obasaTenbHbIX HacTpanBaeMblx NoNA U Ntobdble Apyrve napameTpbl,
Heobxogumble ana paboTbl cuctembl Otis, KoTopble byayT oTobpaxkaTbca Ha Bknaake NMudpTbl B
KNUEHTCKOM UHTepdence KOHTpoNA AocTyna.
ObLlHe cBeeHUA O KOH(UTYPUPOBAHWKU HACTpPaUBaEMbIX NONew AOCTYMNHbI B pa3gene
HactpauBaemblie nonA ¢ JaHHbIMKU O NepcoHane CrnpaBkU No KoHduUrypauuu ACE/AMS.
MyTb K AUANOroBOMY OKHY
naBHoe MeHto > KoHdwmrypauua > MapameTtpbl > HactpauBaembie nonsa
BIS KoHdurypatop > UHdbpacTpykTypa > HacTpauBaemblie nona ACE
Mpoueaypa
Ha ctpaHuue cBovcte HacTpauBaemble nonsa nepenante Ha Bknaaky Nudrobl.
MepBana KoopaMHaTta: rpynna nucToB
1.  [OBaxkabl WENKHWUTE B AUENKe Ha BKNadKe U HaXKMUTe KHonky Ja, utobbl co3gatb HOBOE

norne BBoAa.

2. B cnucke Tun nona Bbibepunte Bbibop cepBepa Otis DES.
3. B none MeTka BBeguTe Elevator Group
4. B cnucke OTobpaxaTb B Bbibepute Tab:Elevators
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5. B rpynne MonoxeHue BbibepuTe yHUKaNbHOE pacrnonoxeHne Ha Bknagke MudTobl, roe
[JOMKHO oTobpaXkaTbCA 3TO HacTpaMBaeMoe none.

Bropasa koopauHaTa: AOMaLIHUI 3TaXK

1.  Haxmwute HoBoe none, utobbl cO34aTb HOBOE HAcTpauBaeMoe none
B cnucke Tun nonsa BbibepuTe [JOMalIHUA 3TaX.

B none MeTtka BBeauTe Home floor

B cnucke OTobpakatb B BbiOepuTe Tab:Elevators

o s wd

B rpynne MonoxeHue BbibepuTe YHUKANbHOE pacnonoXeHue Ha Bknaake NMudTbl, roe
NOMKHO oTobpaxkaTbCA 3TO HacTpauBaemoe none. [nA yqobcTBa CUCTEMHbIX ONepaTopoB
3TO Mone cneayert pacnonoXuTb nog npeabiayLlien KoopauHaTon.

TpeTbA KOOpAUWHATA: BbiIXOAHAA ABepb

1.  Haxmwute HoBoe none, utoObl cO3aaTb HOBOE HacTpauBaeMoe none
B cnucke Tun nona BbibepuTe BbixogHaa aBepb.

B none MeTtka BBeauTe Exit door

B cnucke OTobpakaTb B BbibepuTe Tab:Elevators

oML

B rpynne MonoxxeHue BbibepuTe YHUKANbHOE pacnonoxeHue Ha Bknaake NMudbl, roe
[IONXHO oTobpaxkaTbcA 3TO HacTpaMBaemoe none. [ns yqobcTBa CUCTEMHbBIX ONepaTopoB
3TO none cneayeT PacnonoXuTb Noj npeablayLlien KoopauHaTom.

XapakTepUCTUKU BnagenbueB KapT, Heobxoaumblie AnA (DyHKLUOHUPOBaHUA

obopynosaHusa Otis

BBepeHue

BoceMb cneumnanbHbiXx ABOWUYHbBIX NapameTpoB Otis npegoctaBnAaeTcA AnA MQYHKLUMOHUPOBAHMA

cTaHgapTHoM cuctembl Otis. Ecnu 3TM napaMeTpbl onpeaeneHbl B KauecTBe HacTpavBaeMblX

nonen Ha Bknaake NMudTbl, OHW O0TOOpaXkatoTCA B KauecTBe nonewn ¢ hnakkaMmu Ha BKNagKke

DaHHble nudpta 4nA BNagenbleB KapT B AManoroBomM okHe NMuua (FnaBHoe MeHto > [laHHbIe O

nepcoHane > Nluya). 371 ona)Kku MOryT ycTaHaBnMBaTb U CHMUMATb ONepaTopbl CUCTEMBI

KOHTpONA focTyna.

HacTpo#iTe 3T napameTpbl B CTPOrOM COOTBETCTBUMU C UHCTPYKLMUAMM, MONYUYEHHBIMU OT

cBoero npeactasutena Otis.

Mpouepypa

1.  Haxmwute HoBoe none, utobbl CO3aaTb HOBOE HAcTpauBaeMoe none

2. B cnucke Tun nonsa BbibepuTte MapameTpbl Otis.

3. B none Metka BBeauTe cOOCTBEHHYIO METKY, Hanpumep Otis flag 1 WNU B
COOTBETCTBMM C AOKyMeHTauuewn Otis.

4. B cnucke OTobpaxaTtb B BbibepuTe Tab:Elevators

5. B cnucke Tun dyHKUUH BbIbepUTE OAMH M3 NapaMeTPOB B AManasoHe OT OTIS option 1
0o OTIS option 8

6. B rpynne MonoxxeHue BbiOEpUTE YHUKANbHOE pacnonoXeHWe Ha BKknaake NMudtel, roe
OOMKHO oTobpaXkaTbCA 3TO None ¢ PNaxXKoMm.

[

7. Haxmurte (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUN.
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21.3

Co3paHue ¥ HacTpoWKa aBTopu3auuin ana nudros Otis

BBepeHue

B aToM pasgene onucaHo, Kak BKMHOUWTbL NMpaBa AoCTyna Ans rpynn nudToB, 3TaXKeW U ABepen
nugpTos Otis B aBTOpU3aLUIO.

ABTOpVI3aL|VIVI Ha3HayakTCA HaNpPAMYK gepxXaTtenAaM KapT Unun, Kak npaBuno, smecte C
OPYrMMU aBTOpMU3aLMAMK BKIOUAOTCA B Npodunu AocTyna, KOTopble 3aTeM Ha3HaualoTCcA
BnagenbLam Kapr.

MpenBaputenbHblie TpeboBaHUA

Cuctema Otis Compass onpegeneHa B KoHTponnepe MAC ¢ nomMoLLblo pefakTopa yCTPOMUCTB.
B Hee BKntoueHa rpynna nudToB (NpeactaBneHHas COOTBETCTBYOLWNM cepBepom DES) u
napbl «3Taxk+aBepb» (NpeacTaBneHHblie COOTBETCTBYIOLWMMU cepBepamu DET).

MyTb K AMANOroBOMY OKHY
FnaBHOe MeHto > CUCTEMHbIe AaHHble > ABTOpPU3aLuM

Mpouenypa
1. B none UMAa aBTOpU3aLUMU BBEOUTE MMA CYLLECTBYIOLLEN aBTOPM3ALUK UMK HAXKMUTE

['2) (Cospgatb), uTobbl CO30aTh HOBYHO aBTOPU3ALIMIO.
2. B cnucke koHTponnepoB MAC BbibepuTe HasBaHue KoHTponnepa MAC, Ha KoTopom bbina
co3gaHa cuctema Otis Compass.
3. Mepenaunte Ha BKnagky NMudt Otis
4. B cnucke Mudtbl Otis Bbibepute cepeep DES nnu DER ans rpynnbl NM@TOB, KOTOPYHO
TpebyeTtca fobaBUTb B aBTOpM3aumio (0bpatute BHUMaAHUE, UTO aBTOPU3aALMA MOXKET
codep»atb ToNnbko oauH cepeep DES unu DER).
—  JTaxku BbibOpaHHOM rpynnbl NMATOB O0TOOpaXKatoTCA Ha BKMNaaKe ITaKHM.
5. B cTtonbuax MepenHana aBepb ¥ 3a4HAA OBepb Ha BKNaake ITaxu BbibepuTe oBepU Ha
3TaXkax, KoTopble TpebyeTcA BKNOUMTL B 3Ty aBTOPU3aLMUIO.
-  ObpartuTe BHMUMaHUWe, UTO 3TaXKWU M ABEPU, KOTOPble He Obinu BbibpaHbl ANA 3TOM
rpynnbl NTMTOB, KOraa oHa onpeaensnach B pegakTtope yCTPOWCTB, OyayT HEAKTUBHbI
W HeLOCTYMHbl ANA BbibOpa B 3TOM AMaNOroBOM OKHe.
6. Kpome TOro, MOXXHO HaxaTb Ha KHOMKW Ha3HauuTb Bce 3TaXKu 1 YAanuTb BCe 3TaXH,
yToObl BbIOpaTh BCE 3TAXWM WM ABEPU OHOBPEMEHHO UMK CHATb C HWUX BblAeNneHue.

7. Haxmute (CoxpaHuUTb), UTOObI COXPaHWUTb aBTOPMU3aLMIO.
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HacTtpoika yHuBepcanbHOU nporpammbl BioBridge ot
IDEMIA

B aToM pasgene onucaHo, Kak HacTpouTb buomeTpuueckue yctpornctea IDEMIA ansa pabothbl ¢
cuctemon ynpasneHus goctynom Bosch ¢ nomouibio MorphoManager v BioBridge.

B nogpasgenax paccMmaTpuBaloTCa 3a4aun KOHMUIypauuu ansa npuBeaeHHbIX HUxXe obnacten:
—  cUCTeMbl ynpaBneHusa goctynom Bosch;

- MorphoManager;

—  KNWeHT pernctpauum BioBridge B cucteme MorphoManager;

—  ajanTauusa nop pasnuuHble TEXHOMOIMKU U hopMathl KapT.

Hactpoika knueHTa BioBridge B cucteme ynpaBneHuna
poctynom Bosch

Ona Ytobbl cospaTb 6a3y gaHHbIX, CBA3bIBatoLLlyto bMomeTpuueckue yctponctea IDEMIA ¢
CUCTEMOM ynpaBrneHua goctynom Bosch, B ACS BbINMONHATCA NPUBEAEHHbIE HXKE AENCTBUA.
ConocTtaBnAeMble 6a30M AaHHbIX CYLIHOCTU:

—  knacc nuy, (Bosch); u

—  rpynna pacnpepgeneHus nonb3oBateneu (IDEMIA).

MyTb K AUANOroBOMY OKHY

-  BIS KoHdurypaTop (BIS Configuration Browser) > UHcTpymeHTbl (Tools) >
KoHdurypupoBaHue 6a3bl agaHHbix IDEMIA B ACE (ACE configuration IDEMIA
database)

— TnaBHoe MeHto AMS > KoHdwmrypauusa (Configuration) > UHcTpymeHTbl (Tools) >
KoHdurypauuna 6a3bl gaHHubix IDEMIA (IDEMIA database configuration)

1. Haxmute KoHdmrypauusa 6a3sbl gaHHbix IDEMIA
.OTKpoeTcAa gnanoroBoe okHo MocTaBWwKUK faHHbIX BioBridge IDEMIA.

'fy IDEMIA - BioBridge Data Provider - X

T
IDEMIA BioBridge Data Provider © BOSCH

Invented for ife

IDEMIA database definition User distribution groups
e dres:

sa

esssee

@ vevess

Connect

Delete database

Synchronize database

Selection

<IN <]

<]

Use pictures of access control badges for image comparison

Person class

Employee

External personnel

Visitor

Assign user distribution groups

User distribution group

Employee

External personnel

Visitor

Exit

Ha naHenu dk3emnnap 6a3bl AaHHbIX, BBeauTe npuBegeHHble HUXe cBeaeHUA:

- CepBep: UMA xocTa Unu IP-agpec KomMnbloTepa, Ha KOTOPOM 3anylueH ak3emnnap H6asbl
naHHbIXx ACS B SQL Server. 310 MoXeT ObiTb NOKanbHoOe UMA xocTa, ecnu SQL Server
paboTaeT noKanbHO.

—  3Jk3emnnap 6a3bl AaHHbIX: 3k3emnnAp ACS (no ymonuaHuto: ACE).

-  WmA nonb3oBaTtens: UMsA yUYeTHOM 3anuMcu adMUHKUCTpaTopa ak3eMnnapa 6asbl faHHbIX
ACS (no ymonuaHuto: sa).
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—  TMaponb: Napofb yUeTHOMN 3anucK aAMUHUCTPATOPAa, HACTPOEHHbIM BO BPEMSA YCTaHOBKMU
ACS.

3. Haxmute Mogkniountb (Connect), utobbl NpoBepHTb NoaKMoUeHue. Noka 3To He byaeT
cAenaHo, BCe OoCTallbHble 3MIeMEHTbI YpaBneHua OyayT HeLOCTYMNHbI.

Ha naHenu «OnpegeneHue 6a3bl gaHHbix IDEMIA»

[MepBble ABa NONA AOCTYMHbI TONbKO ANA UYTEHMA:

— bBasa gaHHbix IDEMIA: nma 6asbl AaHHbIX, KOTOpaa obbeauHsAeT AaHHble Bosch u
IDEMIA.

- Umsa nonb3osatensa IDEMIA: vmAa nonb3oBatens 6asbl JaHHbIX, MO YUETHOM 3anMCbio
KOTOPOro nporpaMmmMHoe obecrneyeHne BbINOMHAET KOMaHAbl B 6a3e AaHHbIX.

1. BBeauTe W NoATBepAMTE HAAEXHbIW Naponb Ans yueTHoM 3anuck Uma nonb3oBaTtens
IDEMIA.

2. 3anomuuTe naponb. OH noTpebyeTcsa B nocnenyolmnx 3agavyax KoHpUrypaumm, ero
HEBO3MOXHO BOCCTAHOBMUTb B Cllyuae NoTepu.

3. Haxmute Co3pgartb 6a3y gaHHbIX.
Ecnu 6asa gaHHbIX Obina cosgaHa ycnewHo, NoABUTCA COOTBETCTBYIOLLEEe cooblleHuMe.
HaxxmuTte kHonky OK

4. T[locne ycnewHoOro 3aBeplUeHMsa NPOBEPKN HAXXMWUTE KHOMKY Bbixopg, uToObl 3aKpbITh
OUanoroBoe OKHO.

Ha naHenu «pynnbl pacnpeaeneHus nonb3oBarenen»

Ipynnbl pacnpeneneHus nonb3oBartenel — ato obbekTl MorphoManager, KoTopble

COMOCTaBNAT Nonb3oBatenel (BnagenbLeB YUETHbIX AaHHbIX) C rpynnaMu OMOMeTpUUECKUX

cuuTbiBaTeNnem Unu knueHtamnm MorphoManager. OHM CONOCTaBNAOTCA C KNaccamMu nuy

cucTeMbl ynpaBneHus goctynom Bosch.

1. B ctonbue «Bbibpatb» ycTaHOBUTE hraXkoK AnA Kaxaoro knacca nuy ACE,
MCMONb3yeMOTO MpPW YCTaHOBKE.

2.  [nsa kaxgow BbIbDpaHHOM CTPOKM CKOMUPYMTE UMSA Krnacca MUl B COOTBETCTBYHOLLYHO
Auenky B cton6bue Fpynnbl pacnpeaeneHua Nonb3oBaTenemn.

—  OOb6patviTe BHMMaHMWe, UTO Ha3BaHWA KMacca NnuL, U rpynnbl pacnpegeneHus
nonb3oBaTenen [O/MKHbl MONHOCTbIO COoBMNaaaThb.

3. T[locne 3aBeplUeHMUA CONOCTaBNeHWUa HaXKMMTe Ha3HauUTb rpynnbl pacnpeaeneHusn
nonb3oBaTenemn.

MpepocraBneHne naeHTUhMKauMoHHbiX hoTorpadmini ANA TepMUHaNa pacno3HaBaHUA NUL,
VisionPass
Utobbl No3BonunTb cumtbiBatensamM IDEMIA BbINONHATL pacno3HaBaHWe Nu1La No TEXHOMOMMHU

VisionPass ¢ nomoLbio MaeHTUDUKALMOHHbIX hoTorpadui Aepxkartenemn KapT U3 6asbl AaHHbIX

ACE:

» HaxmuTe Ucnonb3oBaTb ANA CpaBHEHUA U300paXkeHUMH U3obpakeHUA Ha Genmkax annA

ynpaBneHUsa JOCTYNOM W MOATBEPAUTE BbIOOP BO BCMMbIBAOLWEM OKHE.

OkHo MocTaBwMK paHHbIX BioBridge IDEMIA noaTBepauWT, UTO BbINOMHAETCSA
CUHXPOHM3aLUMA.

OObpaTtuTe BHMMaHKeE, UTO B 3aBUCMMOCTH OT KONMUECTBA MCMONb3yeMbIX U300parKeHnM
nepeaavya MOXeT 3aHATb 3HAUMUTENbHOE BPEMA.

2024-0515.5.0 |

Software manual Bosch Security Systems

Access Management System V5.5



Access Management System V5.5 HacTpotka yHuBepcanbHok nporpaMmmbl BioBridge ot IDEMIA | ru 171

22.2 Bbibop TexHonorun u oopmatoB KapT

BBegeHue

Ecnu Bbl nnaHnpyeTe UCNoNb3oBaTb M,D,eHTI/ICbVIKaLlVHO C NOMOLbK KapT, a TaKXe

OUOMETPUUECKYIO MOEHTU(UKALMIO, Bbl AOMKHbI co3aaTb Npodunb (Mnu «Mpodunb
Wiegand») B MorphoManager, Bkntouatoumni dopmat (Mnu popmatbl) 3TUX KapT.
B cnenytouien Tabnuue npeactasneH ob63op noagep)kMBaembix popmartos. ObpatuTe

BHMMaHuWe, uto ansa TexHonorun MIFARE nogoep>knBaeTcs TONbKO UAEHTUMKaLMA C

ncnonb3oBaHuem CSN.

Card HID HID Class HID MIFARE Classic | MIFARE | MIFARE
Family Prox iClass DESFire | DESFire
Seos EVO EV1
Card 2k/2 1K 4-byte NUID | 2k 2k
Variant 16k/2 1k 7-byte UID 4k 4k
Prox | 16k/16 Seos 4k 4-byte NUID | 8k 8k
32k(16k/2+16k/1) 4k 7byte UID
32k(16k/16+16k/1)

Puc. 22.1: NMopnepxmBaemble KapTbl IDEMIA

O6wanA npouenypa

1.

B cucteme MorphoManager nepenaunte B pasgen AGMUHUCTpUpoBaHue > Mpodunb
Wiegand.

Haxxmunte KHonKy [lo6aBUTb, UTOObLI CO3aaTb NoNb3oBaTenbCKkUM Npodunb Wiegand.

B cooTBeTCTBYOLMX AUANOTOBbIX OKHax BBeAUTE UHOPMaLKUIO O (POPMaTUPOBAHUU U
TEXHOMOIMU KapT, UCNONb3YEMbIX CUCTEMOW.

Utobbl Mcnonb3oBaTb B CUCTEME HeAaBHO 3afaHHbIM npodunb Wiegand, BBeguTe ero
umsa B none Mpodunb Wiegand B nprvBefeHHbIX HUXE AUANOrOBbIX OKHax
MorphoManager:

AoMuHucTpupoBaHue > Mpocunb GUOMeTpUUECKOro yCTpOHUCTBa.
ApMuHucTpupoBaHue > NMonutuka nonb3oBaTens.

Mifare Classic CSN

1.

HobasbTe anemeHT Wiegand User CSN Element W BBEAWTE NMPUBEAEHHbIE HUXKE
cBefeHun:

Uma: CSN (Hanpumep).

OnuHa: 32.

Pexxum TpaHcdopMaLum: Reversed.

B pasgene AaMuHuctpupoBaHue > NMpodunb GuomeTpruueckoro yctporcrTeaHa
cTpaHuue HacTtpoiiku mHorocakTopHoro pexxuma yctaHosute dpnaxxok MIFARE Classic.

Mifare DESFire CSN
KoHdurypauusa maeHtuHa Mifare Classic, 3a UCKNtoueHMEeM NpUBeAEHHbIX HUXKE CBeAeHWN:

OnuHa: 56.

nobasneHue anemeHTa Wiegand User CSN Element:

- Beeaute nma B none Umsa:.

- B none OnuHa BBeauTe 3HaueHue «56».

- B none Pexxum TpaHcdhopmaumnu: BBeauTe 3HaUeHWEe Reversed.

B pasgene AamuHuctpupoBaHue > NMpocdunb 6UuomeTpruueckoro yctponcreaHa
cTpaHuue HacTpoiiku MHOrocakTopHOro pexuma yctaHosuTe dnaxxok Mifare DESFire
3DES.
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iCLASS 26 BUT
1. BbibepuTe npegonpeneneHHbii Npodunb Standard 26 bit-HID PACS.

1 MarphoManager [14.4.3.9] - O ®
G 5 administratiol ser M emen @ Biometric identificatc & s
A - o
Operator A B e | Reresn | %Mol Export
[ Key Policy Name ~ Description MA2G MASG M3DF
Automaticaly generated random 64 bit Interpreted Interpreted Raw
= Biometric Device
Profile CASI-RUSCO 40 bit 19 bit Faciity / 19 bt Badge Raw Raw Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bit Raw Interpreted Raw
([ Biometric pevice HID Corporate 1000 - 48 HID Corporate 1000 48-bit Raw Interpreted Raw
E Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted Raw
ISOfIEC 14443 CSN 32 bt 32 bit Card Serial Number Interpreted Interpreted Not Supported
:ﬂ. User Policy ISOfIEC 14443 CSN 56 bt 56 bit Card Serial Number Interpreted Interpreted Not Supported
ISOfIEC 14443 CSN 64 Bt 64 bit Card Serial Number Interpreted Interpreted Not Supported
', Access Schedules .
Kastle 32 bit Kastle 32 bit Raw Interpreted Raw
User Distribution Matrix 56 bit 54 bit User ID Interpreted Interpreted Raw
* Group Mfare csn Interpreted Interpreted Not Supported
B User Authentication MfareDesfireCSN Interpreted Interpreted Not Supported
Mode OnGuard Wiegand 64 8 bit faciity, 48 bit card number, 8 bit ssue code Raw Raw Raw
Standard 26 bit 8 bit Ste/16 bit User code Interpreted Interpreted Raw

s Operator Role

Standard 26 bit - HID PACS 8 bit Ste/16 bt PACS Interpreted Interpreted

@ notifications

= Chents

() Scheduled Reports
& | Card Template
(&4 Card Encoding Log

@] Eventlog

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password

2.  Haxmute kHOMKy U3MeHUTb.
3.  Haxmwute kHoNKy Oanee

2] MorphoManager [14.4.3.9] — [m] X

ft Home 3 It User Managemen @ Biometric Identiicatic & ac

~

Add Wiegand profile elements

Operator

Wiegand Elements

& % "
Add Edt Delete | Move Up Move Down

[y Key Policy

= Biometric Device
Profi

MName

.[:] Biometric Device

Parity Bit 1 Even priority 1, Derived from bits 1,2,3,4,5,6,7.8,9,10,1
| | =] Wiegand Profies Ficed Site Code 8 18 Value 5232
HID iClassil.. User ID 16 924
i S user Policy Parity Parity Bit 2 1 25 Odd priority 2, Derived from bits 13,14,15,16,17,18,19,...

Access Schedules

" User Distribution
' Group

] User Authentication
Mode

% Operator Role
' Notifications
= Clents

() Scheduled Reports

& | Card Template

MA2G Mode: Interpreted MASG Mode: Interpreted M3DF Mode: Raw
[z Card Encoding Log

@] Event Log « Back Next Finish @ Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D 4 Log Out Change Password

4. Haxmute KHONKY U3MeHUTb.

Ypanute CTPOKY Fixed Facility Code.

BbibepuTte cTpoky HID iClass SEP User ID.

Haxmute kHonKy U3SMEeHUTb.

MN3meHUTe onuHy naeHTMdurKkaTopa nonb3oBarena c 1..16 Ha 1..24.

© N oo
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9. B pa3sgene ApmuHuctpupoBaHue > Mpocdunb GUoMmeTpUueckoro ycTpoucrBaHa
cTpaHuue «Hactporkn bBruomeTpuueckoro yctponctear» B none «Mpoduns Wiegand»
BblbepuTe 3HaueHWe Standard 26 BIT-HID-PACS.

10. B pasgene AamuHuctpupoBaHue > NMpodunb 6UoMeTpUUECKOro ycTporcTBa Ha
cTpaHuue HacTpoku MHOrohaKTOPHOro peXXuma yCTaHOBUTe priaXkok HID iClass.

11. HaxumaKTe KHOMKY «[anee», noka He nepengeTe Ha cTpaHuuy Monb3oBaTenbckue
napameTpbl.

12. Haxmute KHOMKy [lo6aBUTb.

13. HobaBbTe nonb3oBaTenbCKUIM NapaMeTp (C yueToM perumcrpa)
wiegand.site code propagation.

14. 3apmainTe eMy 3HaueHue 1.

15. Haxmute kKHonky FoToBo.

16. BBeguTe 3TOT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUe >
Monutuka nonb3oBaTens.

iCLASS 35 BUT

Bbibepute npegonpeneneHHbli Nnpodunb HID Corporate 1000 35 BIT.
HaxxmuTte KHonKy USMEeHUTb.

HaxxmuTte KHONKy Oanee

BbibepuTe 1 ynanute cTpoKy anemMeHTta Fixed Company ID.

BbibepuTte 1 yganute cTpoKy anemMeHTa User Card ID Number.

ok =

[JobaBbTe CTpoKy anemeHTa HID iClass/iClass SE PACS Data W B CBefeHMAX 00

3NeMeHTe 3afanTe napamMmeTpbl:

- MmA: Card ID Number.

- [OnuHa: 32.

- B pasgene AoMmuHucTpupoBaHue > Mpocdunb GUOMeTpHUUECKOro yCTpoOMCTBa Ha
cTpaHuue HacTpoku MHOrohaKTOpPHOIro pexXuma yCcTaHoBUTe PpriaXok HID iClass.

- HaxkumanTe kHonky [lanee, noka He nepenaerte Ha cTpaHuly NMonb3oBaTtenbckue
napameTpbl.

- Haxmute KHoNKy J0O6aBUTb.

— [JobGaBbTe nonb3oBaTeNnbCKWi NapameTp (C yueTom perucrpa)
wiegand.site code propagation.

—  3apanTe emy 3HaueHue 1.

-  HaxmwuTe KHONKy NoToBoO.

- BBeawuTte 37OT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUe >

MonuTtuka nonb3oBartens.

iCLASS 37 BUT

-  ApmuHucTtpupoBaHue > Wiegand

- WenkHuTte Jo6baBUTbL HOBbIW Npocunb
- DOnuHa: 37.

1. JdobaBbTe UETHOCTb 3/1EMEHTa:

-  Wma: (Hanpumep) EvenParityBit 1.
- MpuopurerT: 1.

- OnuHa: 18.

-  Pexum: Even.

- basoBble OUTHI: 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
-  HaxmwuTe KHONKy Oanee
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[obaBbTe aneMeHT User HID iClass/iClass SE PACS Data W B cBegeHusax ob
3NeMeHTe 3aanTe napameTpbl:

UmA: UserID

AnuHa: 35.

HaxmuTte kKHonky Oanee

[obaBbTe UETHOCTb 31eMeHTa:

Uma: Hanpumep: Parity Bits 2.

Mpuopwurer: 2.

OnuHa: 19.

Pexxum: 0dd.

BbasoBble OUTbI: 19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37.
Ha>kmuTte KHONKy Oanee

B paspene AgMuHuUcTpupoBaHue > Mpocdunb GUomeTpUUuecKoro ycTpoucrea Ha
cTpaHunue HacTpoku MHOrohakKTOPHOIro peXxMma yCTaHOBUTe PaXKoK HID iClass.
HaxxmmanTe kHonky [lanee, noka He nepenaete Ha cTpaHuly NMonb3oBatenbckue
napameTtpbl.

HaxxmuTte kHoNKy [l06aBUTDb.

[obaBbTe nonb3oBaTenbCkWi NapameTp (C yueTom perucrpa)

wiegand.site code propagation.

3afjanTe eMy 3HaueHue 1.

HaxxmuTte kHonky FoToBo.

BBeauTe aTOT 3anonHeHHbIM npocdunb Wiegand B pasgene ABMUHUCTPUPOBAHUE >
Monutuka nonb3oBaTens.

iClass 48 BUT

© kb=

11.
12.

HID

BbibepuTte npegonpeaeneHHbiM npodunb HID Corporate 1000 48 BIT.

HakmuTe KHONKY USMEHUTb.

HakmuTte KHONKy Oanee

BbibepuTe 1 yoanute CTpoKy anemeHTa Fixed Company ID.

BbibepuTe 1 yoanute CTpoKy anemeHTa User Card ID Number.

[obaBbTe cTpoKy anemeHTa HID iClass/iClass SE PACS Data M B CBeAeHMAX 0O
3NeMeHTe 3afanTe napamMeTpbi:

MwmA: User.

OnuHa: 45.

B pasgpene ApMmuHUucTpupoBaHue > MNMpodunb 6MOMeTpUUECKOro YCTPOMCTBA Ha
cTpaHunue HacTpoiku MHOrohaKTOPHOIro pexXuma yCTaHOBUTe PaXKoK HID iClass.
HaxxnmanTte kHonKy [lanee, noka He nepenaeTte Ha cTtpaHuly Monb3oBaTenbckue
napameTpbil.

HaxxmuTte kHonky [lo6aBUTDb.

[JobaBbTe Nonb3oBaTeNnbCKUM NapameTp (C yueTom perucrpa)

wiegand.site code propagation.

3aganTe eMy 3HaueHue 1.

HakmuTe KHONKy NoToBoO.

BBeaute aT1oT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUE >
MonuTuka nonb3oBartens.

Prox
BbibepuTe npenonpeneneHHbii npodunb Standard 26 BIT.
Ha>kmuTe KHONKY USMEHUTDb.
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Haxxmute kHonKy Oanee

Ypanute CTPOKy Fixed Facility Code.

Haxxmute KHONKY U3MEeHUTb.

N3meHUTe ANnHY naeHTUdUKaTopa nonb3oBatena c 1..16 Ha 1..24.

R

B paspgene AamuHuctpupoBaHue > lNMpocdunb 6UuomeTpruueckoro yctponcreaHa

cTpaHuue «HacTporkn BMOMeTpHUUECKOro ycTporcTBar B none «Mpodunb Wiegand»

BblbepuTe 3HaueHUe Standard 26 BIT.

8. B pasgene AgpMuHUcTpupoBaHue > Mpocdunb GUomeTprUuecKoro ycTpoucrBa Ha
cTpaHuue HacTpoku MHOrohakTOPHOro pexxXuma yCcTaHoBUTE (PNaxkKu:

- bBUOMeTpUUecKHe AaHHble.

- BeckoHTaKTHaA KaprTa.

9. HaxumanTe KHoNKy fanee, noka He nepengeTe Ha cTpaHuuy Monb3oBaTenbckue
napameTpbl.

10. Haxmute KHOMKy Jlo6aBUTb.

11. [JobaBbTe nonb3oBaTenbCKUM NapameTp (C yueToM perucrpa)
wiegand.site code propagation.

—  3apanTe emy 3HaueHue 1.

12. HaxmwuTe KHonky FoToBo.

13. BBenuTe 3TOT 3anonHeHHbIM npodunb Wiegand B pasgene AGBMUHUCTPUPOBaHUE >

Monutuka nonb3oBaTens.

22.3 Bbibop pexxuma uaeHTUdpUKaLum

BBepeHue

BromeTpunueckue cunTbiBaTENU MOTYT MOEHTUPULMPOBATb BNadenblia yUYeTHbIX AaHHbIX

pasnuuHbiMK cnocobamMu. ITU cnocobbl Ha3bIBAOTCA PEXUMAMU UAEHTUDUKALUU UMK

pexxmMmamMu NpoBepPKU NOANMUHHOCTHU.

— [lo kapTe unu 6UOMETPUUECKUM OaHHbIM B 3aBUCMMOCTHU OT TOrO, UTO Bnagenel,
YUETHbIX AaHHbIX NPeacTaBNAeT CUMTbIBATENIO.

— [lo kapTte U BUOMeTpUUECKUM AAHHbIM, T. €. NpoBepKa DMOMETPUUECKUX YUETHbIX
[OaHHbIX NONb30BaTeNs BbINOMNHAETCA, UTOObl MOATBEPAMWTb, UTO AAHHbIM NONb30BaTeNb
ABNAETCA UCTUHHBLIM BMafenbUeM KapTbl.

—  Tonbko No 6UOMEeTPUUECKUM OaHHbIM.

B 3ToM pasgene onncaHa HacTpoMKa 3TUX peXMmoB B cuctemMe MorphoManager.

ObpatuTe BHMMaHWe, UTO BO BCeX CMyyanx, KOrda MCMNoNb3yTCA YUeTHble JaHHble Ha KapTe,

pasymeeTtca, HeobxoaMMo co3aaBatbh NPodUb ANA COOTBETCTBYIOLLMX TEXHONOIMKU U hopMata

KapThbl.

MyTb K AUANOroBOMY OKHY
B cucteme MorphoManager Ha Bknagke AGBMUHUCTPUPOBaHUe

22.3.1 KapTta UITU buomeTpuueckue AaHHble
cosfanTe Nonb3oBaTeNbCKUI PEXMUM MPOBEPKKU NMOANUHHOCTH, ECNU NONb30BaTENU AOMKHbI
naeHTUdUumMpoBatb ceba no kapte UM no OMOMETPUUECKUM YUETHBIM AAHHbIM.
1. B cucteme MorphoManager nepenaute K pasgeny AGMUHUCTPUPOBaHUe >
KoHdurypauuma 6uomerpuueckoro yctpomcrea.
2. BBeauTe UMA KOHPUrypaunu BMOMETPUUECKOro YCTPOWCTBA, Hanpumep

CardORBiometric.
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ﬁ Administration 4y User Management & Biometric Identification B Onsite / Offsite ﬂ TransactionLogs a Reports

Enter details for the Biometric Device Configuration

Operator
Name:
;‘ Key Policy
Description:
== Biometric Devi
(nt:;;u?:ﬁon o Configuration Mode: Express ~
m Biometric device Log Retrieval Enabled: IZ
Set Time/ Log retrieval interval: 300 (seconds)
Wiegand Profiles
Duplicate check on biometrics: O (Does not apply to Morpho 3D Face. Only applicable to new
. user adds or rebuild operations)
ef) User Configuration
MorphoAccess heartbeat interval: 30 = (seconds)
}  Access Schedules )
Key Policy: Default ~

“ User Distribution
3 Group

' User Authentication Allow Remote Enrollment: a
4 Mode

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Compact/XP, MorphoWs

Default User Configuration for Remote Enrolment:  Default
o Operator Role

‘ Notifications
M (lients

€] Scheduled Reports

Card Template

Card Encoding Log

H

Event Log

© [

Exception Log

o

N System Configuration « Back Next " Finish Cancel Q

3. HaxwumanTe kHonky Oanee, noka He nepenaeTe Ha cTpaHuLy HacTpoiku
6MomMeTpUUEeCcKOro yCcTpomcTBa.

ﬁ Administration 3¢ User Management & Biometric Identification B Onsite / Offsite 8§ TransactionLogs a Reports

_ Editing Biometric Device Configuration

Biometric Device Settings

Operator
‘7]‘ Key Policy General Settings
Wiegand Profile: P
= Biometric Device g iClass26BIT v
Configuration Language: S
m Biometric device Realtime logging enabled: O

Wiegand Profiles

:ﬂ User Configuration

4. B none Npocdunb Wiegand BbibepuTe TOT ke Npodunb, KOTOPbIM Bbl onpeaenunu ans
CBOMX BMOMETPUUECKHUX YCTPOMCTB NpU HacTporke BioBridge.

5. HaxumanTe Janee [0 Tex Nop, Noka He OTKPOETCA Ananorosoe okHo HacTtpoiku
NoporoBbiX 3HAaUEeHU BUOMETPUUECKUX YUETHbIX OaHHbIX.

6. YcraHoBUTe 3HaueHWA napameTpa Moporoeble 3HAUEHUA GUOMETPUUECKUX YUETHbIX
OaHHbIX B COOTBETCTBUM C NTOKANbHbIMMK YCTOBUAMMK U AOKYMeHTaunen MorphoManager.
3HaueHWe NoO YMONMUYaHW — Recommended.

7. HaxumanTe kHonky [lanee, noka He nepenaeTe Ha akpaH HacTpoku MHOrocakTopHoOro
pexuma.

8. YcraHoBUTe hnaxxok BuomeTpuueckue AaHHble U DNAXKOK ANA TEXHONOTMUIO KapThl,
MCMOMb3yeMY0 B MpoLEecce YyCTaHOBKMU.
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9. HaxumanTe KHOMKy Janee, noka He nepengeTte Ha cTpaHuuy Monb3oBaTtenbckue
napameTpbl.
B MorphoMansger [15.4.35] - o W

Gperator

Key Polioy

Biometric Devios

Configuration Deeie
Biometric device
0 ;
Weegand Profies wocuser_recerd_reference ] m
wiegand site_tode_propagabon 1 u
User Conligursiton e lometric_mth_ e ) S
woc hometric_suth e Q R
Mcoess Schedules e ric ke N P:::ﬁ_mg,

n User Distribution
! Group
User Authentication
B, Hode
5 Operator Rale
The poramesers on this page ane not valdated and sent drectly to ol MA Soma, MA Sgma Lite, MA Sgms Use +, MA Sgma Extreme, HA VP MD, ViserPass and Morpheiave devices.
] assigned thi Bomeic Device Contouraton, .
@ morncatioas s
o
o Schedubed Reports - Back et W Fanish 15} Cancal Q)
S L
Connected to hitps/ocalhost 42100 Logged in as Admnatrator (System Adminitrator) Sate I0; AE3F-3E50-8B3E-43C2-5303- 21 TA-4FC4-5601 [ Log Out Change Passecrd

10.

12.

[nA KaXgoro MCnonb3yemMoro ycTponcTea

HaXXMuTe KHOMKy [lo6aBUTb, uTOObLI 40OaBWTL BA NOMb30BATENbBCKUX NapamMeTpa.
(Ecnu 3apaHbl 3TM ABa NnapameTpa, CUUTbiBaTeNb OTNPABNAET AaHHbIE KapThl
HenocpeacTBeHHo B AMC. MNonb3oBaTeNen He HYXXHO PerucTpupoBaTb B CUMTbIBATENE
IDEMIA).

ucc.per user rules

ucc.user record reference

Ona cuntbiBaTtenen WAVE u VisionPass nobaBbTe elle oguMH napamerp:
ucc.biometric auth rule=0

BbibepuTe 3HaueHWe napameTpa Tun ycTpoucTBa MorphoWave Compact/XP,
MorphoWave SP UNKW VisionPass.

Haxxmute KHonky NotoBoO.

HasHaubTe Nonb3oBaTenAM 3TOT PEXUM NPOBEPKU NMOLNUHHOCTU NONb30BaTeNeu.
B ACS HeobOxoanMo Ha3HauMUTb KapTy C AOMYCTUMbIM OMUCAHUEM KaXKoOM Aep’KaTento KapThbl.

1.

o ko

B cucteme MorphoManager nepenaunTte K pasgeny AGMUHUCTPUPOBaHUE > PeXxum
npoBepKU NOANUHHOCTU NONb30BaTenA.

3apanTe crnepdyolve aTpubyThI:

YctaHoBHUTe nepekntouatens Pexum B nonoxeHue Enabled.

YcTtaHoBHTEe B cnncke Pacnono)keHue wabnoHa napameTp Download to Device.
YcrtaHoBHTe hnaxkok Pa3pewwnTb 3anyck Nno 6MOMeTPpUUECKUM AaHHbIM.
YcrtaHoBHUTe (hnaxkok PaspelwinTb 3anyck nNo 6eCKOHTaKTHOM KapTe.

BbikntounTte dhyHkumio TpeboBaTb cooTBeTCTBUE WABNOHA.

Mepenaute B pagen AGBMUHUCTPUpPOoBaHue > KoHdurypauusa nonb3oBatenen.
Haxxmunte KHonKy [lo6aBUTD.

BbibepuTe MMA pexxuma npoBepKU NOANUHHOCTU NONb30BaTeNns, CO3aHHOro BamMu
paHee AnA KapTbl UM OMOMETPUUECKUX YUETHbBIX AAHHbIX.

HaxxmuTte KHoNKy MoToBoO.

Bosch Security Systems
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Cm.
—  Bneibop TexHonoruu n hopmaros kapt, CtpaHuya 171

22.3.2 KapTta U buomeTpuueckue gaHHble
BbinonHuTe NpuBeAeHHbIE HUXE HACTPOWKHK, NONb30BaTeNW AOMKHbI MAEHTUDUUNPOBATL cebs
no kapte M bBuomeTpruuecKknuM yueTHbIM AaHHbIM, UTODObI yOeauTbcA, UTo OHU ABNAKOTCA
BnagenbLamMu KapTbl.
1. B cucteme MorphoManager nepenguTe K pasgeny AGMUHUCTPUPOBaHUe >
KoHcurypauua 6MomeTpuueckoro ycTpomcrea.
2. HaxumanTe kHonky [Janee, noka He nepenaeTte Ha cTpaHuly HacTpoiku
6uomMeTpUUECKOro yCcTporcTBa.
3. B none NMpodcdunb Wiegand BbibepuTte TOT ke Npodunb, KOTOPbIM Bbl onpeaenunu ana
CBOMX OMOMETPUUECKMX YCTPOMCTB NpK HacTporKe BioBridge.
4. HaxwumaMTe KHOMKy Oanee, noka He nepenaeTe Ha cTpaHuLy HacTpoiku
MHOrohakTOpHOIro pexxuma.
5. YctaHoBUTE (hnaxoK ANs TEXHONOrMMU KapT, UCNONb3yeMOW Npu yCTaHOBKeE.
6. Haxmute KHONKy FNoToBo.
HasHaubTe nonb3oBaTeNnAM 3TOT PEXWUM NPOBEPKU NOANUHHOCTU NoNnb3oBaTeneun.
B ACS HeobxoaAnMMO Ha3HauMWTb KapTy C AOMYCTUMbIM OMUCAHUEM KaXKOOM [epXKaTento KapTol.
1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUPOBaHUe >
KoHdurypauua nonb3oBarenei.
2. B none Pexxum npoBepKW NOANUHHOCTU NOoNb3oBaTena BbibepuTe 3HaueHue
Contactless Card ID + Biometric W3 CNMUCKa.
3. Haxmwute kHonKy FoToBoO.
Cm.
—  Bneibop TexHonoru# n hopmaros kapt, CtpaHuya 171
22.3.3 Tonbko bUoMeTpUuecKue AaHHble
BbinonHUTe NpuBeAeHHbIE HUXE HACTPOMKK, eCNU MONb30BaTeNU AONMXKHbI MOEHTUMULUPOBATb
cebA TONbKO C MOMOLbIO DUOMETPUUECKUX YUETHbBIX AaHHbIX.
1. B cucteme MorphoManager nepenaunte kK pasgeny AGMUHUCTPUPOBaHUe >
KoHdurypauma 6uomerpuueckoro yctpomcrea.
2. HaxumawnTe kHonky [lanee, noka He nepenaete Ha cTpaHuuy PepakTupoBaHue
KOH(Urypauum 6MoMeTpUUeCcKoro yCTponcrea.
3. B none NMpodcdunb Wiegand BbibepuTte TOT e Npodunb, KOTOPbIK Bbl onpeaenunu ana
CBOMX BMOMETpUUECKHUX YCTPOMCTB NpU HacTporke BioBridge.
4. HaxwumaunTte kHonKy [Janee, noka He nepenaete Ha cTpaHuuy HacTpoiku
MHOrohakTOpHOro pexxuma.
5. B none MHorodakTopHbI# peXXuUM BbibDepuTe 3HaueHne Biometric only U3 CNUCKA.
6. HaxmuTte kHonky NoToBoO.
HasHaubTe nonb3oBaTeNnAM 3TOT PEXWM NPOBEPKU NOANUHHOCTH NMOoNnb3oBaTeneun.
B ACS Heob6xoaAMMO HasHauMUTb KapTy C AOMNYCTUMbIM ONMUCAHUEM KaXKAOM AepKaTento KapTol.
1. B cucteme MorphoManager nepengute B pasgen AGMUHUCTPUPOBaHUe >
KoHchurypauua nonb3oBatenem.
2. B none Pexxum npoBepKU NOANUHHOCTU NONb3oBaTens BblbepuTe 3HaUeHue
Biometric (l:many) M3 CNUCKA.
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224

22.41

3. HaxmuTte kHonky FoTtoBo.

Hactpoika uHtepdeinca BioBridge B cucteme MorphoManager

MpeaBaputenbHblie TpeboBaHUA
Cuctema ynpaBneHua goctynom MorphoManager yctaHoBneHa Ha cepBepe MorphoManager B
Bawen cetTn. CM. PykoBoacTBO no yctaHoBKe MorphoManager U MHTEPaKTUBHYIO CMpPaBKy.

0630p

Utobbl ucnonb3oBaTb MHTepdenc BioBridge mexay cuctemamu ynpaBneHus goctynom Bosch
n MorphoManager Heo6Xo0AMMO HaCTPOWTbL NMPUBELEHHbIE HUXE NapaMeTpbl B CUCTEME
MorphoManager:

-  KoHdurypauuna 6momerpuueckoro ycTpomcrea

- BuomeTpuuecKkoe yCTPOMCTBO

- Mpodwmnu Wiegand

—  Koudwmrypauua nonb3oBaTtenem

- Tpynna pacnpepeneHus nonb3oBatenei

—  PeXuMm npoBepkHU NOANUHHOCTU NONb3oBaTens

- KoHdwmrypauusa cucrtembl

Kpome Toro, HeobxogmMmo HacTpouTb npotokon ODBC (Open Database Connectivity) ana
CBA3M Mexay uHTepdencom BioBridge cuctembl Morphomanager u 6a3om faHHbIX, KOTOPYHO
OHa ucnonb3yet coBMecTHO ¢ ACS.

Bce 34 3a4aun KOHMUIypaLuuK onucaHbl B CNeayowmx pasgenax.

npocdunu Wiegand;

3ameuaHue!
HecmoTpsa Ha umA, npodunu Wiegand nprMeHAIOTCA KO BCEM TUMaM CuMTbiBaTenew, BKNouan
cuyutbiBaTtenu OSDP.

Mpodunu Wiegand onpenenstoT, Kakyo MHPopMaLno bruomeTpuyeckne ycTponcTea BbiBoAAT
yepes MHTepdenc Wiegand Out npu naeHTUdUKaLUKM Nonb3oBaTena. 31a MHopmMaLmA
nocTynaeT B CUCTEMY yrnpaBrneHusa goctynom Bosch, koTopas ucnonb3yeT ee AnA NPpUHATUA
pelleHnsa o gocTyne.

Mpouenypa
1. B cucteme MorphoManager nepenaute B pasgen AGMUHUCTpUpoBaHue > Mpodcunb
Wiegand.

2. BbibepuTe oouH U3 NpeaBapUTenbHO onpeaeneHHbix npodunen Wiegand nnu HaxxmuTe
KHoMnKy [lo6aBUTb, uTOObI CO34aTb NONb30BATENBCKUIM NPODUNb.
Ob6bluHO Bce npodunu CSN u cTaHOapTHble 26-0UTHbIE NPOMUNKW NOAXOAAT ANA
MCMNONb30BaHWA C CUCTEMAMU yrnpaBneHus aoctynom Bosch. Ecnu ycTaHoBLIMK
npenocTaBun Npodunb ANA Ballel cucTeMbl, HAXXMWUTE UMNOPT, uTobObl HAWTU U
UMMNOPTUPOBATb YKa3aHHbIW pann, u BbiIoepuUTe ero B CNUCKeE.
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| B MorphoManager [14.4,3.9] - [m] X
B Administratio RTINS Managemen & Biometric Identificatic B pocess g5 Eports
‘Nl nm & 6|
= Operator Add Edt Desee | mefesn | ¥Rt lnlExport
() Key Policy Hame - Description MA2G MASG MIDF

Automaticaly generated rmndom 64 bit Interpreted

i Dometric Device CAST-RUSCO 40 bt 10 bit Facity / 19 bit Badge Ranvi Rave Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bt R Tnterpreted R
(7] Biometric Device HID Corporate 1000 - 48 HID Corporate 1000 48-Lit Raws Interpreted Reatvs
J Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Ranw Interpreted Ry
ISOYIEC 14443 CSM 32 bit 32 bit Card Serial Nurnber Interpreted Interpreted Mot Supported
S user policy ISOYIEC 14443 CSM 56 bt 56 bt Card Serial Humber Interpretad Intarpreted Mot Supparted
@ Access Schedulkes ISOYEC 14443 CSM 64 BE 64 bt Card Sarial Humber Interpretad Intarpreted Mot Supparzad
kastl 32 b Kastle 32 bit Rawr Tnterpreted Raw
User Distribution Matrix 56 bit 54 bt User 1D Interpreted Tntarpreted Raw
Group Miare CSN CSH Card of type mifare Tnterpreted Tnterpreted Mot Supported
| User Authentication MiareDesfrelSH This s a simple test Tnterpreted Interpreted Mot Supported
Mo, OnGuard Wiegand 64 8 Lit facity, 48 bit card number, 8 bit Esue code Rawe Rave R
= Operator Role Standard 26 bit 8 bit Sitef16 bit User code Interpreted Interpreted R
26 bit - HID PACS 8 bit Ste/16 bit PACS Interpreted Interpreted Raw

i Motifications

= clients

c] Scheduled Reports
& card Template
(s card Encoding Log

@] eventiog

W

Connected to httpsy//w10-Itsc-en:42100/  Logged in as A Site ID: CBOE-9C32-F933-46E6-8906-5B0D-E542-6E10 & Log Out . Change Password

3. B paHHOM AnanoroBoM OKHe BBeAWTE MHGOPMALMIO, KOTOPYHO CUCTEMA YNpaBneHuUn
[OCTynoM TpebyeT oT BUOMETPUUECKUX YCTPOMCTB.

4. 3anoMHuTe UMA BblIODpaHHOro Mnu cosgaHHoro Bamu npoduna Wiegand. CcbinKky Ha Hero

HeobxoaMmo fobaBuTb B KoHMrypaunax MorphoManager KoHdourypauuu

nonb3oBartena v KoHdwurypauumn 6MomeTpuueckoro ycTpoucrTea.

Cm.
—  Bneibop TexHonoruu n popmaroB kapt, CtpaHuya 171

22.4.2 KoHdurypauua 6uomerpruueckoro ycTpomcrea
KoHdurypauua bMomeTprueckoro ycTporncTea onpeaenseT obliMe HaCTPOMKKU U napaMeTpbl
ONA OOHOTO UMK HECKONbKUX BUOMeTpUUEeCcKHUX YyCTponcTB. KoHdUrypaumnsa BMOMeTpruUecKoro
yCTpOWCTBa NpUMeHAEeTCA K DUOMETPUUECKUM YCTPOMCTBAM B CUCTEME MPU UX foOaBNeHWU Ha
BKNnagke AOMUHUCTPUPOBaHUE B pa3aerne buomerpuueckoe yCcTpomncTBeo.
B cnepytowen npoueaype npeanonaraeTca, Uto pasBepTbiBaHWe BUOMETPUUECKUX
cuuTbiBaTenen ot IDEMIA BbinonHAETCA C LONONHUTENbHOM TEXHONOTMENW CUMUTBIBAHUA KapT.
Mpouenypa
1. B MorphoManager nepengute B pasgen AGBMUHUCTpUpoBaHue > KoHdurypauusa
6uomeTpUUECKOro ycTpoicTBa.
2.  Haxmute [obaBUTb, uTobObl CO34aTh HOBYH KOH(UIypaLuo bBuomeTpuueckoro
yCTpoMCTBa.
3. Ha cnepytowem aKkpaHe BBeAWTe UMA U onncaHue (HeobasaTenbHo) npodunsa. Ecnu Bbl
He ncrnonb3yeTe None onuMcaHuA, peKOMeHAyeM UCMNONb30BaTb MMA, ONUCbIBaloLee TUN m
peXuUMmbl UOeHTUDUKALMUKU (DMomeTpura U (MNK) KapTa) rpynnbl CUUTbIBATENEN.
4. HaxumaunTte kHonKy Janee, noka He nepenaete Ha cTpaHuuy HacTpoiku
6uomeTpUUECKOro ycTpoicTBa.
-  Bbibepute npodrnb Wiegand, koTopbiv 6bin co3aaH paHee AnA yCTaHOBKMU.
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5. HaxumaKnTe KHOMKy Janee, noka He nepengerte Ha cTpaHuly MapameTpbl pexxuma

ynpaBneHUA J,OCTYNOM.

(5 administration [ECNIEUPIPRTT: @ Biometric Identification | Onsite / Offsite B TransactionLogs @0 Reports

Editing Biometric Device Configuration

Access Control Mode Settings

Operator

‘]‘ Key Policy Access Control Mode: Integrated By Wiegand / Panel Feedback el
Biometric Device
Configuration

Panel Feedback Mode: LED Feedbadk (2 Wire) ~  (Panel to Biometric Device)

Panel Feedback No Response Timeout: (in miliseconds)

1000 (in 105 of miliseconds)

ﬂj Biometric device
Wiegand Profiles

efl User Configuration

25000 (in milliseconds - please refer to the MorphoAccess Sigma Series
Access Schedules Administraton Guide for further information)

Duress Wiegand Mode: Disabled
“ User Distribution >
i Group Duress Wiegand Profile: Standard 26 bit

- User Authentication
4 Mode

& Operator Role

N N 9600
‘ Notifications

Clients

Q Scheduled Reports

Card Template

B

Card Encoding Log

Event Log

© &

Exception Log

X System Configuration « Back Next » Finish & Cancel

Hanee HacTporka Wiegand u koHTponnepos AMC no npotokony OSDP BbinonHaeTcs no
OTOENbHOCTU. BbINOMHUTE ONMUCaHHYIO HUXe NpoLeaypy, COOTBETCTBYIOLLYIO TUMY KOHTponnepa
AMC:

Ona koHTponnepos AMC Wiegand

1. B none Pexum ynpaBneHUsA BOCTYNOM YCTaHOBMTE 3HAUeHUe Integrated by Wiegand.

2. B none Pexxum obpaTHOM CBA3M C NaHeNblo YCTAHOBUTe 3HaueHWe LED Feedback (2
wire).

3. Haxmwute KHoONKy NoToBoO.

Ona koHtponnepoB AMC OSDP

1. B none Pexxum ynpaBneHus [OCTYNOM yCTaHOBUTE 3HaueHWe Integrated by OSDP.
2. B none Pexum obpaTHOM CBA3M C NaHENblo YCTaHOBUTE 3HAUeHWe LED Feedback (2
wire).

YcTaHoBUTe hnaxok besonacHbin kaHan OSDP

YCcTaHOBHUTE CKOPOCTb Nepefaun faHHbIX 9600

[ononHuTtenbHble cBegeHUA CM. B pasgene Buomerpuueckoe ycTtpoimcTBo

o0k,

Ha)kmute kHonky FotoBo , uTOObI BLINTH M3 MorphoManager.
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YcTpaHeHWe HeucnpaBHOCTeH knouei OSDP

Ecnn HeBO3MOXHO yCTaHOBUTb 3allulLeHHOe coeMHeHne co cunTbiBatenem OSDP,

nonpobyMTe nepeycTaHOBUTb 6a30BbIN KOU CcriedyloWnm obpasom:

1.  3anycTtute otaenbHyto nporpammy MorphoBioToolBox (MBTB).

2. B nporpamme MorphoBioToolBox nepenguTte B MeHo HacTpoWKu ycTpoucTBa >
Cb6pocutb

3. Bbibepute 6a3zosbit kntou OSDP

Haxxmunte COpocuTtb Kpuntorpacuueckue Knioum

5. Bbiiaute n3 MorphoBioToolBox

.

B bonee cnoxHbix cnyyaax obpaTtutech B Cny»by TexHuueckom noaaepxku IDEMIA.

Cwm.
- bBuomerpuyeckoe yctposictBo, CtpaHuya 182

22.4.3 BuomeTpuueckoe yCTpOMCTBO
BMOMeTpMMECKMe yCTpOﬁCTBa npoBepArT, coOBMNagakoT MU CYUTAHHbIE 6MOMETpMLIeCKVIe
YUeTHbIE€ AaHHblE C 3alMnUCAMU B base AaHHDbIX. OHU TaKxKe BeOyT XypHan BCeX cobbITUM
UCNONb30BaHUA.

Mpoueaypa

1. B cucteme MorphoManager nepengute B pasgen AGMUHUCTPUpPOBaHUe >
BuomeTpuueckoe yCTPOWUCTBO.

2.  Haxmute fobaBuTb, uTobbl CO34aTbh HOBOE BMOMETPUUECKOE YCTPOWUCTBO.

3. BBeauTe Kak MMHUMMYM OCHOBHble CBeaeHuA ob ycTpouncTee:

-  (u3 cnucka) CemenicTBo 060pyaoOBaHUA;

- umA xocrta/lIP-agpec;

— (43 cnucka) onpeaeneHHyo paHee KOHdUrypauuo 6MoMeTpruuecKkoro ycTpoucTea.
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1 MorphoManager [14.4.3.9]

LA 5 Administratio

d¢ User Managemen

® Biometric Identificatic ® Aco

gs @ Reports
D

Operator

iy Key Policy

= Biometric Device
Profile

(7] Biometric Device
Wiegand Profiles

«fiL User Policy
' Access Schedules

User Distribution
i Group

B User Authentication
Mode

= Operator Role
‘ Notifications

= clients

(o) Scheduled Reports
& | Card Template
(&5 card Encoding Log

@/ EventlLog

-~

W

Enter the details for this Biometric Device

Name:

Description:

Location:

Asset ID:

Export Value:

Time Zone:

Hardware Family:
Serial Number:
Hostname\IP Address:
Port:

Biometric Device Profie:

MASigmaMLlti

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD

[Masigmatuit]

11010

Express w

Include in Time & Attendance Exports:

Change User Onsite / Offsite Status:
Onsite Key: No Key
Offsite Key: Nao Key

Back

Next » Finish & Cancel Q

Connected to https.//127.0.0.1:42100/

Logged in as Adn

Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D

& Log Out Change Password

Haxmute FotoBO
B nmanoroBom okHe «bMoMeTpuueckoe yCTPONCTBO» TeMEPb YKasbiBalOTCA BCe
HaCTpOEeHHble YyCTpOMCTBa:

Bosch Security Systems
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1 MorphoManager [14.4.3.9] - O *

5 Administratioied] v & Bion dentificatic 8

Items

-~

Biometric Device

X v M4 B e} : o ] a

Operator Add Edit Delete Refresh Synchronze GetLogs View Synclog Set Date/Tme Rebuld Reboot SetOffine  Show Al Fiter

|‘ Key Policy Name « Description Location Biometric Dev... Synchronizati.. Status
MASIgmaMulti Express { Required Sy... @Onine
= Biometric Device

Profile VisionPassMDPT Face Regocnition AC3 Default &Synchronized ()Onine 0

(7] Biometric Device
Wiegand Profiles

L User Policy
" Access Schedules

n User Distribution

i Group
' User ication D
Mode Details Logs Queued Tasks (4) Failed Tasks (0) Hde
% Operator Role MASigmaMulti
@ notifications proh:
Hardware Type: MA SIGMA Multi WR
Serial Number: 20195M50001431
-
= Clents Firmware version: 451
' [ \IP Add MASigmaMulti: 11010
OScheduled Reports User Slots: 0/ 5000
& | card Template Time Zone: (UTC+01:00) Amsterdam, Berin, Bemn, Rome, Stockholm, Vienna

Synchronization Mode:  Automatic
Synchronization Status:  Required Synchronization

(5 card Encoding Log St Orne

@] Eventlog

w

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D 4 Log Out Change Password

22.4.4 KoHdurypauua nonb3oBareneu
KOHCbVIpraLI,VII/I nonb3oBartenen — 370 Ha60pb| npaB AOCTyNa, Ha3Ha4Y€HHbl€ NONb30BaTENAM,
KOTOPbIM NpeabABNAKOTCA OUHAKOBbIE Tpe6OBaHMH AnA nonyyeHuA AoCTtyna, TO €CTb B HUX
OMUCbIBAEeTCA KakKue 6MOMETpMH€CKMe yCTpOl;ICTBa pa3peleHo UCNoNnb3oBaTb NOMb30BaTENAM,
B KaKUX peXxXnmax U B Kakoe BpemA.

Mpouepypa

1. B cucteme MorphoManager nepengute B pasaen AGMUHUCTPUPOBaHUe >
KoHchurypauua nonb3oBarenem.

2.  Haxmute flo6aBuTb, UTOObI CO34aTh HOBYO KOHMUTIypaLuto nonb3oBaTens.
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7 MorphoManager [14.4.3.9] - O *

R (5 Administratio

~
Operator Enter the details for this User Policy
J KeyPoicy Name: !I |
Description:
= Biometric Device
Profile Access Mode: Al Bomefric Devices and Clents
1] Biometric Device [T Alow MA 500 database selection during user enrolment N
Access Schedule: 24 hours, 7 days a week ~
Wiegand Profies Extended User Detais: [] Display extended user detais
“h user Policy Wiegand Profile: Standard 26 bit ~
User Authentication Mode: Express v
A Access Schedules Show Photo Capture Page:

n User Distribution
+ Group

[ User Authentication
Mode

= Operator Role
‘ Notifications
™ Clents
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log

@] EventlLog

Back Next » Finish & Cancel Q
b

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
3. B auvanoroBom okHe [lobaBneHUe NONUTUKKU NMONMb30BaTeNnA BBeaUTE:

— HasBaHMe NoONWTUKKM Nonb3oBaTens U onucaHue (HeobssatenbHO).

- Pexxum poctyna: Per User.

— PacnucaHue pgocTyna, onpeaensioliee HU U BpeMsA, B KOTOpPbIe [JOCTYN paspelleH.

- Mpodmnb Wiegand, onpefeneHHbi M UCNONb30BaHHbIM Ana Mpodomna
OuMomeTpUuecKoro ycTpomcrBa.

—  PeXuM npoBepKu NOANUHHOCTU NMONb3oBaTens, B 3aBUCMMOCTH OT TOrO, KakK
nonb3oBaTenu ycTponcTea byayT ncnonb3oBaTb YCTPOMCTBa (MO oTneuartky nanbua,
nanbuy, nuuy, Kaptam v T. a.). NogpobHee cMm. B pa3aene Boibop pexxuma
MaeHTUDUKaALUU.

4. Haxmwute kHonky FoToBo.

Pexxnum npoBepKku NoANMHHOCTM NONb30BaTeNnA B NONMUTUKE MOMb30BaTeNnd No YMOnUaHuw: (1:

Many) . UTobbl Mcnonb3oBaTb Apyrue pexxrumMbl NPOBEPKU NOANMHHOCTH, CO34aNTe

OOMONHUTENbHbIE MONMUTUKK Nonb3oBatens. MogpobHble cBeAEHUA O PasNMUHbIX CBOMCTBAX,

KOTOPblE MOXXHO Ha3HAUWTb MONUTMKE NONb3oBaTens, CM. B «PyKkoBoACTBe Monb3oBartens

MorphoManager».

Cwm.
—  Bbibop pexnma noeHtucpmuxkaymumn, CrpaHmya 175

2245 Fpynnbl pacnpeaeneHUa Nonb3oBaTeneun
rpyl'll'lbl pacnpeneneHnAa nonb3oBarenen CNny>Xat anAa conoctaBeHUA nonb3oBartenen c
rpynnamu bromeTpuueckunx cumtbiBaTenemn unu knueHtos MorphoManager.
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TpeboBaHusa

Kaxxgas rpynna pacnpeaeneHusa nonb3osartenen AoMKHa OblTb conocTaBneHa xota Obl ¢
oaHuM knaccom nuuy (Person Class) B ACS. MNoatomMy cosfnainTe xota Obl ofgHY rpynny
pacnpeneneHusa nNonb3oBaTenen Ansa Kaxaoro UCNonb3yeMoro Knacca nuu.

Mpoueaypa

1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUPOBaHUe
(Administration) > N'pynna pacnpegenenus nonb3oBatenen (User Distribution Group).

2.  Haxmute fobasutb (Add), utobbl co3gatb HOBYIO rpynny pacnpeneneHun
nonbsoBateneu.

1 MorphoManager [14.4.3.9] - O *

ft Home RERNLLUCIERE &t User Managemen ¥ Biometric Identificatic ? o as a Reports

Adding User Distribution Group
~
Operator Enter details for this User Distribution Group
J Key Policy Name: _m

= Biometric Device
Profile

Ej' Biometric Device
Wiegand Profies

efL User Policy
" Access Schedules

" User Distribution
4 Group

B User Authentication
Mode

s Operator Role
‘ Notifications
™ Clents
() Scheduled Reports
& | Card Template
(5] card Encoding Log

@] EventlLog

Back Next » Finish &) Cancel @

W

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
3. Haxwumante kHonky Oanee (Next), noka He nepekaete Ha cTpaHuly Bbibop
6uomeTtpuueckux yctpoicts (Select Biometric Devices).
4. YcTaHoBMTe hNaXKku AnsA Tex bMoMeTpuueckunx yCTponcTs, KoTopble byayT
MCMoNb30BaTbCA NMOABMU B 3TOM rpynne pacnpeneneHusa nonb3osartenem.
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1 MorphoManager [14.4.3.9] - O X

fi Home [REEEBUNMEIENS 4t User Managemen & Biometric Identificatic ® Access Logs @ Reports

Adding User Distribution Group

-~

Operator Select Biometric Devices
J Key Policy o Select Al T Clear Al 4 Fiter
= Biometric Device N Description Location Model
Profile MASigmaMulti MA SIGMA Multi WR
VisionPassMDPI Face Regocnition AC3 VisionPass

Cj' Biometric Device
Wiegand Profiles

4L User Policy
" Access Schedules

n User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications

™ Chents

() Scheduled Reports
& | Card Template
(33 card Encoding Log

©@| EventLog Back Next » Finish & Cancel @

W

Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9IA-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
5. Haxmute KHonKy FotoBoO.

22.4.6 HacTtpo#ka untepceiica ODBC gna knueHTta BioBridge

BBepeHue

NuTepdgenc Open Database Connectivity (ODBC) — HeobxogmMmoe ycnosue ann

ucnonb3oBaHuA KnueHTa BioBridge cuctembl MorphoManager. ODBC — 370

CTaHOapTM3MPOBaHHbIM NPOrpaMMHbIM MHTEpPdENC ANA OOCTyNa K pasnnyHbiM 6a3am AaHHbIX.

PekomeHayeMblv apanBep — OdbCDriverl17SQLServer

— B cnyuae c BIS gpaiBep HaxoaUTCA Ha yCTaHOBOUHOM HocuTene BIS B pacnonoxeHuu
BIS\3rd Party\OdbCDriverl7SQLServer

- B cnyuae ¢ AMS fgpariBep HYXXHO cKauaTb Ha CalTe www.microsoft.com

Co3paHve UCTOUHUKA AAaHHbIX

Co3faHue UMeHU UCcToYHKUKa AaHHbix (DSN) gna ODBC

1.  Ha naHenu ynpaBneHusa Windows BbibeprTe AGBMUHUCTPUPOBaHMUE.
2. BblbepuTe ODBC Data Sources (64-bit) M3 CNMCKa.

3. Bbibepute Bknagky Cucrema DSN.
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=/ ODBC Data Source Administratar (54-bit) X

User DSN  System DSN  File DSN  Drivers  Tracing  Connection Pooling  About

System Data Sources:

Name Platform  Driver Add...

Remove

Configure.

«  An ODBC System data source stores information about how to connect to the indicated data provider
Ej; A System data source s visible to all users on this machine, including NT services

Cancel Apply Help

4. HaxmuTte JlobaBUTb, UTOOLI BbIOPATL ApanBep.
5. BbibepuTte apakBep ODBC Driver 17 for SQL Server U HAXKMWTe KHomnKy FoToBo.

Create New Data Source X

Select a driver for which you want to set up a data source.

Name Wersion Comp

J B A e 2017.174.02.01 Microy
ot SQL Server 10.00.17763.01  Micro

< Back Cancel

6. BBeguTe NpuBeAeHHbIE HUXe CBeAEeHUA ONA UCTOUHUKA AaHHbIX.

- WMA: UMA UCTOUHMKA JaHHbIX.

— OnucaHue (HeobA3aTenbHO).

— CepBep: UMA KOMMNboTepa, Ha kKoTopom ACE ycTtaHoBneHa 6asa gaHHbIX, U UMA Basbl
naHHbIX (Mo ymonuaHuio: <MyACS server>\ACE)

Microsoft 501 Server DSM Configuraticn X
This wizard will help you create an ODBC dala source that you can use to connect to

B SQL Server

o

G What name doyou want to use to referto the data source?
SOL Server

Nere: |

How do you want to describe the data source?

Description: ‘ |

Which SQL Server do you want to connect ta?
Server: ‘VM-WZN‘}EN-ERT\BIS_ACE v |

Next > Cancel Help

7. Haxmute kHonky Oanee >
, OTKPOEeTCA AManoroBoe oKHO cbopa MHopMaLuK 4nA BXoda.
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Microsoft 501 Server DSN Configuration X
How should SQL Server verify the authenticity of the login D7
<
,z.%
e () With Integrated Windows authentication.
SOL Server

(0 With Azure Active Directory Integrated authentication.

@ With SQL Server authentication using a login |0 and password entered
= by the user.

o) With Azure Active Directory Password authentication using a login 1D
and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login ID |Idem\a ‘
Password |uuu\ ‘
< Back Next > Cancel Help
8. Bbibepute C ayTeHTUbUKauuein B SQL Server ¢c ucnonb3oBaHuem naeHTudukatopa
BXOAa....
9. BaegwuTe cneaytolyo nHoOpMaLmio:
- UpenTudukaTop Bxopa: MMsa nonb3oBartens 0asbl gaHHbiXx IDEMIA, HacTpoeHHoe B ACS.
OHo Bcerpga obo3HauaeTca Kak Idemia.
—  TMaponb: naponb, yCTAHOBMNEHHbIW ANA nonb3oBaTena 6a3bl AaHHbIX IDEMIA, npu
HacTpovike B ACS.
10. Haxmute KHonky Oanee >.
11. B cnepytowem AnanoroBoM OKHE yCTaHOBUTE hriaxkKu:
- MU3mMeHUTb 6a3y JaHHbIX NO YMOMUAHUIO Ha: U BbibepuTe Idemia
-  MHWcnonb3oBaTb ugeHTUuKaTopbl B KaBblukax ANSI.
- Ucnonb3oBatb 3Haueuua NULL, nonsa u npepynpexaeHuna B hopmare ANSI.
— PaspeweHnue IP-agpeca npo3pauyHoi ceTu.
12. 3apgaiTe B none Llenb NnpUno)XeHUa yCTaHOBWTE 3HAUeHWEe READONLY.
Microsoft 5OL Server DSN Configuration x
Change the defautt database to
:,?Bh |I\:Iernia v‘
WServer Mimor server:
| |
SPN for mirmor server (Optional):
[ Attach database filename:
Use ANSI quoted identffiers
Use ANSI nulls, paddings and wamings.
Application intent:
READOMNLY ~
[] Multi-subnet failover.
[+ Transparent Natwork IP Resolution
[ Column Encryption.
Enclave Attestation Info
[] Use FMTONLY metadata discovery
< Back Mext > Cancel Help
13. Haxmute kKHonky Oanee >.
14. B cnepytolem AManoroBOM OKHe yCTaHOBUTE DNTaXKKu:

Ucnonb3oBaTb HagexHoe WHdpoBaHUe AaHHbIX.
BbIiNnONHATbL NepeBof CUMBOMNbHbIX AAHHbIX.
JoBepeHHbI cepTUdUKAT cepBepa.

Bosch Security Systems

Software manual 2024-05]5.5.0 |



190 ru | HacTpo#ka yHuBepcanbHow nporpammbl BioBridge ot IDEMIA

Access Management System V5.5

Microsoft SOL Server DSN Cenfiguration

[[1€hange the language of SGL Server system messages to:
2
Cr, {Default)
$OL server
Use strong encryption for data.

Trust server certificate.

Perform translation for character data.

[[] Save long running queries to the log file:

CA\Users\ADMINI~1\AppData'Local\ Temp \QUERY

[ Log ODBC driver statistics to the log file:
CAUsers\ADMINI~1\AppData‘Local\Temp S TATS

Connect retry interval {seconds):

Browse

Long query time {miliseconds): 20000

[[] Use regional settings when outputting curency. numbers. dates and times.

Browse...

< Back Cancel

15. Haxmwute kHonKy FoToBoO.

Help

16. B cnepyrolwem AManoOroBoM OKHe MPOCMOTPUTE CBEAEHHbIE JAaHHbIE.

ODBC Microsoft SQL Server Setup

Anew ODBC data source will be created with the following

configuration:

pod

Microsoft SQL Server ODBC Driver Veersion 10.00.17763

Data Source Name: ACEldemiaSQLServer
Data Source Description:

Server: VMW 2016ENBISERT\BIS_ACE
Database: Idemia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANS] Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I oK

Cancel

17. HaxmuTte NMpoBepuTb UCTOUHUK JAaHHbIX... U yDeauTechb, UTo NpoBepKa ycrnewHo

3aBeplueHa.
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SOL Server ODBC Data Source Test *

Test Results

Microseft SQL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

erifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

18. CoxpaHuWTe BCe U3MEHEHWSA U 3aKponTe MacTep yctaHoBku ODBC.

22.4.7 KOoHdUurypauua cuctemol BioBridge.
B 3TOM pasgene onucbiBaOTCA OCTallbHble NapameTpbl, HEOBXoAMMble ONA UCNONb30BaHMA
uHTepgenca BioBridge cuctem ynpaBneHusa 4OCTynoM.

MpepBaputenbHoe TpeboBaHue

ODBC HacTpoeH anAa BioBridge. Cm. pasaen Hactposika uHtepgperica ODBC 0ns knueHta

BioBridge, CtpaHuya 187.

Mpouepypa:

1. B cucteme MorphoManager nepevaute B pasgen AGMUHUCTPUPOBaHUE >
KoHchurypaumusa cuctemsoi.

2. lMepenaute Ha BKkNaaky BioBridge.
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9 MorphoManager [14.4.3.9]

LLCUEE (5 Administratio iR

Operator Tive 8 Attendance Communications Engine  System Functionalty System Management Gateways Conmector Service BIOBNOQE PrivacyMode MorphoTablet Password Rules Card Finger Template C. Display Options  MorphoWave  Duplication Contral
W Key Policy MorphoManager BioBridge Settings
= Biometric Device System: Hone ~ Confiqure
profile
Wiegand Profie:
[T] siometric pevice Grouping Mode:
Wiegand Profiles Enable Forced User Polcy: Enabled
[ Default
“fi User Pol .
i mid User Synchronization Start Time: 12:00 AM T
Y Access Schedules User Synchronization End Time: 1 &
User Distribution Delay Between Each User Synchronization (| s
+ Group Alow User Sync Whie User Cache Is Refreshing: Enabled
. a‘f]' Authentication User Cache Schedule: Sunday Monday Tuesday Wednesday | Thursday Friday Saturday
ode
% Operator Role 12:00 1:00 AM 2:00 AM 3:00 AM
. 4:00 AM 5:00 AM £:00 AM 7:00 AM
@ rotifcations mo0AM ammn 1000 100
™ Clents 12:00 1:00 PM 2:00 PM 3:00 PM
4:00PM [ S:00PM [ 6:00PM - 7:00 PM
(O Scheduled Reports S:00PM - 9:00 PM 10:00 11:00
& | card Template User Distribution Group Mappings:
Access Grou| User Distribution Grouy
@ card Encoding Log P o
9| Eventlog
Q| Exception Log
%, System Configuration
& Save 3 Cancel
Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

3. B packpbiBatowemca cnucke Cucrema, BblbepuTe MorphoManager Universal
BioBridge.

4. Haxmute Hactpoutb
.OT0bpasunTca BCcnnbiBatoLlee OKHO.

MorphoManager Universal BioBridge Connection X

Please select the provider in the dropdown list below.
Provider: ODBEC =

@ Use basic connection string
'ODBC Data Source

Please enter the DSN name the ODBC data source you would
like to connect to:

DSN: |ACEIdemiasaL Server |

Logon details
Please enter the logon details for the ODBC data

Usermname: ‘Idemla

Password: \"""|

() Use advanced connection string

Connection string

Cancel
Bo BcnnbiBawowWeM OKHe
1. B packpblBatowemcsa cnucke MocraBwuk, Boibepute ODBC.
2. BBeguTe MMA UCTOUHMKA AaHHbIX (DSN) 13 nporpammbl yctaHoBkn ODBC.
3. B pasgene JaHHble ana Bxopa BBeaWTe MMA nonb3oBaTens (Idemia) M Naponb,
yKasaHHbIM B nporpamme yctaHoBku ODBC.
4. Haxmute kHonky OK, utobbl BepHYyTbCA B Ananorosoe okHo KoHdurypauua cucrtemsl.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTpo#tka yHuBepcanbHon nporpaMmbl BioBridge ot IDEMIA | ru 193

B npuanorosom okHe KoHdhurypauua cuctembli
1. B none NMpodwunb Wiegand: Bbibepute n3 cnucka onpeneneHHbin paHee npodunb
Wiegand.

PeXXxum rpynnupoBaHUA:

3T0T NnapameTp onpegenset, kak MorphoManager fonkeH conoctaBnATb nonb3osatenen MM

Universal BioBridge ¢ rpynnamu pacnpenenexdus nonbsosatenei MorphoManager. Boibepute

OOMH U3 MapaMeTpoB:

—  ABTOMaTHMUECKHUH: 3TOT PEXMM aBTOMATMUECKU COMOCTABNAET FPYNNbl YPOBHA AocTyna
n3 MM Universal BioBridge ¢ rpynnamu pacnpegeneHusa nonb3oBatenem B cucreme
MorphoManager, ecnv y HUX oAMHaKOBOe cornalleHme ob MMeHOBaHUK.

—  PyuHo#M: ecnv rpynnbl ypoBHeH goctyna B MM Universal BioBridge v rpynnbi
pacnpeaeneHun nonb3oBartenen B MorphoManager He coBnagatoT, MOXHO BbIMOMHWUTb
conocTaBneHne BpyUHyto B pasgene ConocrtaBneHue NonUTUK nonb3oBaTens.

Opyrue napameTtpbl
B 6onbluMHCTBE cnyyaeB Ans NpUBeAEHHbIX HUXe NapaMeTPOB MOXHO OCTaBUTb 3HAUEHMSA MO

YMONUaHMUIO:
Bknwouutb Ecnu aTtoT napameTp BbibpaH, BCe NONb30BaTeNM,
NPUHYOUTENbHYIO 3aperncTpmMpoBaHHble B KNWEHTe perucTtpauunu BioBridge, nonyuar
NMONMUTUKY NONUTUKY NONb30BaTensA, BblOpaHHY M3 COCEAHEero cnucka.
nonb3oBaTenA Ecnu 3TOT hnaxkok ycTaHOBMNEH, UCMONb3YyNTE MONMUTUKY

nonb3oBaTtenAa C UMEeHEM Per User.
Bpemsa Hauana u O06paboTuMKy CUHXPOHM3ALMKN NONb30BaTENEN MOXKET ObITbh

OKOHUaHUA 3anyLleH TONMbKO B 3TOT NEPUOA BPEMEHMU.

CUHXPOHU3aLMUH
nonb3oBatenewu
3apepKKka mexay BpemeHHOM MHTEpPBaN MeXay CUHXPOHM3aLMAMMU NoNnb3oBaTenem.
CUHXPOHU3auuen YBenvueHue npoaonKUTeNbHOCTHU 3aAEPKKHU COIKOHOMMUT
KaXxgoro CUCTEMHbIE PECYPCbl, HO YBENUUWUT BpeMA OOHOBNEHUA ANA BCEX
nonb3oBaTenn nonb3oBaTenemn.

PaspewuTb Ecnu a3TtoT napameTp BKMItOUEH, 06pabOTUMK CUHXPOHMU3ALKWK

CUHXPOHU3ALUIO nonb3oBaTenen OyaeT paboTaTb NnapannenbHo ¢ 0OHOBNEHWEM

nonb3oBartenei Bo KalWa nonb3oBaTens. TO OUEHb 3aTPATHO A1A CUCTEMHbIX

BpemMA oOHOBNeHUA pecypcos.

K3lla nonb3oBaTens PekomeHayeTcA OTKNIOUMTb 3TOT NapamMeTp Npu MCNONb30BaHUHU
bonblKnx 6a3 gaHHbIX.

PacnucaHue [HW 1 BpemsA, Korga MOXHO OOHOBNATb K3l Nonb3oBaTens.

OOHOBNEHUA Kawa [nAa MmakcMmanbHOW TOUYHOCTK crieqyeT OOHOBNATb €ro NOCTOAHHO,

nonb3oBarens HO ANA yBENUUEHWUA MPOU3BOAUTENBHOCTU CUCTEM C BONbLLIMMHU
0asamMu gaHHbIX TpebyeTcA BBECTHM OrpaHUUeHMe.

ConocTtaBneHusa rpynn pacnpeneneHusa nonb3osaTtenemn

- B Tabnuue conocTtaBneHui nposepbTe, UTOOLI BCe rpynnbl (KNaccbl NUL, onpeaeneHHble
B ACS) 6bInu conocTaBneHbl C rpynnaMmu pacnpegeneHua nonb3oBaTenen
(onpegeneHHbiMmu B MorphoManager).
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[ MorphoManager [14.43.9]

# Home [ENUREEEE i

Operator

B Key pobey

= Biometric Device
) Biometric Device
Wiegand Profiles

o User Policy
). Access Schedules

[ User Disuibution
* Group

user.

MorphoManager BioBridge Settings
System:

Wegand Profie  :

Groups Mode:

Enable Forced User Polcy:

User Synchronzation Start Time:
User Synchronization End Time

MorphoManager Universal BoBridge Confiqure
Defaut v

Automate v

[ Enabed

Defmit

12:00 M3

11:59PM |3

Delay Between Each User Synchronization (i
Alow User Sync Whie User Cache Is Refreshing: Enabled

User C:

" Mode

Operator Role
@ notifications
= ciients

& Scheduled Reports

Sunday Monday Tuesday [ Wednesday (7] Thursday [ Fday

Hr00an 300
[Aannam [ 7:00am
10:00 11:00
[ 200em [Z3:00m
FHlaooem Hsoaem e F7oem
Es0omm [ s:00pm 10:00 11:00

Gateways Comector Service BOSNde PrvacyMode  MorphoTablet Password ukes Card Templae Management | Finger Tenpiate Capture Options  Dislay Optons  Marphallfave _ Dushcation Coniral

saturday

&1 card Template User Dstribution Group Mappings:

Groups

S < .

[ card Encoding Log
@] Event Log
Q| Exception Log

, System Configuration

O save | QCancel

‘Connected to https;//127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

22.5 Hactpoika knueHTa peructpauuu BioBridge

BBepeHue

KnuneHT peructpaumu BioBridge — 310 KomMnbloTep, Ha KOTOPOM MOXHO CO3[aBaTb
brvomeTpuuecKkue 3anucuK AnA nonb3oBaTenel cUCTeMbl ynpaBneHusa AocTynomM. HacTponka
KnueHTa peructpauunu BioBridge coctouT 13 Tpex uacten:

— [NobaBneHue onepartopa perucrtpaummn B cuctemy MorphoManager

—  HactpolKka knueHTCcKMX KoMmnbloTepoB MorphoManager ans 3agau perucrpaumu

- [MpoBepKa KN1eHTa perncrpauum

MpenBapuTenbHble TpeboBaHuUA
KnuneHT BioBridge cuctembl MorphoManager ycTaHOBNeH Ha Kaxaomn pabouen ctaHuuu ACE,
Ha KOTOPOW Bbl MPOX0AMTE DMOMETPUUECKYIO pernuctpauuio agna exoga B cuctembl IDEMIA.

22.5.1 Job6aBneHue onepatopa peructpauuu B cuctemy MorphoManager

Mpoueaypa

CnenyMnte UHCTPYKUMAM, NpUBEAEHHbBIM B «PYKOBOACTBE MO YCTaHOBKE KMWEHTA
MorphoManager».

MpumeuaHue. B Lensax 6e30MacHOCTH PEKOMEHAYETCA UCMONb30BaTh YUETHbIE 3aMNUCH
nonb3osartenen Active Directory.

22.5.2 HacTtpo#ka knueHTCKuX KomnblotepoB MorphoManager gna 3agau
perucrpauuu
BbinonHute 3Ty npouenypy Ha Ka>XXgomMm KomMmnbroTepe, KOTOprﬁ Bbl XOTUTE UCMNONMb30BaTb ANA

perncrpaymu 6MOMETpI/IL|eCKVIX OAaHHDbIX.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTpo#tka yHuBepcanbHon nporpaMmbl BioBridge ot IDEMIA | ru 195

Mpouenypa

1. B kartanore yctaHoBkM MorphoManager (no ymonuaHuio: C:
\Program, Files (x86) \Morpho\MorphoManager\Client\ )
3anyctuTe ann ID1.ECP4.MorphoManager.AdvancedClientConfig.exe OT UMEHHU
agMUHUCTpaTopa.

Basic

Server connection details

Hostname

hocalho st

Port
42100

Save Close

2. Ha Bknagke Obwue BBeauTe UMA xocTa cepBepa Morpho B none Umsa y3na.

3. [Ona 6e3onacHbiX yCTaHOBOK Mcnonb3ynTe Active Directory nnu cobctBeHHoe nmA
nonb3oBaTens U Naposib B COOTBETCTBMU C AOKYMeHTauunen no Morpho.

4. Wnwu xe (HE pekomeHayeTcA AnA YyCTAHOBOK C MOBbIWEHHOM cTeneHbto 6e30nacHOCTU) Ha
Bknagke MapameTtpbl Bxoga

[ Morphobanager Clent Cofguason [15327) = ]
Login options

Remember my username and password
Whe= e chard lmarchan, | want bo pre-populaie S oemame
#d parword ferich pstormafia sty with the smiormeton | prowsde
beticm

Lername

adEniraf1r Lo

Passwerd

Busomdatas kagin

e thar clepet lpunchrt | i B0 Bstomalsally g« welh the
e e et | provade

D

Operator override

ward o afice B opereitr B0 change conrecton delad from
et (sl by P

@D e

-  BBeAWTe WMA NOMNb30OBaTeNs M Napofb, UCNONb30BaHHbIE ANA onepaTtopa perucrTpauuu B
npeablayuem pasgene.
—  YcTaHOBWTe nepekntoyarten ABTOMaTUUECKUIN BXOA, B NOJMOXEHUE Yes

1. B kartanore yctaHoBkM MorphoManager (no ymonuaHwuio: C:
\Program Files (x86) \Morpho\MorphoManager\Client\ )
3anyctuTe ann Start ID1.ECP4.MorphoManager.Client.exe OT UMEHU
afAMUHKUCTParTopa.

2. [lepengute B pasgen AGMUHUCTPUpPOBaHUe > KnueHTbl.

Bosch Security Systems Software manual 2024-05]5.5.0 |



196 ru | HacTpo#ka yHuBepcanbHow nporpammbl BioBridge ot IDEMIA Access Management System V5.5

3. BbibepuTe KNMEHTCKUM KOMMNbIOTEP.
4. Haxmute KHONKYy U3MeHUTb.

7 MorphoManager [14.4.3.9] = O X

ﬁ Administration %t User Management & Biometric Identification B Access Logs a Reports

~

=5 Operator Enter the details for this client

e MNarne: vmw 10enL TSC |
Ll‘ Key Policy

Description: | |
Biometric Device |

Profile Location:

([J siometricpevice
| Wiegand Profiles
~
ef) User Policy
) Access Schedules

n User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role
a Motifications
™ Clients

() Scheduled Report:
@ u eports W Back Next D Finish (&) Cancel @

Lo PO L

Connected te https:/vmwl0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14AD-CAZD 7 Log Out > Change Password

5. BBeguTe uMA NpeanonaraeMoro KnuMeHTa peructpalmu, a Takke MecTononoxeHue u
onucaHue (HeobAsaTenbHO).
6. Haxmute KHONKy Oanee
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7 MorphoManager [14.4,3.9] — O >

g Administration &y User Management ® Biometric Identification M Access Logs Reports

A
& Operator Select the tabs displayed on this Client
. - Tab Mame
L]ﬂ Key Policy
Administration
= Biometric Device User Management
Profile
Reports
m Biometric Device Access Logs
Onsite/Offsite O
= I Wiegand Profiles Biometric Identification
i~
4§l UserPolicy
( \" Access Schedules
ﬁ User Distribution
1 Group
- User Authentication
"4 Mode
% Operator Role
‘ Notifications
[ S & Changing the visibility of tabs requires a logoutrestart of MorphoManager
L5 Cients
) Scheduled Reports .
@ po 4 Back Mext D Finish (& Cancel @
lis = ol T L &

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Syr  Site ID: 1C33-52E8-2C9A-48EF-ATDG-AZAD-14A0-CAZD 5 Log Out > Change Password

7. YcTaHoBMTEe hna)KKK Ha BKNafKax, KOTopble HeobxoamMmo oTobpaxkaTb B KNUEHTe
perncrpaymu:

-  AAMHWHUCTPUPOBaAHMUE;

- YnpaBneHue nonb3oBaTenfAMM;

- OTtueTbl;

—  XypHanbl pocrtyna;

- buometpuueckaa ugeHTUUKauua.

8. HaxmuTe KHONKy Oanee
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9 MorphoManager [14.4.3.9] — m} *

5 Administration ¥y User Management & Biometric Identification B Access Logs a Reports

-

=5 Operator Configure Camera for this client

ij Key Policy Camera: Mo Camera ~

= Biometric Device
Profile

ﬁj Biometric Device
| Wiegand Profiles
~
efl UserPolicy
5 Access Schedules

m User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role

a Notifications
™ Giients

(v) Scheduled Report
c] u eports ) Back Next b Finish () Cancel

I md T L

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-A2ZAD-14AD-CA2D [ Log Out = Change Password

9. B none Kamepa: BbibepuTe 3HaueHWe No camera U3 CMMUCKa.
10. HaxmwuTe KHonKy Oanee
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1= U

1 MorphoManager [14.4.3.9] — O had

5 Administration 2y User Management & Biometric Identification B Access Logs Reports

~

E  Operator Configure key policy for this client

L-,]j Key Policy Key Policy: Default ~

Biometric Device
Profile

([J siometric Device
| Wiegand Profiles
~
ef) User Policy
5 Access Schedules

“ User Distribution
i Group

' User Authentication
“4 Mode

% Operator Role
‘ Notifications
M gients

(v) Scheduled Report
© “ eports 4) Back MNext M Finish () Cancel

'

L P L

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CA2D 2 Log Out  Change Password

11. B none OcHOBHaA NONUTUKA BbibepuTe 3HAUeHUe Default U3 CNUCKA.
12. Haxmute KHonky Oanee
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1 MorphoManager [14.4.3.9] — O bt
fj Administration %y User Management Biometric Identification A Access Logs
~
& Operator Enrollment Devices
3D Face Enrollment
Key Poli
L]-J v v Marpho 3D Face enrollment: None ~
= Biometric Device Marpho 3D Face enrollment biometric device: search
Profile
Contact Enrollment
Eﬂ Biometric Device . . X
Marpho Finger biometric enroliment: Selected MorphoAccess ~
| Wiegand Profiles Morpho Finger enrollment MorphoAccess: |MA5igrnaMth' Search
~ Contactless Enrollment
£f) User Policy
Morpho Contactless Finger biometric enrollment: Any MorphoWave Desktop (USE) w
) Access Schedules Morpho Contactless Finger enrollment MorphoAccess: | Search
“ User Distribution 5G Face Enrollment
i Group Morpho face biometric enrollment: Selected MorphoAccess i
- User Authentication Morpho face enrollment MorphoAccess: VisionPassMDPL Search
“4 Mode
Smartcard Encoding
% Operator Role .
. Morpho Smartcard encoding: MNone ~
a Notifications Morpho Smartcard encoding PC/SC device:
Morpho Smartcard encoding MorphoAccess: | Search
™ Clients
(*j Scheduled Reports .
© P )  Back Next b Finish (&) Cancel
v
= 2 -

Connected to https:/fvmw0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-32E8-2C9A-48EF-ATDE-AZAD-1440-CAZD 2 Log Out ~ Change Password

13. BbibepuTe BUOMETPUUECKUIN CUUTbIBATENb PErUCTPaLMKU, KOTOPbIA HeEOBXOAMMO
MCrnonb3oBaTb Ha pabouer CTaHUMKU pPernucTpaumu.

14. Haxmwute kHonky FoToBo.

15. 3akponTte npunoxeHue MorphoManager.

Cm.
—  Hacrtporika knueHTa peructpaumnmn BioBridge, CtpaHuuya 194

22.5.3 MpoBepKa KNUEHTA perucTpauuu
1. B kartanore ycTtaHOBKM cuctembl MorphoManager (no ymonuaHuio: C:
\Program, Files (x86) \Morpho\MorphoManager\Client\ )
3anyctuTe hain ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe.
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22.6

¥ MorphoManager BioBridge Client [14.4.3.9] — O

User Management

Enrall Edit - Encode Card | * Delete Encoding {_Fiter | U Refresh

Tag ID Search

Tag ID First Mame Middle Name Last Name Groups Enroliments Disabled

Iy~ e - ]

Details Logs Biometrics Hide Details

]

n

Connected to https://vmw0enltsc-copy:42100/ Logged in as EnrollUser (ACE AU Site ID: 1C33-52E8-2C9A-48EF-ATD6-AZAD-14A0-CAZD ) Log out - Change Password

1. Ybeautechb, UTO MOXHO OTKPbITb OKHO perncrpaluu, He BBOAA UMA Nonb3oBaTens u
naposnb orneparopa perncrpauuu.

TexHUUyecKue NpuMeUyaHUA U OrpaHUUYEHUs

OchuumnanbHO NnoaaepKMBaemble onepauuoHHbie cuctembl Windows
IDEMIA nopaep»xxusaet Te e Bepcun Windows 10, uto n Bosch ACS.

OcdmumnanbHo nogaepxupaeman Bepcua Microsoft SQL Server
MopnepxunBaemas Bepcua — SQL Server 2017.

OpHa cuctema IDEMIA Ha ogHY cucTtemy Agocrtyna
Cuctema ynpasneHua goctynom Bosch moxkeT nogaep»kuBaTb TONbKO oaHy cuctemy IDEMIA.

OpHa kaprta IDEMIA Ha ogHoOro Bnagenbua KapTbl

Cuctembl ynpaBneHua goctynom Bosch noanep>KMBatOT HECKONbKO KapT Ha O4HOro Bnazenbua
kapTbl, HO IDEMIA nogaep>xuBaeT ToNbKo oAHy. [103TOMYy Mpu perncrTpautmm u CUHXPOHM3aLUHK
c BIS nepBas gencrtBuTenbHas KapTa (To ecTb co ctatycom status=1) Tuna «JocTtyn»,
«BpemeHHO» Unu «lMapkoBKa» HasHauaeTca cucteme IDEMIA. Ecnv nosxe kapTy 6nokupytoT,
ee HoOMep BCe paBHO MNepefaeTca W 3arnucbiBaeTcA B XKypPHan CoObITUN.

MakcuManbHoe KON1MuecTBo aepxxatenen kapt IDEMIA
KnunenTt BioBridge cuctembl MorphoManager moxet obpabatbiBate 4o 100 000 pepkatenew
KapT.
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MakcuMmanbHO€e KONMUeCTBO rpynn gocryna
IDEMIA nopnep»xusaet go 5000 rpynn goctyna (rpynn pacnpeaeneHusa nonbsosatenei). OHuU
COMOCTaBNAKTCA C KNaccaMU NUL, B CUCTEME ynpaBneHua goctynom Bosch.

MpousBoAUTENbHOCTb 3arpy3ku WwWabnoHoB
— 1000 wabnoHoB ansa 1 ycTpoWcTBa: 3arpy3ka saHMMaeT MeHee 1 MUHYTbI.
— 1000 wabnoHos ansa 100 yCTPOWCTB: 3arpy3Kka 3aHMMAET HECKONbKO MUHYT.

IDEMIA He nogaep>kuBaeT noapasaeneHusn

Ecnu cuctema IDEMIA nHTerpupoBaHa, cuctema ACS He MOXeT AOCTOBEPHO NMPOBEPATb
[epxatenen KapT oqHOro nogpasaeneHusa U3 onepaTtopoB ynpaBneHusa A0CTYNOM APYroro
noppasaenenus. Ecnu mexay noapasgeneHnamu obasarenbHo abcontoTHoe obecneueHne
KOH(MAEHUMANBHOCTU, HE UHTEerpupynTe cuctemy IDEMIA.

BupTtyanbHble KapTbl U goctyn tonbko no PIN-koay
IDEMIA He nopaepxuBaeT goctyn Tonbko no PIN-koay. Tpebyetca pusmnueckas Kaprta.

dyHkuua IDEMIA «OTneuaTtok nanbua AnA coobLeHUA o0 AeHCTBUMU NO NPUHYXKAECHUIO»
OyHKuma IDEMIA «OTnevaToK nanbla Ans coobuweHUsa o 4eUCTBUM NO NPUHYXKOEHUIO» B
HacTosllee BpeMA He noaaepxvpaetca KoHTponnepamu AMC.

MuHUManbHbIX HaboOp KpUTepueB UOEHTU(DUKALUKN

Ona pernctpaumu B cucteme IDEMIA TpebytoTcA Kak MUHUMYM NPUBEOEHHbIE HUXE KPUTEPUHM
WOEHTUUKALMK:

- ums;

- hamunus;

- Knacc nuu;

—  ofHa hM3nuecKkas KapTa, Ha3HAUEeHHAA AepXKaTento KapThbl.

OTobGparkaeMble Ha CUMTbIBaTENAX COCTOAHUA
CocTtofiHMe cuuTbiBaTeNA (HanpumMmep, «YCTPOMUCTBO 3abNOKMPOBaHO») He oTobpaXkaeTcA Ha
cuuntbiBatenax Wiegand u OSDP.

Pe3epBHOe KONMpPOBaHMWE U BOCCTAaHOBNEHUE

Mepen BoccTaHOBNEHMEM pe3epBHOM kKonuu ¢ IDEMIA yoanute n 3aHoBO cosaanTte basy
naHHbix IDEMIA ¢ nomolubto cpeactea noctaBwmka IDEMIA DataBridge.

B nnanorosom okHe BuomeTpuueckoe ycTpoucTBo ybeantechb, Uto BCe KOHUIypaLuum
ycrnewHo oTnpaBneHbl Ha cuuTbiBatenun IDEMIA. Ecnu Kakaa-nnbo M3 3agay CUHXPOHM3aLMMK
3aBepwmnnacb cboem, BbIMONHUTE NEPECTPOMKY KOHUIYpaL MO CUMTbIBATENSA:

1. B MorphoManager nepengute B pexxum Buomerpuueckoe ycTpoucTeo.

2. BbibepuTe yCTPONCTBO, CUHXPOHM3aLMA KOTOPOro 3aBeplunnacb cboem.

3.  Haxmwute kHonKy MepecTpouTb.

CoBmecTUMOCTb (hyHKuUM KapT ACS c pexxumamu npoBepku nognuHHoctu IDEMIA:

®yHKLMOHaNbHbIE Pexxunm: kapta U Pexxunm: kapta UMA
BO3MOXHOCTH buomeTpuueckre faHHble buomeTpuuecKkre faHHble
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KapTbl goctyna: BCTaBUTb OK OK
KapTbl goctyna: obHOBUTb OK OK
KapTbl goctyna: yganutb OK OK

KapTbl 4ocTyna: HECKONbKO
KapTbl

Tonbko nepsas KapTa

MNepBasa KapTa, UCnonblyemas
ana buomMeTpruyecKmnx
YUETHbIX AaHHbIX.

3anacHas KapTa OK OK
BpemeHHasa kapTa OK OK
BpemeHHasa KapTa: TONbKO OK OK
onpefeneHHblM nepuog

BpemeHHasa kapTa: OK OK
AeaKTMBUpPOBaTb BCE KapTbl

HemeaneHHo

BpemeHHasa kapTa: OK OK
aKTMBMPOBATb KapTbl

aBTOMAaTMUECKK nocne

3afjlaHHOro nepuoaa

BpemeHHan kapTa: OK OK
[eaKTUBUpPOBaTb KapTbl U

aKTUBMPOBATb aBTOMATUUECKMU

KapTbl anAa npegynpexaeHua |He nogaepxunBaetca OK

00 yrpose

OUCHBIV pexunm

He noanepxusaetca (*)

He nopnepxusaetca (*)

[MoceTutenb BosmorxHO, bBuomeTpuueckre | BoamoxkHo, bMomeTpuueckue
[aHHble NepBOro NOCETUTENA |AaHHble MePBOro NOCeTUTENA
OCTalTCA Ha3HAUEHHbIMU OCTalTCA Ha3HAUEHHbIMM
KapTe. KaprTe.

OXpaHHKK He nogpepxuBaetcsa buomeTpunueckne aaHHble He

nogaepxveaetca. KapTa
paboTaer.

MapkoBouHas KapTa

OK

OK

PIN kopn

He noapnepxuBaetca (*)

He nognepxusaetca (*)

MpoBepKa CTOPOHHEN
cucTemon

Bes PIN-koga (*)

Bes PIN-kopa (*)

(*) cuntbiBatenb IDEMIA He noaxoauT ANA UCMONb30BaHWA B KauecTBe CUMTbiBaTENsA C

KnaBuaTypom

Bosch Security Systems

Software manual
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23

ObGecneuenue coorBetrcTBUA cTaHgapty EN 60839

BBepeHue

EN 60839 — 370 rpynna npuHATbIX B EBpone MexxayHapoaHbIX CTaH4aPTOB B OTHOLUEHUMU
obopynoBaHWA U NPOrpaMMHOro obecneueHua AnA CNeyoWwmnx CUCTEM:

—  CWUCTEeM TPEeBOXHOM CUTHaNM3aLUMu U 3NEKTPOHHbIX cMCTEM Be30macHOCTH

—  3NEKTPOHHbIX CUCTEM yNpaBneHWA OCTYNOM

Utobbl obecneunTb COOTBETCTBUE BalleM CUCTEMbI YNpaBneHUA JOCTYNOM 3TOMY CTaHZapTy,
MOXeT noTpeboBaTbCA aganTaunsa onpeaeneHHbiXx yacterm KoHurypaumu. B cnucke Huxe
nepeuymncneHbl caMble BaXkHble yacTu. [MONHbIM CAUCOK CM. B CTaHA4apTe, NPUHATOM B BalleM
CcTpaHe.

Access Management System V5.5

TpeboBaHua no ucnonb3osaHuio AMS 4.0 B KauecTBe CUCTEMbI, CEPTUHULUPOBAHHON NO
ctaHgapty EN 60839 (knacc 2)

CucTtema otBeyaeT TpeboBaHMAM Mo rnobanbHOMY 3anpeTy NOBTOPHOIro Npoxoda npw
YCNOBUMU UCNONb30BaHMA OOQHOMO Nofca AnAa Kaxaoro KoHtponnepa MAC.

B03MOXHOCTb MCNOMb30BaHUA Pa3HbIX YaCOBbIX NOACOB cucTeMbl AMS 3aBUCHT OT
KonunuecTtBa KoHTponnepos Mac. [1nAa kaxgoro KoHTponnepa MAC MOXHO UCMNONb3oBaTb
OTAEeNbHbIM YAaCOBOM MOAC.

MpoBoaKa ABEPHbIX KOHTAKTOB HE JO/KHA NPEenATCTBOBaTb OTKPbIBAHUIO ABepen AN
aBapuMHOM 3BaKyaluu B cnyuyae cpabaTbiBaHUA MPOTUBOMNOXAPHOW UITU OXPaHHOM
CUTHaNM3auuu.

Tonbko cuutbiBatenn OSDP ncnonb3yioT wWudpoBaHue ¢ MHTepdencom RS485.

[ocTyn B peXxum KOHUTrypaLun OOMKEH CTPOro KOHTponupoBaTbcA. [na atoro,
HanpuMMep, MOXHO PaCMNONOXWTb KOMMbIOTEPDI B 3aLLUMLIEHHbIX 30HAX, HACTPOUTb TalM-
ayT AN CeaHCcoB BXOJa B CMCTEMY (B UACTHOCTH, TaM-ayThbl B Cllyyae HEAKTUBHOCTH Ha
YPOBHE MPUNOXKEHWUA UTK ONepPaLMOHHON CUCTEMBbI).

CeTeBble U anekTpuueckue kabenum HeobxoaMmo NpoknaabiBaTb B 6e€30MnacHbIX 30HAX UMK
B kabenenpoBoaax.

Pasmellatb B He3alUMULLEHHbIX 30HAX MOXHO TOMbKO CUMTbIBATENW KapT; BCe OCTallbHble
yCTpoMCcTBa HEOOXOAUMMO pPa3MecTUTb B be30nacHbIX 30Hax.

MuHMManbHasA gnvHa npoeepouHbiX PIN-kogoB BUOMETpUUECKUX MU (DU3UUECKUX
YUETHbIX laHHbIX — HE MeHee 4 3HAKOB.

MuHumanbHas anvHa PIN-KogoB MAEHTUPUKALMM — HE MeHee 8 3HAKOB.

HeobxoQMMo CMHXPOHM3MPOBATb KOMMbIOTEP OCHOBHOIO CepBepa, CepBepbI
nogkntoueHum, cepsepbl MAC 1 KNMEHTbl C CETEBbIM CEPBEPOM BPEMEHMU.

HeobxoaMMo BKMHOUMUTbE MOHUTOPWHT NMUTAHMA HA NOKaNbHbIX KOHTPONAepax AocTyna
(Hanpumep, AMC).

ABTOHOMHOE (DYHKLMOHUPOBAHMWE NTOKaNbHbIX KOHTPONNepoB goctyna (Hanpumep, AMC)
[OMycTMMO TONbKO B crniyyae cbos ceTu. Tak, 3anpeleHo 3aaaBatb Ans napamerpa Host
timeout (Tanm-ayTt xocta) AMC 3HaueHue 0.

MpaBuna HageXHOCTU Naponen

MWHUManbHOE KONMUeCTBO CUMBO/OB B napone — 5.
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24 OnpepeneHue aBTOopU3auun u npodunen gocryna
241 Co3paHuve aBTOpMU3aLUK gocTyna

MyTb K AMAaNOroBomMy OKHY
[[naBHOe MeHI0 > CUCTEeMHble faHHble > ABTOpPU3aL UK

Mpouenypa
1.  OuuncTtuTe nonAa BBOAAQ, HaXkaB KHOMKy Co3aath D;; Ha NaHenu UHCTPYMEHTOB.
b
Kpome Toro, MoxHo Haxkatb KonupoBaTtb D , UToDObl CO34aTh HOBYHO aBTOPU3aL MO Ha
OCHOBE CYLIECTBYIOLLEN.
2. BBegwute yHWKanbHOe UMA aBTOpPMU3aLUKU
3. (HeobsasarenbHo) BBegute onucaHue
4. (HeobsasatenbHo) Bbibepute BpeMeHHy0 Modenb, KoTopas byaeT ynpasnAaTb 3TOM
aBTOpU3aLMeEN
5. (HeobssatenbHo) Bbibepute NMpenen HeaKTUBHOCTU M3 CMUCKa.
3710 nepuoa BpemeHu ot 14 go 365 aHel. Ecnv nuuo, KOTOPOMY HasHaueHa 3Ta
aBTOPM3aLMA, HE UCMONb3YyeT ee B TeUueHWe onpeaeneHHoro BpeMeHM, OH NULLKUTCA ee.
Mpu KaXkgom MCNonb3oBaHUM aBTopM3alMn Taumep cbpacbiBaeTcsa Ha HOMb.
6. (ObasarenbHo) HasHaubTe xoTA ObI 0AMH Bxog,.
CyuwiecTByloLLME BXOAbI MEePEUNCEHbl Ha Pa3HbIX BKNagKax B 3aBUCUMOCTHU OT
COOTBETCTBYHOLMX MOAeNnen ABepen.
(Obuiee) Bxon, YnpaBneHue BpemeHem, Nudpt, ABToCcTOAHKA, locTaHOBKa Ha OXpaHy
CUCTEMbl OXPAaHHOW CUTHaNU3aLUH.
BbibepuTe oTaenbHble BXOAbl M3 CMMCKOB Ha pPasHbiX BKNaAKax, Kak OMMCaHO HUXeE.
Kpome Toro, MoXxHo Ucnonb3oBaTb KHOMKKM HasHauuTb Bce v YOanUTb BCe Ha KaXkaoW U3
BKNagoK.
—  Ha Bknaake Bxop, BbibepuTe BX0of, YCTAHOBWB OAWH MK 0ba dnaxka (Bxog vnu
Bbixoa)
- Ha Bknagke YnpaBneHue BpeMmeHeM (OnA CUMTbiBaTENEN BPEMEHU U
noceljaeMocTH) ycTaHoBUTe OAMH UnuK oba dnaxka (Bxom wnu Bbixog)
—  Ha Bknagke Nudbt BbibepuTe pasHblie aTaxu
- Ha Bknagke ABTOCTOAHKa BbiOepuTe aBTOCTOAHKY MM 006MacTb MapKOBKM
- Ha Bknagke MoctaHOBKa Ha OXpaHy CUCTeMbl OXPaHHOW CUrHanu3auuu Bbibepute
MoctaBneHoO Ha oxpaHy MM CHATO C OXPaHbI.
7. Bbibepute cootBetcTByowMii MAC 13 cnuncka
8. Haxmute «CoxpaHUTb» ONA COXpaHeHWA aBTOpU3aLUK.
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3ameuaHue!

Mocnenyoline U3MEHEHWUA aBTOPU3aL MM MOBNUAIOT HA NUL, KOTOPbIM OHW B HacTosllee
BpeMSA HasHaueHbl, ecnu ynpaBnaLWmnm npodunb He 3abNoKUpPoOBaH.

Mpumep. Ecnu npegen HeakTUBHOCTH 60 AHel cokpallaetca Ao 14 gHen, To aBTOpM3aLUA
CTaHeT HeleNMCTBUTENbHOM ANA BCEX NUL, KOTOPble HE UCMNONb30Banu ee nocnegHune 14 gHen.
UcknioueHue. Ecnu aBTOpU3aLMA ABNAETCA UaCTbio NPOMUNA AOCTyNa, KOTOPbIM NPUBA3aAH K
MOeHTUUKATOPY COTPYAHMKa (TN Nuua), TO Ha aBTOPU3aLMK ANA TaKUX NUL, npeaen
HEaKTUBHOCTU He BNuAeT. BIOKMPOBKKU NpodrIen MOXHO 3a4aTb C MOMOLLbIO CleayoLero
dnaxka.

[naBHOEe MeHo > CUCTeMHble AaHHble > Tunbl nuy > Tabnuua: NpeponpeneneHHbie
mpeHTUdUKaTopbl cOTPyaHUKOB > Mpodunb 3abnokupoBaH

24.2

Co3paHue npocdunen gocrtyna

MpumeuaHue. Ucnonb3oBaHue npodunei aoctyna AnAa oobeAMHEHUA aBTOPU3aLUN

[Ona eqnHoobpasusa 1M ynobcTea aBTopU3aL MM Ha AOCTYN He Ha3HAuyakTCA NO OTAENbHOCTH, a,
KaK npaBuno, oobeguHATCA B Npodunu AocTyna v HasHauakoTcs TaknuM obpasom.

- KnueHt ACE: CuctemHble gaHHble > NMpodunu gocrtyna

— ['naBHOe MeHt: > CUCTeMHble gaHHble > Mpodcunu gocryna

TpeboBaHuna
ABTOpM3aLMKU Ha OOCTYN YXKXe onpefeneHbl B cUCTEME.

Mpouenypa
1. OuucTtute nonAa BBOAA, HaXXaB KHoMky Co3aatb Ijgf) Ha NaHenn UHCTPYMEHTOB.

Kpome Toro, MoxHo HaxkaTb KonupoBatb D , UToObl cO3aaTb HOBbIW NPOMUNb Ha
OCHOBE CYLLeCTBYIOLLErO.

2. BBeauTe yHUKanbHOE UMA NPOUNs

(HeobsasaTtenbHo) BeeauTte onvcaHune

4. (HeobasatenbHo) YctaHoBMTe dhnaxkok Mpodmnb noceTutensa, utobObl OrpaHUUKUTbL 3TOT

w

npodunb NoCeTUTENAMHM
5. (HeobasaTenbHo) 3amailTe 3HaueHWe ANA NapamMeTpa CTaHAapTHaA NPOAOMKUTENbHOCTb
LOEeWCTBUA.
—  Ecnu 3HaueHue He 3a4aHo, NPOMUIb OCTAHETCHA Ha3HAUEHHbIM B TeUeHUe
HeonpeaeneHHoro BpeEMeHHMU.
- Ecnu 3HaueHWe Ha3HaueHo, OHO DyaeT UCNoNb30BaHO ANA BblUUCIEHUA AaThl
UCTeUeHUA cpoka Nbbix nocneayoLnMx HazHaueHn npoduns.
6. (O6GasatenbHo) HasHaubTe xoTA Obl OAHY aBTOPU3aLMIO:
aBTOpM3aLMM, AOCTYyMNHbIe ANA Ha3HAUEHMSA, NepeumncrneHbl crnpasa.
ABTOpM3aLIMK, KOTOPbIE YXXe Ha3HaueHbl, NepeuncrieHbl cresa.
BbibepuTe 3neMeHTbl M C MOMOLLbIO KHOMOK NepeMellanTe UX U3 OQHOro CrucKa B

npyrow.
i .
- HasHayaeT BblAENEHHbIN 31eMEHT.

*
- ;I OTMEHAET Ha3HaYeHWUe BblIAENEHHOIO 3/1IEMEHTA.

7. Haxmute «CoxpaHUTb» ONA COXpaHeHus npoduns.
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25

Co3paHue AaHHbIX NepcoHana U ynpaBneH1ue UMH

MyTb K AUANOroBOMY OKHY
[naBHOEe MeHo > [laHHble O NepcoHane > <BMOXXeHHble AManoroBble OKHa>

O6wanA npouenypa
1. BoO BNOXeHHOM AWanoroBomM okHe INuua BBeauTe MOEHTUMUKALMOHHbIE AaHHbIE 3TOTO
nuua.
2. Bo BnoxeHHOM guManoroBom okHe KapTbi:
—  HasHaubTe NpodUNM AOCTyNa WUNKU oTAeNbHble aBTOPU3aALMK HA 4OCTYM;
—  Npu HeobXxoaMMOCTM Ha3HAubTe BPEMEHHYIO MOAENb;
—  HasHaubTe KapTy.
3. Bo BnoxeHHom ananoroBom okHe PIN-kopm: npu HeobxoamMmocTh HasHaubTe PIN-kopg.
4. Bo BNOXEHHOM AManoroBoM okHe MeuaTb 63WAKeN HaneuatanTe KapTy.
[nA noceTuteneu BbINONHUTE creaytollne OeNCTBUA:
— BBeauTe nepcoHanbHble AaHHble B AManoroBoM okHe Mocetutenu meHto MoceTutenu m
Ha3HaubTe COMPOBOXAatloLLero, ecnv HeobxogmMmo.

3ameuaHue!

MpoeHTUdUKALMOHHbIE KapTbl U aBTOPM3aLUMK AOCTyna He obA3aTenbHO Ha3Hauatb
OHOBPEMEHHO. [03TOMY MAEHTUMDUKALMOHHbBIE KAaPTbl MOXHO Ha3HaUWUTb NKLAM, He
Ha3HauaA UM npaB AocTyna, u HaobopoT. OgHaKo B 00OUX cnyyanax TakMM nuuam oyget
OTKa3aHo B AoCTyne.

Mpouecc ckaHMpoBaHUA KaprT.

Mpn ckaHMpPOBAHWUM KapT CUMTbIBATENAMMU CUUTbIBATENb BbINOMHAET PAL MPOBEPOK:

— [aHHanA KapTa AencTBUTENbHA M 3aperucTpMpoBaHa B cucTtemMe?

—  Bnapeneu KapTbl B HacToALllee BpemA 3abNOKMpPOBaH (OTKMOUEH B cUCTEME)?

—  Ectb nu y Bnagenbua KapTbl aBTopM3alnma goctyna AnA npoxona B JaHHOM HanpaBieHuu?

— [aHHan aBTOpM3aLMA OOCTyna ABNAeTCA aBTopu3auunen obnactn/Bpemenn? Ecnu aa, 1o
BPEMA CKaHWPOBAHWA NMPUXOLMUTCA HA NMEPUOAbI, YCTAHOBNEHHbIE BPEMEHHOW MOAENbio?

—  AKTMBHa nu aBTOpM3aLMA JOCTYNa, T. €. ee CPOK AeWCTBMUA HE UCTEK W OHA He ABNAeTCA B
[aHHbIM MOMEHT 3a6NOKUpPOBaHHOW (OTK/IHOUEHHOMN)?

— Bnapeneu KapTbl NoguMHAETCA BpeMeHHOM moaenu? Ecnu aa, yknagbiBaeTca Ny Bpems
CKaHWPOBaHWA B 3aflaHHble MHTepBanbl?

MpepBaputenbHoe TpeboBaHue. HeobXO0AMMO BKNIOUMTL Ha COOTBETCTBYIOLLEM
CUWTbIBaTENU NPOBEPKU BPEMEHHOM MOAENH.

—  Haxoputca nu Bnagenew KapTbl B MPaBUIbHOM MECTOMONOXEHUW COTMacHO cUcTemMe
MOHUTOPMHIa NocnefoBaTenbHOCTM goctyna?

MpepBaputenbHoe TpeboBaHue. MOHUTOPUHI NOCNeAOBaTENbHOCTU AOCTYNA BKOUAETCA
Ha COOTBETCTBYIOLLEM CUMTbIBaTENE.

— [na ueneBow obnactu aTOro cuMTbiBaTeNA ONpPefeneHo MakCuManbHOE YUCO NUL U 3TO
UUCNO YXXe AOCTUTHYTO?

—  Ecnu ocyuwectBnAeTcA MOHUTOPUHI NOCNEAOBATENBHOCTM AOCTYNa, BKNOUan 3anper
ABOMHOroO npoxofa: KapTa CKaHMpPYyeTCA CUMTbiBaTeNEM A0 UCTEUEHUA BPEMEHMU
ONOKMPOBKM, 3aJlaHHOIO0 CUCTEMOM 3anpeTa ABOMHOIO Npoxofa?

—  Tpebyetca gononuutenbHbi PIN-koa? NMpeaBaputenbHoe TpeboBaHue. CunTbiBaTeNb
OCHaleH KnaBuaTypom.

—  Ecnu ucnonb3yeTcA ypoBeHb Yrpo3bl, eCTb N1 Yy npoduna 6e3onacHocTH Brajenbla
KapTbl ypoBeHb 6€@30MacHOCTHU, KOTOPbIM paBeH Mo KpaHen Mepe paBeH YPOBHIO
6e30nacHOCTM CUMTbIBATENA Ha 3TOM YPOBHE yrpo3?
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25.1

NMuua

B cnepytowen tabnuue nepeuncneHbl JaHHble, oTobpaxkaemble 10 yMoayaHH B AUANOrOBbIX
okHax Muua. [InAa oManoroBbiX OKOH NPeAyCMOTPeHbl TMbKne HacTponKkK. CMm. pasgen
HacTpanBaembie nons ¢ faHHbIMU O NepcoHane.

MouTtu BCe nons HeobAsaTtenbHbl. ObA3aTeNnbHble NOMA YETKO NOMEUeHbl NOAUYEPKHYTHIMU
MeTKaMMW B MONb30BaTeIbCKOM MHTEpPdENCe.

Bknagka

Uma nona

3aronoBOK AManoroBoro
OKHa

Mma

ma

damunua (B HEKOTOPbLIX CTpaHax Ha3blBaeTCA AeBUUbEN
dhamununen)

MepcoHanbHbIM HOMEP

[ata poxaeHusa

MoeHTUdUKaTop coTpyaHMKa (Mnu TUN nepcoHana)

[Mon

KomnaHnuna

[donxHocTb

NQ MaeHTUdUKALMOHHON KapThbl

Homep a/m

Anpec

MouToBbIN UHAOEKC

Ynuua, pom

CTpaHa, pervoH

[paxkgaHcTBO

KoHTakTHaA uHdopmauma

TenedoH: npou.

TenedoH KOMMaHUK

dakc KomnaHum

MoOunbHbIM TenedoH

TenedoH

JONeKTpOoHHaA nouTa

Anpec Beb-cTpaHuLbl

ﬂ,OI’IOJ’IHMTeﬂbeIe NTUYHbIE
AaHHble

OTuecTtBO (AOMNONHUTENBHOE UMA, UCMONb3YEMOE BO MHOXECTBE
cTpaH)

MecTo poxaeHusa

CemelHoe NonoxeHue

CnyxebHoe ygoctoBepeHue

NQ ygoctoBepeHUsa NUUHOCTH
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OevicTtByeT oo

PocTt

LOononHuTenbHble AaHHble | OTaen
0 KOMMaHWu

MecTto

LleHTp 3aTpar

Lon»HoCTb

ConpoBoxgatoLwmn (3cKkopT)

[MpnumnHa noceleHmA

3ameuaHun

3ameuaHus (MpenocTaBnAeTcA TEKCTOBOE NoMe ANA BBoAA NMPUMeUaHui U
3amMeyaHuit o nuLe B NPOU3BONbHON hopMme.)

[JononHutenbHble 10 onpepensembix Nonb3oBaTenem nonew

cBefeHun

Moanuco 3axBaT, NOBTOPHAA perucTpauua v yganeHue nognucem
OTneyaTtku nanbues 3axBart, NOBTOpPHaA perncrpauus, yganeHue u npoBepka

OTMeuaTkoB NanbLeB Kak BUOMETPMUECKOro YyA0CTOBEPEHUSA
NUUHOCTH.

HasHaueHue onpeneneHHbIX OTNeUaTKoB NanbleB AnA
coobLieHnA 0 AeNCTBUU MO NPUHYKAEHUIO.

Cwm.
—  [lonb3oBatenbckue nosna 018 0aHHbIX nepcoHana, CtpaHuya 144

2511 MapameTpbl KOHTPONA KapT UMM KOHTPONA 3AaHUA

0630p

Ha Bknagke KOHTponb KapT MOXHO AaTb AepKaTenaM KapT BO3MOXHOCTb akTUBUMpoBaTb 1 Unu

2 Bbixoga obllero HazHaueHUA KOHTponnepa AocTyna Ansa KapTbl. Takyto BO3MOXHOCTb MOXHO

Ha3HaUMTb AepXKaTento KapTbl, yCTAaHOBMB (PNaXkoK YnpaBneHue 3gaHUeM B IMANIOrOBOM OKHe

Nuua. ®naxku YnpaeneHue 3gaHuem (Mnv KOHTpPoOnb KapT) — 370 nNpeaBapuTenbHO

onpefeneHHble HacTpanBaeMble NonA, KoTopble oTobpaxalTcA Ha BkNaake KoHTponb KapTt

nuvua no yMonuyaHuio, 04HaKoO UX MOXHO pasMecTUTb U B APYroM MecTe.

[ns napameTtpa ynpasneHua 3gaHMeM CyLLeCcTBYeT iB€ OCHOBHbIX 3afaun. MX onucaHue gaHo

HUXe:

—  HacTpo#Te dpnaxokK: NpUCBOWUTE eMy NOAXOAALLYO METKY M (Npu HeobxoaMMOoCTH)
pacnono)XuTe Ha Apyrol BKNaaKe AManorosoro okHa NMuua.

—  Ha3sHaubTe (yHKLMIO BbIXoay KOHTponnepa goctyna AMC v ycTaHOBWUTE (hnaXkok.

MpepBapuTenbHble Tpe6oBaHuUA
—  BbIxof KOHTpoOnnepa A40oCTyna 3MeKTPUUECKH COeMHEH C YCTPOMNCTBOM, KOTOPOE [AOMKHO
ObITb aKTUBUPOBAHO KapPTOM.

MyTb K AMANOroBOMY OKHY
- BIS koHpurypaTtop > UHdpacTpykTypa > HactpauBaemblie nona ACE > Bknaaka
KoHTponb kapTt
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25.1.2

25.1.3

— ['naBHoe meHto AMS > KoHdcburypauusa > Mapametpbl > HactpauBaemblie nonAa > BKNagKa
KoHTponb kapTt

HacTtpolika conaxkkoB

1. Ha ctpaHuue HactpauBaemble nonsa BbibepuTe BKNaaky MogpobHo B BepxHel obnacTw.

2. Hanaute dyHKUMIO YnpaBneHue 3gaHuem, 1 unu 2, Kotopyro nnaHupyercs
Mcnonb3oBaThb.

3. lMepesanuwunTe UMa MeTKU (pekomeHayeTcs). Mpr HEOBXOAMMOCTU YCTaHOBUTE (PNAXKOK
Ha BKNagke, oTnMuHo oT KoHTponb KapT. bonee nogpobHblie MHCTPYKLMK CM. B pa3gene
MpeaBapuTenbHbIi NPOCMOTP U pefaKTUPOBaHUe HacTpauBaeMbIX NONeMn No CChifnke
HUXe.

HasHaueHue hbyHKLUMU BbIXOAY KOHTPONNepa gocrtyna u dnaxky

Cwm. pasgen MapameTtpbl U HacTpoiiku AMC no ccbifike HUXe.

1. B pepaktope yCTPOMCTB B epeBe yCTPOMCTB BbibepuTe KoHTponnep goctyna AMC,
BbIXOHOM CUTHAN KOTOPOro TpebyeTcA MCNONb30BaTh.

2. Ha Bknaake Bbixogbl B BepxHel obnactu BbibepuTe BbiXof, KOTOPbIM HEOBXOAWMO
Mcnonb3oBaThb.

3. B cpeaHem okHe BbixogHble AaHHble BbibepuTe TMN 25, KoHTponb KaprT.

4. HaxmuTte KHOMKyY >, uTobbl 4OOaBUTL BbIXOA B HUXKHIOIO 0bnacTb.

5. B HWxXHen obnacTtu, cton6ely Param11, Bbibepute MeTKy DyHKLUK yNpaBneHusa 3aaHuem,
BblOpaHHylo Ha NpegblaylliemM ware YcraHoBKa hna)KKkoB.

6. CoxpaHuTe AepeBOo YCTPOWUCTB.

Cwm.
—  [apametpbl n HacTporiku AMC, CrpaHuya 60
—  [lpedBapuTenbHbik NPOCMOTP U pedakTMpoBaHMe HacTpauBaeMblix noneu, CtpaHuya 144

JononHutenbHaAa UH(OPMaLUA: perucTpauua onpeneneHHbIx
nonb3oBaTenem cBeaeHumn
Mcnonb3ynte BKNaaky JlononHuTenbHaa uHdopMauua 48 onpeaeneHna JoONoNHUTENbHbIX

nonew, KOTOpble He NpefocTaBneHbl HA APYruX BKNagkax. Ecnn gononHuTenbHble Nonsa He
onpeneneHbl, BKNagKa OCTaeTCA I'IyCTOl;I.

Peructpauua nognucem

B cucteme HeobxooMMO MOAKMIOUNTL M HACTPOWUTL MaHenb 3axBarta MoANUMCcen OT KOMMaHUK

Signotec Ana 3axeaTa noAnucen. B cnyyuae cCOMHeHWH obpaTUTeCh K CUCTEMHOMY

aAMWHKUCTPaTopy.

1. OTtkpownTe BKknaaky Moanuce.

2.  [nA peructpauuy HOBOW MOAMUCHU HAXMMUTE KHOMKY 3aXxBaTUTb MNOAMUCH.

3. OcTaBbTe MNOAMUCb HEMOCPEACTBEHHO HA MaHEeNW 3axBaTta C NOMOLLbIO CrnelynanbHoro
nepa.

4. HaxXmuTe KHOMKY C oNlaXXKoM Ha naHenu 3axsaTa, uTobObl MOATBEPAUTD.
Tenepb Ha 3KpaHe oTobparkaeTcA HoBas MOAMMWCH (LWENKHUTE NOAMNKUCH, UTODbI YBEMUUUTD
mMacwTtab).

CBA3aHHble npoueaypbl:
—  HaXmuTe KHOMKy 3axBaTUTb NOAMUCDH, UTOObI Nepesanucartb CyLeCTBYIOLY MOAMUCH.
- HakmuTe KHOMKy YAanuTb NOANUCb, UTOObI yAanWTb CYLLECTBYHOLLYIO NOAMMUCD.
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2514 Perucrpauma gaHHbIX oTNeuaTKa nanbuya
| Address | Contact I Additional person data I Additional company data I Remarks | Card control I Extrainfo | Signature | Fingerprints
172.30.11.50 51211 []
- ™ ™ -
A A
X J \ Match fingerprint
| _— L
Delets fingerprint
./_-‘I I’ ™ Duress fingerprint
- e
Identification mode
() Card only
() Card and fingerprint
Enrol finger ‘Left index finger
TpeboBaHusa

[nAa ocywectBneHnsa BMOMETPHUUECKOTO yrnpaBneHUs AOCTYNOM HEODXOAMMO HACTPOUTb
OOMH MNU HECKONbKO CUMTbIBATENEW OTNEeUaTKOB NanbleB.

BAXHO! 3Tu cuuTbiBaTENM NEPUOLNUECKHN MOMYUAIOT U XPAHAT AaHHble KapT U
OTNeuyaTKoB ManbLUeB C CepBepoOB. B KOHEUHOM cueTe pelleHne O TOM, Kakne yuyeTHble
OaHHble OyayT NPUHATBI, ONpeaenaeTca napameTpamMmu KOHKPETHOro cuutbiBatens. OHuU
nepeonpenenatoT Ntobble NnapaMeTpbl, 3aaHHble A4NA KOHKPETHOro nuua.

UTobbl MCNONb30BaTh OTNEYATKM ManbLEeB B KAUECTBE NOATBEPXKAEHUA (MK
anbTepHaTMBbI) ayTeHTUMKALMKU HA OCHOBE KapT, BCe BNaAenblbl KapT AOMKHbI
NPOCKaHMPOBaTb CBOM OTMeYaTKK nanbLes.

Pernctpupyembi Nnonb3oBaTtenb JOMKEH CTOATb NePeL CUMTbIBATENEM OTMEUYaTKOB
nanbles, NOAKMIOUEHHbIM K Ballel pabouel CTaHUMKU U HACTPOEHHbIM ANA Hee. IToT
perucTpalmMoHHbIM CUMTbIBaTENb OTNEYATKOB ManblLeB He AoMKeH OblTb CuMTbiBaTENEM
poctyna.

Onepartop obLiaeTcA HENOCPEACTBEHHO C PErMCTPUPYEMbIM MONb30BaTEeNEM, TO €CTb C
NULOM, UbM OTMeUaTKM NnanbLeB AOMXKHbI OblTb 3aperncTpnupoBaHbl Kak OMoMeTpuueckoe
yAOCTOBEpPEHUE NMUUHOCTM ANA JocTyna.

Bbl HEOQHOKpPATHO O3HAKOMMNUCHL C TEM, KaK CriefyeT NOMeCTUTb naney Ha
onpeaeneHHbIM cUnTbiBaTeNb, UTOObI 3DPEKTUBHO 3aXBaTUTb OTNEYATKM NanbLEeB.

Mpouepypa perucrtpauum oTneyaTtka nanbua AnAa gocryna

1.

MNepenauTe B AManoroBoe oKHO ynpaBneHua oTneuatkaMu nanbles: JJaHHble O
nepcoHane > Nlnya > Bknagka:OTneuaTku nanbuesB W co3danTe UMW HanaouTe
perucTpupyemMoro nonb3osatenda B ba3se AaHHbIX.

CnpocuTe perncTpupyemMoro nonb3oBaTena, KakoW nanew, oH »enaeT UCnonb3oBaTb ANA
0ObIYHOTO AOCTYMNa Ha CUMTbiBaTENE OTNEUaTKOB NanbleB.

BbibepuTe COOTBETCTBYIOLIMM ManeL, Ha CXeme pykK.

PesynbTtat: oTneuatok nanbla byaer noMeueH BONPOCUTENbHbIM 3HAKOM.

Ha)kmMuTe KHOMKY 3aperucTpMpoBaTb OTNEYaTOK Manbla.

Bosch Security Systems
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5. TlpenocTtaBbTe PermcTpUpyemMomMy nonb3oBaTento MHCTPYKLMKU OTHOCUTENBHO TOrO, Kak
NMOMECTUTb Nanewy Ha CUMTbiBaTENb.
MpuMep MHCTPYKLMM MOXKHO NMPOCMOTPETb B MANlOrOBOM OKHE MOJ CXeMOW PyK, HO AnsA
pa3nuUUHbIX TUMOB CUMUTbIBaTENEN NpoLeaypbl MOIYT HEMHOMO OTNMYaTbCA.
6. Ecnu oTneuartok nanbla YCMeLWHO 3aperucTpMpoBaH, OTKPOETCA OKHO NMOATBEPXKAEHMUA.
7. Bbibepute UAeHTUDMKALMOHHBIN PEXUM; 3Ta HAaCTPOMKaA onpeaenseT yUeTHble AaHHble,
KoTopble OyayT NpoBepATbCA CUMThbIBaTENEM OTMNEUYaTKOB NanbleB Npu 3anpoce AocTtyna.
ObpaTtuTe BHMMaAHME, UTO yKa3aHHbIN PEXUM OeNCTBYET, TONbKO eCcny BbibDpaH napamMmeTp
cuuTbiBaTena NpoBepka B 3aBUCMMOCTU OT NULA.
MapameTpbl:
— TonbKo OTneuaToK nanbuLa — UCMOMb3YeTCA TONbKO CKaHep OTNeyaTKoB NanbLUeB B
cuuTbiBaTene
—  TonbKo KapTa — MCMNONb3yeTcA TONbKO CKaHep KapT B CUMTbIBaTene
— Kapra ¥ oTneuatok nanbua — MCMNonb3ytoTcA oba ckaHepa B cuMTbiBaTene.
Peructpupyembliii Nonb3oBaTenb AOMXeH OyaeT npeacTaBnATb U KapTy, U BbibpaHHbIN
naned, utobbl MONYUMTb AOCTYM.
8. HaxmuTe KHOMKY MPUHATB, UTODObI COXPaHWTb OTNEYaToK Mnanblia U UOEHTUMUKALMOHHbBIM
PEeXWUM ONA PerucTpupyemMoro nonb3oBaTens.

9. HaXmwuTe KHOMKY (CoxpaHuTb), UuTOObI COXpPaHWUTb OTNeYaToK nanbla v
MOEHTUPUKALUMOHHbBIN PEXUM ANA PErMCTPUPYEMOro Nonb3oBaTtens.

3ameuaHue!

MapaMeTpbl CUMTbIBATENSA NMepe3anucbiBaloT HACTPOWKKM Monb3oBaTtens

ObpartuTe BHMUMaHWe, UTO MAEHTUMUKALUOHHbIA PEXUM, BblOpaHHbIA B AMaNOrOBOM OKHe
oTnevaTkoB NanbLeB, byaeTt paboTtaTb TONbKO B TOM Clyyae, ecliM caM CUMTbiBaTeNb
oTneuyaTKkoB NanbueB UMeeT napameTp NMpoBepka B 3aBUCUMOCTH OT NIULLA B pefaKTope
YyCTPOWCTB. B cnyuae coMmHeHUI obpatutecb K CUCTEMHOMY afiMUHUCTPATOPY.

Mpoueaypa perucrpauumn oTneyarTka nanbua AnA coobLWEeHUA 0 AeWCTBUU MO

NPUHYKAEHUIO

MpepBaputenbHble Tpe6GoBaHUA.

—  CuuTbiBaTeNM OTNEUATKOB MasnblLeB MOTYT OTNPaBAATb CUTHaMNbI ANA coobLeHns o
[EeNCTBUM MO NPUHYXKOEHHWIO TONTbKO B TOM Clyyae, ecfii OHM HacTPOeHbl B pegaKkrope
YCTPOWUCTB Ha BKNagke
CeTb U pexxumbl paboTbl > LLlabnoHbl Ha cepBepe > KapTa u oTneuaTok nanbua.

- o KpawHen mepe ofMH OTNeyaToK nanbla PerncTpMpPyemMoro nonb3oBartens yxe
yCMNewHo 3aperucTpmupoBaH U COXpaHeH.

—  CuuTbiBaTeNnb OTMeYaTKOB ManbleB paboTaeT B OHNalH-pexxMMe. B aBTOHOMHOM pexume
CUMTbIBaTENb, KOHEUHO, HE CMOXET OTMPaBUTb B CUCTEMY CUTHaN AeUCTBUA MO
MPUHY>XOEHMIO.

1. TonpocuTe perncTpMpyemMoro nonb3osaTtena BbibpaTb nanew, KOTOPbIM OH XenaeT
Mcnonb3oBaTb AN CoobLeHMA 0 AENCTBUM MO NPUHYXKAEHWIO, TO €CTb B Cllyyae, Korga oH
BbIHY>XQEH MCMOMNb30BaTb CUUTHIBATE/b OTNEUATKOB NanbleB nog AaBneHuemM
NMOCTOPOHHEro nuua.

2. [loBTopuWTe Npoueaypy perucrpaumy otneuarka nanbla, onUMcaHHyo Bbille, ANnA 3TOro
nanbua.
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3. [llocne ycnewHon pervcrpalmm BTOporo oTrneyarka nanbla BbiDepuTe ero Ha CXemMe pyK u
HaXXMUTe KHOMKY Manew No NPUHYXKAEHUIO.
YKasaHHbIW naney no NpuHy>XaeHuto OyaeT NoMeueH BOCKNMULATENbHbIM 3HAaKOM Ha cxeme
PYK.
Ecnu BnocneacTeuun perncTpupyeMbli Nonb3oBaTtenb NPUNOXWT K CUMTbIBaTENO Nnaned,
3aperucTpupoBaHHbIN ANA CUrHana o AeMCTBUU MO NPUHYXKAEHUIO, U CUUTbIBATENb He byaeT
HaxXOAMTbCA B aBTOHOMHOM PEXWME, CUCTEMA OTMPABUT CUIHAN O AEUCTBUMU MO MPUHYXKOEHUIO
onepaTopy C NOMOLL b BCMMblBAOLLETrO OKHA.

Mpoueanypa TeCTUPOBaHUA COXPaHEHHbIX OTNEYaTKoOB NanbLeB

1.  Ha cxeme pyk BbibepuTe oTneuaTok nanbla, KOTopbIKM TpebyeTcAa NpoTecTMpoBaThb.

2. TonpocuTe perucTpMpyemMoro nonb3oBartens NOMeCcTUTb Nanel Ha cuMTbiBaTenb.

3.  HaxmuTe KHOMKy ConocTaBUTb OTNEUaTOK Nanbua.
Pesynbrat: OTKpOeTCA BCMNNbIBatOLWEE OKHO C NOATBEPXAEHWEM TOr0, COOTBETCTBYET /K
COXpPaHEeHHbIM OTneyaTok nanbua nanbly Ha cuutbiBaTene. Obpatnute BHUMaHUE, UTO 3Ty
npouenypy Moxet noTpeboBaTbCA NOBTOPUTb ANA CHUXEHUSA BEPOATHOCTU NTOXKHOM
TPEBOTH.

Mpoueaypa yaaneHUa coOXpaHEHHbIX OTNEeYaTKOB nanbues

1. Ha cxeme pyk BbibepuTe oTneuaTtoK nanbla, KOTOpbIKM TpebyeTca yaanutb.
2.  HamuTe KHOMKy YAanuTb oTNeuaTokK nanbua.

3. TlogoxauTe NOATBEPKOEHWUA yaaneHus.

25.1.5 Perucrpauua BeH NagoHH

BuomeTtpuueckan npoBepka

buomeTpuueckasa npoBepKa 03HayaeT, UTO BXoA BnafdenbLaM KapTbl pa3pellaeTcs, TONbKO
nocrne TOro Kak OHUW npeabABAT ODMOMeTpUUecKUe NOATBEPKAEHWA TOr0, UTO OHU ABNAKTCA
WUCTUHHbIM BnaaenbLuemM UOAeHTUDPUKALUOHHON KapThl (MU SKBUBANEHTHbIX YUETHbIX JaHHbIX).

B cucteme HeobxooMMO HACTPOWUTb He MeHee IByX ODMOMETPUUECKUX cuuTbiBaTenem, utobbl

MO>HO OblNO MCMONb30BaTb NPOBEPKY DMOMETPUUECKNX MOEHTUDHUKATOPOB:

—  CuuTbiBaTenb, NOAKMNIOUEHHbIM K pabouel cTaHLMK onepaTopa Ansa perucrpaumu
GMOMETPUUECKUX AAHHbIX.

—  OOMH MNY HEeCKONbKO CUMTbiBaTeNeM Ha Npoxodax Ans NpoBepKU MOEHTUPUKALMOHHbIX
KapT.

MpepnBaputTenbHblie TpeboBaHUA.
—  CuuTbiBaTeNb BEH NaJOHW NULEH3UPYETCA U HaCTPanBaeTCA B MPOrpaMMHOM
obecneueHunn npounssoauTens. Bol onpeaenunu cnepyollee:
- IP-agpec cuutbiBatenA.
-  MpeHTuduKaTop cumTbiBaTena (1 UNu 2) ANsA pasnuueHusa cunTbiBaTenel Ha ogHOM
OMOMETPUUECKOM KOHTpOnnepe.
—  Bbl 3anNoMHMNKM Naponb CUMTbIBATENSA, NPEAOCTABMNEHHbIM YCTAHOBLLMKOM CUMTbIBATENSA.

HacTtpoika cuuTbiBaTena BeH NafoHU Ha pabouel cTaHUUU onepaTopa
MyTb K AUANOrOBOMY OKHY
-  BIS KoHdurypatop > UHcppacTpyktypa > ACE CuuTbiBaTenb KapTt
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Mpouenypa

1. B none Pabouue cTtaHuuu BbibepuTte pabouyto CTaHLUMIO, K KOTOpoW TpebyeTtcs
NOAKNIOUUTb CUMUTbIBATENDb BEH NAAOHMU.

2. B obnactv Pabouune cTtaHUUM LENKHUTE 3€1eHbIM 3HAUOK «MMIOCY.

3. B obnactv CuutbiBaTenb KapT BBeOUTe Creayloline JaHHble.

—  Tun: Bbibepute [JaTuMK B€H NafiOHU M3 PaCKpbIiBalOLLEroCcA CrhucKa.

- IP-appec : BBeguTe |IP-agpec KOHTponnepa cuntbiBaTeNA BeH NaJoHMU.

- WpeHTudMKaTOp cuuTbiBaTenA : BbibepuTe MOAEHTUHOMUKATOP CUMTbIBATENA BEH NafjlOHU U3
pacKpbiBaloLWEeroca cnucka.

- Naponb: BBeAWTE Naponb, NPeAoCTaBNEHHbIM YCTAHOBLMKOM CUMUTbIBATENA.

4. Haxmute kHonKy MpUMeHUTb, uToObl MPUMEHUTD U COXPAHUTb USMEHEHUA, UNKU
HaXXKMWUTEe OTMEHUTb, UTOObl OTMEHWUTb U3SMEHEHMUA.

Co3paHue BMOMeTpUUECKOro KOHTponnepa B AepeBe YCTPOUCTB
MyTb K [MAaNOroBOMYy OKHY
- BIS KoHdurypaTtop > MopgknioueHus

Mpouenypa

1. Ha Bknagke [laHHble YCTPOMCTBA LLENKHUTE NPaBOW KHOMKOM MbllWK YyCTPOMCTBO Mac 1 B
KOHTEKCTHOM MeHto BbibepuTe HoBbIM BUOMeETpUUECKUt KOHTpoNnnep.

2. B aumanoroBoM okHe «KoHTponnep PCS» BBeauTe TpebyeMble OaHHblEe:

—  WUmA: BBeguTe MMA KOHTponnepa.

— OnucaHue: BBeAWUTE OMMUCaHMe.

— IP-apgpec: BBegute IP-agpec KOHTponiepa CuMTbiBaTeNA BEH NALOHMU.

3.  Haxmute kKHonKy MPUMEHUTb, UTOObI MPUMEHUTb U COXPAHUTb U3MEHEHWA, UMK
HaXXMWTe OTMEHHUTb, UTOObI OTMEHWUTb MU YOANMWTb BHECEHHbIE UBMEHEHMUA.

Hdo6aBneHune cuutbiBaTena BeH NagoHU K BUOMeTPUUECKOMY YCTPOWCTBY

1. Ha Bknaake [JaHHble YCTPOWUCTBA Pa3BeEPHUTE JePEeBO YCTPOMUCTB, WENKHUTE NpaBon
KHOMKOW Mbilin YCTPOUCTBO KOHTponnepa PCS 1 B KOHTEKCTHOM MeHI0 BbibepuTe
Co3aatb cuuTbiBaTenb BEH NaAOHU.

2. B auvanoroBoM okHe «BeHbl nagoHu PCS» BBeauTe TpebyemMble AaHHbIE:

- WmaA: BBeAUTE UMA CUuMTbiBaATENA BEH NAAOHMU.

— OnucaHwue: BBeAUTE onucaHue (OOMNONHUTENBHO).

- MoppaspeneHue: BbibepuTe nogpasneneHue.

— Appec TepMuHana/WIKHbI CUMTbIBaATENA: BBeAWTE MAeHTUdUKATOp cunTbiBaTena (1 unu
2).

— Yucno nonbITOK: BBEAUTE MAaKCUMaNbHOE paspelleHHOe KONMMYEeCTBO NMOMbITOK.

— Naponb: BBeaWTE Naponb, NPeAoCTaBNeHHbIN YCTAHOBLLMKOM CUMUTbIBATENA.

3. Haxmute kHonKy MpUMeEHUTb, UuToObl MPUMEHUTb U COXPAHUTb USMEHEHUA, UNKU
HaXXMUTe OTMEHUTb, UTOObl OTMEHWUTb UMW yOaNWUTb BHECEHHbIE U3MEHEHMUA.

Peructpauus wabnoHa BeH NafoHU ONA NPOBEePKU MAEHTU(DUKALUM

MpenBaputenbHbie TpeboBaHUA.
—  CuuTbiBaTenb BeH NaJloHK HaCTpoeH Ha pabouel cTaHLKUK onepaTopa.
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CuunTbiBaTeNnb BEH NafOHU BKMOUEH U MOAKMIOUEH K CETHU.

Ha cuutbiBatene HenpepbIBHO FOPAT CUHUE UHOUKATOPDI.

Bbl O3HAKOMMIUCb C MHCTPYKUUAMU NPOU3BOAUTENA MO NPOLECCY perncrpaumu
CUUTbIBATENA BEH NAagOHMWU.

PerMCTpMpyeMblﬁ NnoNnb30BaTeNlb Y>Xe onpeaeneH B CUCTeMe KaK Bnagenewy KapTbl.

Mpouenypa

1.

3anyctute knueHT ACE (gMcneTuep AManoroBbiX OKOH) MW 3aKPOMTe U nepesarpysute

KOMMbIOTEP, ECMU OH YXKe 3anyLleH.

Mepenaute B pasgen JaHHble o nepcoHane > MepcoHan > BKNagka BeHbl nagoHu.

3eneHbli 3HAaUYOK C ralouKon psAAOM C KHOMKOM 3aperucTpupoBaTb BeHbl NafoHU

O3HauaeT, UTo CUMTbiBaTeNb BEH NafOHW MOAKMIOUEH.

3arpyauTte Tpebyemyto 3annch Bragenbla KapTbl B MaBHOM AWANOrOBOM OKHE.

CnpocuTe y permcTpMpyemMoro nonb3oBaTtens, Kakyt NafoHb NiaHWpyeTca MCnonb3oBaTb

Ha cuMTbiBaTene BEH NafoHW.

BbibepnTe COOTBETCTBYHOLLYIO NA0OHb HAa CXEME PYK.

NapoHb Byaet nomMeueHa BONMPOCUTENbHBIM 3HAKOM.

MpenocTaBbTe PErMCTPUPYEMOMY MOMNb30BATEN UHCTPYKLMKU OTHOCUTENBHO TOTO, Kak

NOMEeCTUTb NMafoHb Ha cuMTbiBaTenb. (Cnegyoline UHCTPYKLMK MOXKET noTpeboBatbes

WU3MEHUTb, B 3aBUCUMOCTH OT MPOU3BOAUTENA U MOJENU CUMTbIBATENA.)

HaxxmuTe KHONKY 3aperucTpupoBaTb BEeHbl NAAOHMU.

MHOMKaTopbl CUMTbIBATENA BEH NagOHW U3MEHATCA, UTO O3HAUaeT roTOBHOCTb K

CUMUTbIBAHMIO.

lMomecTuTe NafloHb Ha CUUTbIBaTENb.

[oxauTecb MUraHUA MHOMKATOpa CUMUTbIBATENA.

Ybepute nagoHb CO cuMTbiBaTENA NPUONU3UTENBHO Ha OOHY CEKYHAY U CHOBA NMOMECTUTE

ee.

Ecnu MHaMKaTopbl CUUTLIBATENA CHOBA 3aropenucb, NOBTOPAWTE NpeablayLWmi Wwar, noka

WHOWKATOPbl CUMTbIBATENA HE CTAHYT MOCTOAHHO rOpeTb 3e/1eHbIM UMW KPacHbIM LIBETOM.

— 3eneHbln: WabNoH BEH NafjOHU YCMNELHO 3aperucTpMpoBaH.

—  KpacHblit: WabnoH BeH NafiloHn He 3aperucTpmpoBaH. Yoeagurtech, uto
perucTpupyembii nonb3oBaTenb cneayeTr MHCTPYKLMAM NPOU3BOAUTENSA, U MOBTOPUTE
3Ty npouenypy.

Ecnu wabnoH BeH NagoHKW yCMeLwWwHO 3aperncTpMpoBaH, 3HaUOK C BOMPOCHTENbHbBIM

3HAKOM Ha CXeMe pyK NpeBpallaeTcs B 3ef1eHblM 3HAUOK ranouku.

)

Haxxmute (CoxpaHuTb), uTObbI COXPaHWUTb WADNOH BEH NafjoHH.

NMpoBepka coXxpaHeHHOro wabnoHa BeH NafoHHU

Powobd=

Mepenaute B pasgen faHHble o nepcoHane > MepcoHan > Bknagka BeHbl napoHMU.
3arpyauTte Tpebyemyto 3anuncb Bnagenbla KapTbl B IMaBHOM AWANOroBOM OKHeE.

Ha cxeme pyk BbibepuTe pyKy, KOTOpyto TpebyeTcs npoTecTMpoBaThb.

HaxmuTe KHOoMKy CpaBHUTb BE€Hbl NAAOHHU.

MHOWKaTOpbl CUMTbIBATENA BEH NAJOHU M3MEHATCA, UTO O3HAUaEeT FOTOBHOCTb K
CUMTBIBAHMUIO.

[MomecTuTe NafioHb Ha CUMTbIBATENb.

Mopoxaute, NOKa MHAWMKATOPbLI CYMTbIBATENA HE CTAHYT ropeTb 3eNeHbIM UMK KPACHbIM
LBETOM.
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—  3eneHblii: WabnoH BeH NagoHW COOTBETCTBYET COXPaHEHHOMY LLIabMOHY.

—  KpacHbli#: wWabnoH BeH NafjloHU He COOTBETCTBYET COXPaHEHHOMY LIAbMOHY.
YbenuTech, UTo perucTpupyemMblit NoNb3oBaTeNb CNefyeT UHCTPYKUHUAM
NpPou3BoAUTENA, U MOBTOPUTE MpoLeaypy NpM HeobxoquMOoCTH.

YpaneHue coxpaHeHHOro wabnoHa BeH NafoHU

Mepenaute B pa3gen JaHHble o nepcoHane > NMepcoHan > Bknagka BeHbl nagoHu.
3arpysuTte Tpebyemyto 3anuncb Bnagenbla KapTbl B IMaBHOM AWANOroBOM OKHeE.

Ha cxeme pyk BbibepuTe pyKy, WabnoH BeH NagoHW KoTopon TpebyeTca yaanurhb.
HakKMuTe KHOMKY YoanuTb BeHbl NafoOHM.

o wd =

MopoxauTte, NoKa He MOABUTCA AMANOrOBOE OKHO MOATBEPXKAEHUA yaaneHus.

CurHanbl cBeTOAUOOHbIX UHAUKATOPOB

OOpaTtuTe BHMMaAHMWE, UTO CUrHanbl MHOMKATOPOB 3aBUCAT OT MOAeNu YyCTPOWUCTBa.

—  CuHuit (MMraeT): yCTPOMCTBO BK/THOUEHO, HO HE MOAKTIOUEHO K CETH.

—  CuvHuH (NOCTOAHHDbIN): YCTPONCTBO BKIHOUEHO M MOAKMOUEHO K CETH.

—  CuvHUH n bnegHbil (MOCTOAHHDbIW): YCTPOMCTBO FOTOBO K CUMTbIBAHUIO WWabnoHa BeH
nagoHM.

—  Muraer nog nafoHbi0O PErMCTPUPYEMOro NONb30BaTenA: CUrHANIM3UPYET O TOM, UTO
HeobxoaumMo ybpaTb NafioHb CO CUMTbIBATENS NPUOBNU3UTENBHO HAa OOHY CEKYHAY U 3aTeMm
CHOBa MOMECTWUTb ee Ha CuuTbiBaTenb.

— 3eneHbli (NOCTOAHHDbIN): WADONOH BEH NafloHX pacno3HaH.

—  KpacHbi# (MOCTOAHHDbIN): WA0NOH BEH NAfOHW HE pPacno3HaH.

Ucnonb3oBaHue cuuTbiBaTeNA BEH Nafi0OHU Ha nNpoxone

3ameuaHue!

ABTOHOMHbIV CUMUTbIBATENb

Ecnu cunTtbiBaTENDb BEH NaJOHN MUraeT CUHUM CBETOM, OH He MOAK/IOUEH K CEeTU U He byaeT
paboTaTb. NponHpDOopMUpPYHTE CcneunannucToB no besonacHoOCTH.

1. TloaHecwTe KapTy K CUMTbIBATENIO KapT.
Ecnu TpebyeTcsA npoBepkKa no WabnoHy BeH NagoHU, CUMTbIBaTENb BEH NaAoHU Tenepb
CUTHANMM3WPYET O FTOTOBHOCTH K CUMTBIBAHMIO.

2. [epxwWTe NafoHb Ha CUMTbIBaTENE, NOKa HE 3aropUTCA 3e/eHbl UKW KPacHbIM MHOMKATOP.

—  3eneHblii: WabnoH BEH NagoHW COOTBETCTBYET COXPaHEHHOMY AnA Bac WwabnoHy. Joctyn
paspeLleH.

—  KpacHbi#: wabnoH BeH NafoHU He COOTBETCTBYET COXPaHEeHHOMY ANs Bac WwabnoHy.
LocTtyn 3anpetieH.
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25.2

25.3

KomnaHuu

— [aHHoe AManoroBoe OKHO MO3BOMAET Co34aBaTb HOBbIE 3aMUCKU O KOMMAHMAX, a TakxXe
U3MEHATb UMK YAANATb CYLLEeCTBYOUME AaHHblIE O KOMMaHHUAX.

-  HeobxoguMMo BBeCTM HasBaHWe WM KpaTKoe HanMeHOoBaHWe KoMnaHuu. KpaTtkoe
HaMMeHOBaHWe JOMKHO DblTb YHUKaNbHbIM.

—  Ecnu ykasaTb KOMMNaHWIO B AMANOroBoM okHe Ninua cTporo obAsaTenbHoO, TO Npexae uem
NblTaTbCA CO3AaTb 3aNWCK NepcoHana Ans 3ToM KoOMMNaHWu, co3fanTe B AMaNoroBoM OKHe
3Ty KOMMaHHUIO.

- KomnaHWMW HEBO3MOXHO yAaNuTb U3 CUCTEMbI, €CNTM UM Ha3HaueHbl Kakue-nnbo 3anucu
nepcoHana.

KapTbl: co3gaHue U Ha3HAUEHHUEe YUYETHbIX AaHHbIX U
aBTOpU3aU UM

Ll,enb 3TOro AManoroBoro oKkHa — Ha3dHaydaTb KapTbl, aBTOPU3aUlUU AOCTyNa UTU NMaAKETHI
aBTOpI/IBaLI,VIl\;I Ha OOoCTyn, Ha3blBaeMble ﬂpO(anM AocCTyna, 3alnMcCAM O nNepcoHarne.
ABTOpVISaLI,MVI Ha OOCTyn U I'IpO(*)MJ'II/I Ha3HayakTCA N1Uuam, a HEe KapTaM.

HoBble KapTbl, HA3HaUYeHHbIe YenoBeKYy, NONyyaoT aBTOPMU3aLl NN Ha OOCTYM, KOTOPbIe yXe
Ha3HayeHbl 3TOMY nuuy.

Mpumeuanune. Ucnonb3oBaHue npocdunen gocryna gnAa oo6begUuHEHUA aBTOPU3aLUi

OnAa eqguHoobpasunsa 1 ynobcTBa aBTOpMU3aL MK Ha AOCTYN He Ha3HAuakoTCA MO OTAENbHOCTH, a,
KaK npaBuno, oobeguMHAOTCA B Npotunu AocTyna v HasHauakoTcA Taknum obpasom.

- KnuneHnt ACE: CuctemHble aaHHble > Mpodwmnu pocrtyna

- naBHOe MeHto: > CUCTeMHble faHHble > Mpodunu gocryna

Cnucok Kapt

B nuanoroBom okHe «KapTbl» oToOpa)kaeTcs CNMCOK KapT, NpUHaanexalmx BbiopaHHOMY

nuuy. B cnrcke ykasaHbl, Cpeaun npouunx, cnegyrolime atpuoyThbl.

—  Twvn ucnonb3oBaHWA KapTbl.

—  ®nar, ykasblBaloLMM MOXHO NIM UCMONb30BaTb KapTy AN1A HACTPOEHHOW aBTOHOMHOM
CUCTEeMBbI.

- CBegeHuAa o ToM, 3abnoKkMpoBaHa Ny KapTa B pe3ynbTaTe MHOTOKPaTHOMO MCMONb30BaHMA
HeBepHbIX PIN-kogoB. 3T0 cocTofiHME BblgeneHo ocobbiM obpasom.

— [aTa co3gaHuA KapTbl.

— [aTa oKOHuaHuA cpoKa aencteua (pata cbopa) KapThbl.
Mpumeuanue. Ecnu ncnonbsyerca MOTOPM3OBaAHHbBIM CUMTbIBATENb Kap, OH MOXET
hU3nUecKn yaepKatb KapTy C UCTEKLIMM CPOKOM AeUCTBUA. B NpoTMBHOM criyyae KapTa
NPOCTO CTAaHOBWUTCA HEAEeNCTBUTENbHOW.

— [aTta nocneaHemn neyatu KapTbl U KOMMUECTBO HaMeuaTaHHbIX KapT.

- CBegeHuA o AaHHbIX Koda.

MapameTp YnpaBnaercAa rnobanbHo

[aHHble nuL, ANsA KOTOPbIX yCTaHOBNEH hnaxok YnpaBnaeTcAa rnobanbHo (hnaxoKk psaom ¢

pamKkon anAa dgotorpadum), MOryT U3BMEHUTb TONbKO OMnepaTopbl C AOMOMHUTENbHbIM NPaBOM

O6LwWwuit agMUHUCTpPaTOP.

Onepatopam 6e3 3Toro npaBa cneaytolline AaHHble 4OCTYMHbI TONbKO ANA UYTEHUA:

— Bce gaHHble B AManoroBoM okHe JlMua 3a UCKIIoUeHWEM BKNaAoK 3aMeuaHus,
JononHuTenbHble CBEAEHUA U HACTPaAUBAEMbIX MOMEN.
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25.3.1

—  Bce gpaHHble B aManorosom okHe KapTbl.
- Bce paHHble B gnanorosom okHe PIN-kog,.

MpaBo NMobGanbHbIN aAMUHUCTPATOP MOXHO HA3HAUMTb C MOMOLLbIO cneayowero dnaxka:

— MeHio BIS Configuration Browser: ApMMHUCTpUpoBaHue > OnepaTtopbl > BKNagka
MapameTpbl onepatopa ACE > dnakok O6wui agMUHUCTpATOP.

— [naBHoe meHto: KoHdmurypauua > Onepatopbl U pabouue craHuuu > MNMpaBa
nonb3oBaTtena > Fnob6anbHbI agMUHUCTPATOP.

HasHaueHue KapT nuuam

BBepeHue

Y BCex NuL, OOCTYN KOTOPbIX KOHTPONMPYETCA, AOMKHA ObiTb KapTa UMK APYror 3NeKTPOHHbIN
MOEHTU(UKATOP, Ha3HAUEHHbIN AepXKaTento KapTbl B AManoroBomM okHe KapTbl.

Homepa KapT MOryT Ha3HauaTbCA BPYUHY UK C MOMOLLbIO PErMCTPALMOHHOIO CUMUThbIBATENA.

MyTb K AUANOroBOMY OKHY
[naBHOe MeHt0 > [laHHble 0 nepcoHane > KapTtbi

MpepBaputenbHblie TpeboBaHUA
—  Bbl 3arpysunu sanucb nepcoHana, Kotopasa AOMKHa NonyynTb KapTy B 3aronoBKe
auvanorosoro okHa Kaprbi.

PyuHoi BBOA, JaHHbIX KapTbl

HaxkmMuTe KHOMKYy 3aperucTtpupoBaTb KapTy, UTOObl HA3HAUUTb MOEHTUDHUKALUOHHYIO KapTy
nuuy. OtobpasunTtca Mmacka amanorosoro okHa UpeHTudukartop 3anucu. OTobpasnTca ogHoO M3
[BYX IMANOroBbiX OKOH BBOJAa B 3aBUCMMOCTH OT TUMA KapTbl, a TAKXe UCMNOMb3yeMblX
KOHTPOMNMEPOB WU CUUTbIBATENEN.

Record ID E| Record ID f@

Card ho.: ]| Card ho.: 1|
Custarner code; ||:||:||:||:||:||:||:||:||:|1 Yerzion: Iﬁ
Customer code:  |[nnonm

Country code: |

ok Cancel ok LCancel

BpyuHylo BBeAWUTE HOMEP, YKa3aHHbIM Ha UOEHTUdUKALMOHHON KapTe. HegocTatoline 3Haku
HOMEPOB KapT aBTOMATMUECKM 3aMeHSAIOTCA HYNAMM, UTOObI ANMHA HOMepa BCerga cocTaBnsna
12 undp. B HEKOTOPLIX CUCTEMAX B Cryyae NoTepu MOAEHTU(MUKALUOHHON KapTbl HOBbIE
HOMepa KapTbl MAEHTUMUKALNK He BblaatoTcA. BMmecTo 3Toro BblgaeTca TOT Xe Homep
MOEHTUUKALMOHHOM KapTbl, HO ¢ Bonee BbICOKMM HOMepPOM Bepcuu. Koa CTpaHbl U Kof
KNWeHTa npefocTaBnatoTCca npounssoautTenem. Mx HeobxoanumMo BBeCTU B chakne perncrpaumu
CUCTEMBI.

Ecnu HoMep KapThbl elle He UCNOMb3yeTcs B CUCTEME, OH Ha3HauaeTcs 3TOMY NuLly.
OTobpasnTcA BCNnbiBaloLee OKHO C NOATBEPXKAEHUEM YCMNELHOro Ha3HaUeHun.
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25.3.2

Ucnonb3oBaHWe perucTpaLMoOHHOro CUUTbIBaTeNs

MpepBaputenbHoe TpeboBaHue

- Ha pabouel cTaHUMMK HAacCTPOEH PerncTpaumnoHHbIA CUMTBIBATENb.

Mopapok perucTpauum

1. HaxmwuTe KHOMKY i cnpaBa OT KHOMKW 3aperucTtpupoBaTtb KapTy, uTobbl BoiOpaTh
HACTPOEHHbIM PErmcTPaLUOHHbIM CUMTbIBATENb.

- Obpatite BHUMaHUe, UTo ANA U3MEHEHUA BblOOpa PerMcTpaumoHHOro cunTbiBaTens
HeobxoaMMO BOWTHU B AMCMeTUEp AManoroBbix okoH ACE ¢ npaBaMu agMUHUCTpaTopa.

2.  HamuTe KHONKy 3anucaTtb KapTy W CnefymTte MHCTPYKLMAM Ha 3KpaHe.

3. B 3aBMCMMOCTM OT TMMNA CUMTbIBaTENA TEMEPb MOXHO BBECTU CBEAEHUA O KapTe B
OManoroBOM OKHe UMW CUMTaTb JAHHbIE C KapTbl C MOMOLLbIO CUMTbIBATENA.

Mopapok cmeHbl KapT

1. BblbepuTe KapTy U3 cnucka.

2.  Haxmute KHonKy USMeHUTb KapTy.

3. Bo BcnnbiBaloleM OKHe

—  Bblbepute 3aMeHUTb KapTy, eCliv opurMHan 6e3B0O3BPATHO YTEPAH UMW MOBPEXAEH.

— Bbibepute BpeMeHHana KapTa, ecnu opurnHan boin 3abbiT (octaBneH goma) 1 Tpebyetca
BpPEMEeHHaA 3ameHa.
- BBeawTte CpoK AEeWUCTBUA BPEMEHHOW KapThl.
—  BblbepuTe, cnegyet nv OTKNIOUMTb BCE OCTaNbHble KapThl.
—  Bbibepute, cnenyet N CHOBa aKTMBMPOBATb OPUrMHaNbHble KapTbl aBTOMATUUECKH

Nno UCTEUYEHUU CPOKA AENCTBUA BPEMEHHOMW KapThl.
4. Haxmute OK ana coxpaHeHwus.

YpaneHue kapt

1. BbibepuTe KapTy U3 cnucka.

2.  HamuTe KHOMKy YAanuTb KapTy, utobbl yaanuTb HasHaueHue nuua KapTte.

Mpumeuanue. MNpu yaaneHuun nocnegHen KapTbl AepxKaTena KapT COCTOAHUE AepKaTens KapTbl
MeHAEeTCs Ha He 3aperucTPUPOBaHO (KpacHas MeTKa pPAAOM C 3anucbio 3aperucTpUpoBaHo B
CTPOKe cOoCToAHMA). Ha 310 nuuo Bonee He pacnpocTpaHAETCA KOHTPONb AOCTyNa.

Meuatb 63MpOXKeEN

MpepBaputenbHblie TpeboBaHuUA
- B cucTeMe yxe OOoMmKHa CyLecTBoBaTh 3anNnchb COTPYAHWKA ANA HOBOMO AepXKaTtena KapTbl.
— Pabouasn cTtaHuMA CcO cneayroumMM NoaKNtoUeHHbIM obopygoBaHueM (Kak npaBuno, no
USB):
—  TpuHTep bangxen
-  Kamepa ansa cosgaHua MOEHTUMUKALMOHHbIX dhoTorpadui

Mpouenypa

MyTb K 4AUANOroBOMY OKHY

KnueHnt AMS: laHHble 0 nepcoHane > MeuaTb Genmxen

1. 3arpysuTe 3anuMcb 0 NepcoHane, AnA KOTopow TpebyeTca HaneuaTaTb KapTy.

2. B packpbiBatollemca MeHo MakeT Bbibepute TpebyeMbl MaKeT KapTbl M3 COXPaHEHHbIX
MaKeTOB.

3. Cpenante uaeHTUMUKALUOHHYIO hoTorpaduto ogHUM M3 CneayrLmMx cnocobos:
- HaxmuTe KHOMKY 3axBaTUTb W Bbibepute Tpebyemyo Kamepy B CMUCKe

NMOAKMOUEHHbIX KaMep.
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- HaxmuTe kKHonKy UMnopT usobpaxkeHUa 1 C NOMOLLbIO pamMKK 0bpesku BbibepuTe
yactb poTorpadmu gnA neyatu Ha KapTte.
4. HaxwmuTe NMpeaBapuTenbHbli NPOCMOTP, UTOObI YOeauTbes, uto Ha Oenmke byayT
oToOpaxatbcA NpaBU/bHble flaHHble C NPaBUIbHBIM MaKETOM.
5. Haxmute Meuatb Ana nevatn benmxka.

Moppep)xuBaemMbie Kamepbl
Bce yctpownctea USB, KoTOpble pacno3HaTCA onepaLMoHHOM CUCTEMOMN KaK Kamepa.

25.3.3 Bknagka «ABTOpU3auunu»

HasHaueHue aBTOpU3aLUi, 0ObeaUHEHHbIX B BUAe npocdunen gocryna

CaMbI¥ yaobHbIM M TMObKKMIM cnocob Ha3HauaTb aBTOpU3aLMKM Bradenblam KapT — 00beauHATb

MX CHauana B NpoduM A0CTyna, a 3aTeM HasHauaTb UM NPOodUnb.

—  MHCTpyKUMK No co3naHuto npodunen aoctyna cM. B pasaene CosfaHue npogunen
doctyna, CrpaHuya 206

- Urtobbl HazHauunTb Npodub AOCTyMNa 3TOMY BNaAenbly KapTbl, BbibepuTe onpeaeneHHbln
npodunb u3 cnucka Mpochunb gocryna.

HenocpeancrBeHHOe Ha3HaAauUeHUe aBTOPU3aL UM HA JOCTYnN

Ha Bknagke ABTOpu3auuu:

Bce aBTOpM3aLMn Ha AOCTYN, KOTOPbIE y>Ke HasHaueHbl nuLy, oTobpaxkaloTcsa B CUCKe CrneBa.
Bce aBTOpM3aLMKM HA AOCTYN, KOTOPbIe AOCTYMHbI ANA Ha3HaueHus, oTobpaxkaloTca B Cnucke
cnpasa.

BbibepuTe aneMeHThl, a 3aTeM HaXXMWUTE KHOMKKU MeXay ChuMcKaMu, uTobbl nepemMmectuTb
3NEMEHTbI U3 OQHOrO CNUCKa B APYroM.

A o
;‘ Ha3HayaeT BblAENEHHbBIN 3NEMEHT.

>
;I OTMEeHAET Ha3dHauyeHWe BblAENEHHOIo 3/1eMeHTa.

——J Ha3HayaeT BCe AOCTYMNHblE 3NTEMEHTbLI.

——J1 OTMEHAET Ha3HaueHWe BCeX HAa3HAUEHHbIX 3/TEMEHTOB.

MapameTp: CoxpaHeHUe Ha3HAUYEeHHbIX aBTOPU3aLUi

Pesynbtat HasHaueHWa npoduna gocTyna nuuy 3aBUCUT oT hnaxkka CoxpaHeHue

Ha3HAUEeHHbIX aBTOPU3aALUN:

—  Ecnv dna)Kok He yCTaHOB/EH, TO MPU HAa3HaUeHWKU NPOdUNA AoCTyna Nbon caenaHHbIM
[0 3Toro Bblbop M ntobble y)ke HasHaueHHble aBTOpM3aL MK AOCTYNa 3aMeLLaloTCA.

—  Ecnu dnaxok yctaHoBneH, aBTopusalMu BeibpaHHoro npoduna nobaBnalTCcA K paHee
HasHaueHHbIM aBTOpPU3aLMAM.

OrpaHuueHue CPOKOB aBTOpPU3aL Uil

Mcnonb3ynTte nona gat JleMcTBUTENbHO C: 1 [leNCTBUTENBHO A0:, UToObl OrpaHUUUTb BpeEMS
Hauana U OKOHUaHWA OeNCTBUA aBTOopU3aLuen u npodunen. ECNM HUKakUe 3HaUeHUA He
3aflaHbl, aBTOPM3aL MK BCTyMNakT B CUNY HEMEANEHHO W OENCTBYIOT HECCPOUHO.

Haxxmure J UTOObI OTKPbITh AMaNOroBOe OKHO U 3a4aTbh MPOAOMKUTENbHOW OTAENbHbIX
aBTOpPU3ALIUN.
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25.3.4

OTobpakeHUe BXOLO0B aBTOPU3aALUM
LLlenKHUTe NpaBon KHOMKOW MbILIKW aBTOPMU3aLMI0 B MOOOM CrnucKe, uTobbl 0TOOPasnTb CMUCOK
OTHOCALLIMXCA K HEW BXOAOB.

Bknapgka APYrux AaHHbIX: UCKNIOYEHUA U cneLluanbHble pa3pelleHUun

Ha3sHaueHue BpeMeHHOW Mopenu

B none Bbibopa BpemeHHaa Moaenb yKaXuUTe eXXefHEBHbIE Uacbl oNyCcKa AepKaTens KapThl,
TO eCTb Nepuodbl BPEMEHM, KOrAa Aep’KaTenb KapTbl OyaeT MMeTb AOCTyN Mo CBOEMy
YAOCTOBEPEHUIO TUUHOCTH.

UcknioueHue nuL U3 cnyyamHoOro 4ocMmorpa
YcTtaHoBUTE donaxkok UCKNOUeHo M3 cnyyaHoro 4oCMoTpa, UToObl MCKNOUNTb NKLL U3
CNnyyanHOro OCMOTPa Ha BXOJe U Bbixoae.

UcknioueHnue nuy u3 nposepok PIN-koaa
YcrtaHoBuTe dhnaxkok OTknouutb npoBepkKy PIN-koga, utobbl Aepxatensam KapT He
npuxoaunnocb BBoauTb PIN-kogbl B cuntbiBaTenu PIN-kogoB B Hepabouee Bpems.

3ameuaHue!

MckntoueHune n3 nposepok PIN-kKoga BNMAET Ha BCKO CUCTEMY.

Hanpumep, nockonbKy PIN-KoAbl 3TUX NUL, HE MPOBEPAIOTCA, OHMU TaKXKE HE MOTYT BKIKOUUTb
WNW OTKMOUUTb CUIHaNM3aLUuIo Ha npoxodax ana mogenv asepen 10.

YBennueHue BpeMeHHU OTKPbITUA ABepei

YcTaHoBUTE hriaxkoK PacluMpeHHoe BpeMsA OTKPbITUA ABepU, uTobbl yBenuuuTb Bpems (no
ymMonuaHutio B 3 pasa), HeobxognmMoe nuiuam ¢ orpaHMUYeHHbIMWU BO3MOXHOCTAMMK ANA
npoxofda, npexne ueM akTUBMpyeTcsa cocToAHWe [lBepb OTKPbITa CAULWIKOM AONro.
Mpumeuanune. KoadpprnUMEHT paclUMPeHUA NO YMONUYAHUIO MOXHO COPOCHUTb B CBOMCTBAX
MAC B pefiakTope yCTPOWCTB.

BbibeprTe O6WMe HACTpPOMKKU gocTtyna > BpemeHHoM chakTOop ANA nuy c
OrpaHUYeHHbIMU (PU3UUECKUMU BO3MOXKHOCTAMM.

MOHMTOPUHI MapLupyTa

MapuwpyT naTpynupoBaHua Un1 MappyT — 370 ueTkas NnocneaoBatenbHOCTb CUUTbIBATENEN,
onpeneneHHaa B MeHto MOHUTOPUHI MapLupyTa > Ananorosoe okHo OnpeaenuTb MapLIpPyThl
B KINMEeHTe.

UToObl HA3HAUMUTL MapLLPYT AepXKaTento KapTbl, yCTaHOBUTE onaxkxok MOHUTOPUHT MaplipyTa
U BbibepuTe onpeaeneHHbl MapLLPYT B pacKkpbiBatoleMcs cnucke. Ecnu mappyTtbl He
onpenenexbl, hnaxok OyaeT HeaKTUBEH.

Ecnv MapuwpyT Ha3HaueH gepaTento KapTbl, OH aKTUBUPYETCA, KaK TONMbKO AepXKaTenb KapThbl
CKaHWpYyeT KapTy B NepBOM CUMTbIBaTeNe B NocrnegoBaTenbHOCTU. Nocne 3Toro Bce
CUMTbIBaTENM B NOCMNEeA0BaTeNbHOCTU AOMKHbI MCMOMb30BaTbCA B ONpPeAeNeHHOM NopsAaKe,
noka He bynet 3aBeplueH MapwpyT. O6bIUHO 3TO NpUMeHAeTCA, Korga HeobxogMmo
peann3oBaTtb CTPOryrd nocneaoBaTe/ibHOCTb AOCTYMaA B UNCTbIX NMPOMbILWIEHHbIX Cpefax, 30Hax
C KOHTPO/MEM FUMIMeHbl UMK 30HAX MOBbILLEHHOW 6E30MacHOCTH.
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PaspeweHue Ha pa3bnoKMpoOBKY ABepei
YCTaHOBUTE 3TOT ONAXKOK, UTOBbI MO3BONUTL AepsKaTento KapTbl pasbnoknposartb ABEpPU Ha
ONUTEeNbHbIW nepuof BpeMeHu (cM. pasaen OdUCHDBIN peXxum).

Cm.
—  ABTopu3saumns nui 018 HaCTPOHKHM OpUCHOro pexuma, CtpaHuya 222

25.3.5 ABTOpM3auuA NUL ONA HAaCTPOWKHU ODUCHOro pexxuma

BBepeHue

TepMuH «OPUCHbIM PEXMM» OMUCHIBAET NMPUOCTAHOBKY YNpaBneHWs AOCTYNOM Ha BXOde B

pabouee Bpems. Bxon He BnokupyeTcs B TeUeHWe 3TOro nepvoaa BpeMeHu, obecneuunsan

bGecnpenaTCTBEHHbINM 00LECTBEHHbIM AOCTyN. B Apyroe BpeMsa npumeHAeTcs obblUHbIA PEXUM,

TO eCTb AOCTYN NPeaocTaBNsAeTcA TONbKO NULaM, KOTOPble NOAHOCAT AEeNCTBUTENbHbIE

MOEHTU(UKATOPbLI K CUMUTbIBATENIO.

O UCHbINM peXxum ABNAeTCA CTaHAAPTHbIM ANA KOMMNaHWUW PO3HWUYHOW TOProB/M,

obpasoBaTenbHbIX U MEAULIUHCKUX YUPEXOAEeHUH.

TpeboBaHuna

UToObl ooUCHBIN pexnm paboTan, 4OMKHbI ObiTb cOBNoaeHbl cneayoline TpeboBaHuUA:

B koHcurypauuu (aepeBo ycTpoicTs)

-  HeobxoauMo paspelmnTb NPoaonXUTeNnbHble Nnepuoabl Pa3bnoKMPOBKU ANA O4HOIO UMK
HECKONbKWX BXOAOB.

-  HeobxogMmo vcnonb3oBaTtb Xo0TA Obl OAWH CUMTbIBATENDb C KNaBMaTypoOW Ha BXxoae.

B knueHTe (aManoroBbie oKHa «Jllogu»)

-  HeobxogMmo npenocTaBUTb BO3MOXHOCTb BKIHOUATh M OTKNOUATb ODUCHBIM PEXUM Ha
BXOJle OAHOMY MMM HECKONbKUM BrafenbLam KapT.

— WX KapTbl 4ONXHbI ObITb AEMCTBUTENBHBIMK M pa3peLlaTbh 4OCTYN Ha BXoAd B Hepabouee
Bpems.

Mpoueaypbl ANA aBTOPU3aLUMU NUL, CNOCOOHBIX 3a4aTb O(OUCHDbIH PEXUM

Mpoueaypbl ANA OTAENbHbIX AepXKaTenen KapTt

1. MNepenaute B pasaen: [JaHHble 0 nepcoHane > Kaptbl > BKNagka:Apyrue gaHHble U
cospganTe UnNu HanaguTe BblbpaHHOro AepxaTtens KapTbl B 6a3e gaHHbIX.

2. YcTtaHoBuTe pnakok PaspelueHne Ha pa3bnoKUpoOBKY ABepe.

B

3. HaxmuTe KHOMKY C U306paxkKeHWeM OAUCKETbI , UTOObl COXPaHUTb AaHHblE O
Bnagenble KapTbl.

Mpoueaypa onA rpynn aep)xateneu KapT

1. MNepengute B pasaen: JaHHble 0 nepcoHane > Fpynnbl NUL U UCMONb3YWTE KPUTEPUU
dunbTpaumMu ANA cosfaHusa CNUcKa AepaTenen KapT B OKHE CnucKa.

2. B packpbiBatolwemcsa cnucke Mone anAa usmeHeHua Bbibepute PasbnokupoBatb aBepu

3. VYcraHoBuTe chnaxkok Pa3sbnokupoBaTb ABEPH.

4. HaxmuTte KHONKy MPUMEeHUTb U3SMEHEHHUA, UTOObl COXPaHUTb AaHHble O AepXKaTene KaprT.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 CosfaHue faHHbIX MepcoHana v ynpaeneHue umu | ru 223

UHCTpYyKUMU aeprKkaTenio KapTbl 0 TOM, KaK 3aNyCTUTb U OCTAHOBUTb O(YUCHbIN PeXum

[nA 3anycka UM oCTaHOBKKW OMCHOTO peXxMma Ha BXofe AeprKaTefb KapTbl AOMKEH HaxaTb 3
# Ha KnaBuWaType, a 3aTeM NOAHECTU K CUMTbIBATENIO KapTy C 0coboi aBTOpMU3aLMEN.

Bxop ocTaeTcA OTKPbITbIM, NMOKa aBTOPU30BaHHbIN AepxXaTenb KapThl He HaxkmeT 3 # 1 cHoBa
He NpeabABUT KapTy.

ObpartuTe BHMMaHWe, UTO C MOMOLLbIO KapTbl OXPaHHUKA MOXHO TakMM e obpasom
OCTaHOBWTb OPUCHbIN peXxum be3 cneuymnanbHOro paspellueHus.

OWMUCHbINM peXUM noaaepKMBaeTca TONbKO (PU3UUECKMMU KapTamu.

3ameuaHue!

OMMUCHbIV PeXHUM U MapaMeTpbl YCTPOMCTB ANA ABEPHU

OdrcHbIV pexkuMm nepeonpenenseT napametTp Pa3bnokupoBaTb ABepb Ha BKNaaKe
MapameTpbl ABepy B pefaKkTope YyCTPOMCTB, pa3pellan Tonbko 0 = HOpManbHbIi peXxum v 1
= pa3bnokupoBaHo.

25.3.6

Bknapka Smartintego

Cucrtembl bnoknpoBku Smartintego

BBepeHue

CuwnTtbiBaTenb KapT Smartintego cHauana nbiTaeTcA paspeLlnTb JOCTYN Yepe3 OCHOBHYHO
CUCTEMY KOHTpPONA AocTyna. B cnyuae cboa noakntoueHmnsa cuctema ULLET HOMEpP KapTbl B
coxpaHeHHOM benom cnucke.
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Present
valid card

Access reguest sent
to AC system

Card
author-
ized?

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

ABTOpM3aL MK OOCTyNa K cucTeme BNOKUMPOBKKM Smartintego HasHauatoTCA B LENOM TaK Xe, Kak
nobble Apyrve aBTopM3aLmnun goctyna.

TpeboBaHusa

—  Cuctema bnokupoBku SimonsVoss Smartintego HacTpanBaeTcA B paMKax Ballew
CcUCTeMbI ynpaBneHunsa 4ocTynoM. CM. MHCTPYKLMKU B PYKOBOACTBE MO KOHUIypaLmu.

—  [epxaTenu KapT AOMXHbI ncnonb3oBatb KapTel MIFARE Classic unu MIFARE Desfire.
Smartlntego ncnonb3yeTt cepuiHblM HoMep KapTbl (CSN).

Mpoueanypa Ha3HaueHUA

Huxxe onucaHo, kKak nobaBuTb HOMep KapTbl B Benbii cnucok Smartintego B gononHeHue K
nobbIM opyrMmM aBTOpPMU3aLMAM, YXKe Ha3HAUEHHbIM Yepe3 OCHOBHYI CUCTEMY yNpaBneHus
LOCTYyrNnom.

Benble cnncku xpaHATCA NOKanbHO Ha ABepAX Smartintego, moaToMy cunTbiBaTENb MOXET
NpefoCcTaBUTb AOCTYN ANA HaxoAsaWmMXcA B ObenomM cnMcke HOMEPOB KapT AaXke B TOM CryJae,
ecnun nogkntouveHne K MAC HapyweHo.

HobaBneHusa u yaaneHusa KapT U3 Denbix CMMCKOB NepefaroTca Ha cuMTbiBaTenu Smartintego
Ccpasy Nocne CoXpaHeHUA AaHHbIX Aep)KaTena KapTbl MPU HAMMUMK NOAKMOUEHHUA.

1. B meHto knueHTa ACE HaxxmuTe [laHHble 0 nepcoHane > KapTbl.

B rnaBHom MeHto KnueHTa AMS HaxxmuTe [JaHHble 0 nepcoHane > KapTbl.

Bbibepute nnuo, KoTopoe NonyuuT aBTopusaumu Smartintego

MNMepenaunTe Ha BkNaaky Smartintego.

BbinoOnHWTE Ha3HaueHuA:

ok wDn
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25.3.7

25.4

- Bce aBTOpM3aUMK Ha AOCTYM, KOTOPbIE yXKe HasHaueHbl nuuy, OTO6pa)KaI-OTCF| B
CNMUCKe cneBa.
- Bce aBTOpM3aUMK Ha JOCTYM, KOTOPble AOCTYMHbI A/1A HAa3HaUYeHuA, OTO6pa)KaI'OTCF| B
CNUCKe cnpa.a.
Bb|6ep|4Te 31eMEHTbI, a 3aTéM HaXMUTe KHOMNKKU Mexay CrMCKamMu, uTOoObI nepemMecTmuTb
31eMEeHTbl U3 OQHOIo CnuCKa B p,pyroﬁl.

< u
;‘ Ha3HayaeT BblAENEHHbIN 2NEMEHT.

3
;I OTMEHAET Ha3HaueHWe BblAENTEHHOIo aIeMeHTa.

Ha3HayaeT BCe AOCTYMHble 3NE€MEHTDI.

22

OTMEHAET Ha3HaueHNe BCeX HAa3HAUEHHbIX 3/1EMEHTOB.

Co3paHue KapTbl ANA npeaynpexaeHua ob yrpose
B aTtom pasfnene onmcaHa npoueaypa cCo3gaHnA KapTbl ANA npeaynpexgeHua ob yrpose,
KOTOPYK MOXHO UCMONb30BaTb ANA aKTUBAL MKW YPOBHA Yyrpo3bl.

BBepeHue

KapTa ans npenynpexgeHus ob yrpose — 3To KapTa, KOTopas aKTUBUPYET ONpeaeneHHbI
YPOBEHb Yyrpo3bl NpU NpeabABIEHUN HA CUMTbIBaTeNe. YPOBEHb Yrpo3bl HEMb3A OTMEHUTb C
NOMOLLbIO KapTbl ANA npeaynpexaeHusa ob yrpose, 3ToO MOXHO caenartb TONbKO B
nporpammHoM obecneueHun Ans ynpaBieHUsa OOCTYNOM.

MpepBapuTenbHblie TpeboBaHUA
- B cucTeMe HacTpoeH pervcTpaumMoHHbIA CUMUTbIBATENb.
- B cucTeme onpeaeneH Kak MUMHMMYM OfIMH YPOBEHb Yrpo3bl.

MyTb K AUANOroBOMY OKHY
[naBHoe MeHto > [laHHble 0 nepcoHane > KapTbl > KapTa gna npegynpexaeHusa ob yrpose

Mpouenypa

1. 3arpysuTe 3anuMcb O COTPYAHUKE NuLa, KOTopoMy byaeT HasHaueHa KapTa AnsA
npenynpexaexHus ob yrpose.

2. Ha Bknagke «gna npepynpexaeHua ob yrpose» LWenKHUTe «3aperucTpupoBaTb KapTy».
—  OtobpasuTca BCcnnbliBatollee OKHO: BbibepuTe ypoBeHb yrpo3bl.

3. Bo BcnnbiBaloweM okHe BbibepuTe TpebyeMbl YPOBEHD Yrpo3bl U HAXXMUTE KHOMKY OK.
-  Ortobpasutca BcnnbiBatowee okHo: 3anucb ID 63rpka.

4. BBeAguTe cTaHAapTHble AaHHble KapTbl, COOTBETCTBYIOLME YCTAHOBKE, U HAXXMUTE KHOMKY
OK.
—  3anwucaHHas BaMW KapTa AnA npegynpexaeHua ob yrpose otobpasutcs B CNUCKe Ha

BKnaake Kapta ana npeaynpexaeHusa ob yrpose.

BpemeHHble KapTbl

BpemeHHanA kapTa — 3TO BpeMeHHaA 3aMeHa KapThl, KoTopasa Obina yTepsaHa Bnafenbuem
KapTbl. 3TO Ayb6NUKaT, KOTOPbIM COAEPXKUT BCE aBTOPMU3ALMU U OTPaHUUEHWUs OpUrMHana,
BKMOUaA npaBa Ha aBTOHOMHble ABEPHU.

Bo nsbexaHue 3noynotpebneHuin cuctema MOXeT NPOM3BONbHO 3abNoOKMpPoOBaTh OAHY UMK BCe
oCTanbHble KapTbl BNaaenbla KapTbl B TeUeHWe OrpaHUUEeHHOro nepuoaa BpeMeHu Unu Ao
pPasbnoKMpPOBKU BPYUHYIO.
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CnepoBaTenbHO, BpeMEHHbIE KapTbl He NOAXOAAT A7 UCMNONb30BaHUA B KauecTBe KapT Ans
noceTuTeneu.

TpeboBaHuna

— Onepartop UmMeeT AOCTYyN K PErucTpaUunmoHHOMY CUMUTbIBATENO, HACTPOEHHOMY Ha pabouen
CTaHLUMK.

— TMoaxoasuiaa oMsnueckan KapTa AOCTyrnHa ANnA perncrpaumMm B CUCTEME B KauecTBe
BPEMEHHOW KapTbl.

KnneHt ACE: laHHble 0 nepcoHane > KapTbl

FnaBHoe meHI0 > [laHHble 0 nepcoHane > KapTbl

MopApoK AeUCTBUM: HA3HAUEHUE BPEMEHHbIX KapT
1. 3arpysuTte TpebyeMmbiit OTUET O NepcoHane B AManoroBom okHe KapTbl
B cnucke kapT BblOepuTe KapTy UKW KapTbl, ANA KOTOPbIX TpebyeTca BpeMeHHana 3aMmeHa
Haxmute U3MEHUTb KapTy
Bo BcnnbiBatoulem okHe U3MeHUTb KapTy BbibepuTe BpemeHHana KapTa
B cnucke Mepuopg Bbibepute oaMH U3 cneayolmMx BApUaHTOB:
- CeropgHna
— CerogHsa u 3aBTpa
- BBeguTe uucno gHewn
6. Ecnu BbibpaH nocnegHWi BapuaHT, BBEAUTE B MNOME LEN0e UUCNO AHEN.
ObpaTtuTe BHMMaAHKE, UTO BO BCEX ITUX TPEX CMyyaAx CPOK AeMNCTBMA nepuopa UCTEKAET B

ok 6D

NMOMHOUb COOTBETCTBYIOLLErO AHA.
7. Tpu HeobxogMmocCTH ycTaHOBUTE hnaxkok [leakTUBMpOBaTh BCe KapTbl NPAMO ceiuac.
— B aTOoM cnyuae Bce KapTbl, NpuHagnexatime asToMy Bnagensuy, oyayr
3abNOKUpPOBaHbI.
—  Ecnu dnaxok cHAT, byaet 3abnoknpoBaHa TONbKO KapTa, BbibpaHHanA Bbille.
8. lpu HeobXxoaMMOCTH yCTaHOBUTE (hNlakok AKTUBMPOBATb KapThl aBTOMaTUUECKU nocne
nepuopa.
—  3abnokupoBaHHble KapTbl ByayT pa3bnokMpoBaHbl aBTOMaTUUECKH, Koraa
onpeaeneHHbin Boilwe Mepuog ucteuer.
9. PasmelleHMe BPeMEHHOMW KapTbl B CUMTbIBATENE PErUCTPALIMM
10. Haxmwute kHonKy OK
ML 63Mo)Ka 3aNULLIETCA CUUTbIBATENEM PErUCTPaLUM.
—  BpemeHHasa kapTa oTobpaxkaeTcs Kak aKTMBHaA ~ B CMUCKe KapT; KpoMe Toro,
oTobpaxkatoTcA AaHHble O CPOKe ee AeWCTBUA U AaHHble Koaa.
- [pyraa kapta unu kaptbl oTobpaxkatoTca Kak 3abnokMpoBaHHbIE x B 3aBUCMMOCTHU OT
HaCTPOWKMK, caenaHHoOM Bblile: [leakTUBUPOBaTb BCe KapTbl NPAMO ceiuac.
11. (HeobasaTenbHo) B cnucke KapT WwenkHWTe ctonbel JaTta c6opa gaHHbIX AN
BPEMEHHOW KapTbl U YCTAHOBWTE AaTy ee BO3BpaTa BnafenbLeM.
3HaueHuWe no ymonuaHuto — Hukoraa.

Mpouenypa: yaaneHne BpeMeHHbIX KapT

Korga ncxopgHas yTepAHHaa KapTa byaeT HanaeHa, yaanute BpEMEHHYIO KapTy Crnedyowmm

obpasom.

1. 3arpysute TpebyeMmbiit OTUET O NepcoHane B AManorosoM okHe KapTbl.

2. B cnucke KapT Bbibepute BpeMEHHYO KapTy.

3. Haxmute Ypanutb Kapty
BpemeHHas KapTa yaanfeTca M3 CNMUCKa, a KapTa Wiu KapTbl, KOTOPble OHA 3aMeHfAET,
HemMeaneHHo pasbnokupyroTcA
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25.5

Mopapok geincTBuil. YaaneHue BpeMeHHbIX 6NOKUPOBOK KapT

Ecnu 6nokupoBatb UCXOoAHYIO KapTy bonblie He TpebyeTtcs, yaanute 6NOKMPOBKY cneaytoLlmnm

obpasom:

1. TepenauTe B AManorosoe okHo bnokupoBka: [laHHble 0 nepcoHane > bnokupoBka.

2. B cnucke KapT BbibepuTe NepcoHanbHy KapTy, MOMEUYEeHHY Kak «3abnoKMpoBaHHanA» B
ctonbue BNOKMpPOBKHM.

3. Haxmute CHATb BpeMeHHY0 6NMOKUPOBKY
ObpaTuTe BHUMaAHWE, UTO NMPU CHATUM BNOKUPOBKU BPeMEHHbIe KapTbl He yaanaTcA.
[encTBre BpeMEeHHbIX KapT 3aKOHUMTCA MO UCTEUEHUM CPOKA MX aKTUBHOCTU. Mpu
HeobXoOQMMOCTH yaanuTe ux BpyuHYyH.

MpuMeuaHUAa No BpeMeHHbIM KapTam

— CucTema He No3BONAEeT 3aMeHATb BpeMeHHble KapTbl BpeMeHHbIMU KapTaMu.

-  CucTema He MOo3BOMAET CO3[aBaTb HECKOMbKO BPEMEHHbIX KapT O/1A O4HOM
nepcoHanbHOM KapThbl.

— [AnA npocmoTpa KpaTKoW CBOAKM MO BCEM KapTaMm, NpUHaanexauMm Bnagenbuy,
HaBefWTe yKasaTtenb MbllUW Ha HeDONbLUY NMaHenb C NeBOro Kpas, MOMEeUeHHYH Kak
3aperucTtpupoBaHHble, B CTPOKE COCTOAHUS OCHOBHOMO ManoroBoro oKHa.

PIN-koabl AnAa nepcoHana

Ouanorosoe okHo: PIN-kog

[nAa gocTtyna K 3oHam ¢ bonee BbICOKMMU TpeboBaHUAMU K Be30nacHOCTHM aBTOpU3aLMu
[OCTyna MOXeT bbITb HeJoCTaTOUuHO. 3aech Takxe Heobxognmo BBecTH PIN-koa. Y Kaxaoro
nMua UNU MAEHTUPUKALUMOHHOW KapTbl MOXeT ObiTb PIN-Koa, 4eNCTBUTENbHbIN ANA BCEX
obnacten. Cuctema npenoTBpallaeT UCNoNb30BaHWE OUEHb MPOCTbIX KoAoB (Hanpumep,
123456 vnu nanuHAPOMbI, Takue Kak 127721). B jaHHOM 4ManoroBOM OKHE MOXHO
OrpaHWUYMUTb CPOK AENCTBUA M YKasaTb €ro ANA KaXKaoro nuua.

Ecnu PIN-kog 6nokupoBaH UM CPOK ero AeWCTBUA UCTEK, B AOCTyNe K obnacTtu, Tpebyoulien
3TOT Kof, OyaeT oTKasaHO Aa)ke B TOM Cllyuyae, ecliu MaeHTUPHUKaLMOHHAA KapTa No-npexHemy
[encTBUTEeNbHa ANA BCeX OCTaNbHbIX obnacTen.

Ecnu BBeCTU HeBepHbIi KoA, TPU pa3a noapaa (HacTpoika no ymonuaHuio, KOTOpyro
MOXXHO 3aAaTb B npeaenax 1-99), naHHaA KapTa bnokupyercs, T. e. o KapTte byger
OTKa3aHo B [0CTyne Bo Bce o6nactu. 3a6noKMpoBaHHYIO TaKUM 06pa3oM KapTy MOXXHO
pa3bnokupoBaTb TONbKO B AUanoroBomMm okHe bnokuposka.
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|—_T B ‘ Q - - E | » < o Division:
% Main menu Mame: I Muskerrmann First name: I Max
Birth name: I

1 Persons Personnel no.: |5cgggggg Date of birth: IT” 0509/ 1958 3:

Employee ID: I Emplayes j Gender: I Male vl
h Companies Comparry: | [feege] Title: IDr

Car license Mo, | Car000993
H Prirt baclges
= 10/20/2014
Card no.: | Reader.. | >| /201

Cards T administered globally

PIM code: I sssnee
Confirmn: I LTITITY
:ﬂ Blocking walid until: | Mo 01j21/2013 =]

Beenute HoBbIM PIN-koa B none BBoaa PIN-koa, 3aTem BBeOuTe ero eue pas and
noaTeepxaeHua. OnvHa PIN-koga (oT 4 0o 9 3HaKoB, 3HAUEHWe Mo YMONUaHUo — 6)
HacTpauBaeTCA CUCTEMHbIM aAMUHUCTPATOPOM.

3ameuaHue!

Cnocob BBoAa uaeHTMdUKaUMOHHbIX PIN-KogoOB AepyatenaMu KapT 3aBUCUT OT TMNa
CuWTbiBaTeNEN, HACTPOEHHbIX B CUCTEME.

B cooTtBeTtcTBMM co Bcemu npotokonamu (RS485, Wiegand n LBUS) geprkatenb BBoauT 4 #
<the PIN>.

Pe)XMM NOoCTaHOBKM Ha OXpaHy U OOUCHbBIN PEXUM NoaaepKUBaKTCH TONbKO (PU3UUECKUMMU
KapTamu.

CoobumTte aepxatenam KapT, Kak BBoaguTb PIN-koa. B cnyuae comHeHWM obpatuTech K
CUCTEMHOMY aAMUHUCTPATOPY.

PIN-Koq onA NOCTaHOBKU Ha OXpaHY CUCTeM OXpaHHOU curHanusauuu (IDS)

Beenute PIN-kog 13 4-8 undp (Mo ymonuaHuio AnuvHa = 6, Kak U y BepudurkaloHHoro PIN-
kopa). 31oT PIN-kop bydeTt ncnonb3oBaTbCcs ANA NOCTAHOBKKU Ha oxpaHy IDS.

OTobOpaXkeHue 3TUX NONen MOXHO MapamMeTpuU30BaTb. INEMEHTbI YyNpaBneHns OOCTYMHbI,
TONbKO €CNU aKTUBUPOBaH 3r1eMeHT yrnpaeneHua OtaenbHbii PIN-kopg IDS.

—  Configuration Browser > UHdhpacTpykTypa > KoHdurypauua cucremol > PIN-koabl ACE
— [naBHOe MeHto > KoHturypauua > Mapamertpbl > MUH-koAbI

Mpu HeobxoanMocTu BbibepuTe 4aTy OKOHUAHUA CpoKa AeUCTBUA.

Ecnu nona ana Beoga PIN-koga IDS HepgocTynHbl, IDS TakXe MOXHO MOCTaBWUTb HA OXPaHy M
CHATb C OXpaHbl ¢ nomolbto PIN-koga Bepudpukaumu. OgHako ecnu B JaHHOM AWANoroBoM
OKHe oTobparkatoTcs nons Beoga, AnAa IDS MoXxHO Mcrnonb3oBaTtb ToNbko PIN-Kog NoCTaHOBKM
Ha OXpaHy.

HacTpolka no ymonuaHutio: nona gna Beoaa PIN-koga NoCTaHOBKKM Ha OXpaHy He BUAHbI.
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PIN-kogbl TpeBoru (MPUHYXXAEHUA)

NMvua nof NPUHY>XAEHWEM MOTYT aKTUBUMPOBaTb DECLUYMHbIM CUTHAN TPEBOTMU C MOMOLLbHO

cneunanbHoro PIN-koga. MocKonbKy He0bXoAMMO, UToObl DecLyMHbIA CUTHAN TPEBOTH

OCTancA He3amMeueHHbIM CO CTOPOHbI arpeccopa, A4oCTyn NpefocTaBnAeTCcAa, HO onepaTopbl

CUCTEMbI NONYUaAOT OMNOBELLEHWE O AEUCTBUU MO MPUHYXKLEHUIO.

Bo3moxHbI ABa BapuaHTa, KOTOpble aKTMBUPYIOTCA OQHOBPEMEHHO, U NOABEPrHYBLUIEeCA

Yyrpo3e NULO MOXET BbIOMpaTb MeXxay HUMMU:

- BeecTtu PIN-kog B obpaTHOM nopaAgke (321321 smecto 123123).

—  YBenuuutb 3HaueHue PIN-koga Ha 1 (Hanpumep, 123124 Bmecto 123123). Obpartute
BHWUMaHWe, UTo ecnu nocnegHan uudpa — 9, to PIN-koa no-npexHemy yBenuumBaetcs,
Hanpumep anAa PIN-koga 123129 PIN-kogom no npuHyxaeHuto byget 123130.

25.6 BnokupoBaHue AocTyna AnA nepcoHana

Ounanorosoe okHo: "bnokupoBka"

B onpegeneHHbIX cUTyaumsax HeobxoaMMo BpeMeHHO BNOKMpPOBaTb HEKOTOPOE NMULO UMK
CHATb BNOKMPOBKY, HANOXEHHYIO TMaBHbIM KOHTponnepom goctyna MAC, HanpumMmep 13-3a
TpexkpatHoro BeBofa HeBepHoro PIN-koga Mnu AnA npoBefeHWsa CNyyarmHOro ocMoTpa.
BnoknMpoBKa o3HauaeT, uTo 3TOMy UenoBeKy bDyaeT oTKkasaHO B NOOOM JOCTyne He3aBUCUMO OT
MCMNONb3yeMbIX YUETHbIX AAaHHbIX.

B A <« T»>»m< @O
= Main menu Mame: IMusterFrau First name: IAnita

Birth name: |
1 Persons Personnel na.: |5c41155 Date of birth: ITh 12/14{1995 3:

Emplovee ID: IEmDIWEE vl Gender: IFema\e vl
h Companies Company! Ih’est_ﬁrma J Title: I

Car license No.: I Car2515132
ﬁ Print hadges
B 10/20{2014
Card no.: |000000101234 Reader,, | >|
- Cardls N . a

. Application type PIM lock | Created on Last printed on Mo, of prints | Code data

"534 | Personal card 0f21/20 i 0 | Customer code: 150, Badge no.: 10 =rsion:4, Country o

PN code

—
E@ Blacklist Release PIN ok

Pa® Group ot
alt=] persons rBlocking

Groug Elocked from Blocked unkil Elocking reason Lask edited by
authorizations

=
T

Mew | Change Delete

1. BbibepuTe uenoBeka Kak obbluHoO.
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2. Ha naHenu «bnokupoBka» Haxxmute Cosgartb unu «Co3gatb ONOKUPOBKY ANA
BblOpaHHOro nuua.
3. Bo BcnnbiBakoweM 4WanoroBoM OKHe BBeAMTE AOMOMHUTENbHYIO MHDOPMALUIO:
— 3abnokupoBaHoO c/po: (ecnu KOHeuHble Aata U BpeMs He yKasaHbl, 4OCTyn Anda nuua
ocTaHeTcA 3abNOKMPOBaHHbBIM A0 TeX Mop, NoKa He OyAeT CHAT BPYUHYIO).
—  Twvn 6NOKUPOBKMU:
—  MNpuuuHa 6nokupoBku: ([nA 3anvMcu yuenoBeka, ecnv TMN BNOKUPOBKKU — Manual )
4. Haxmute CoxpaHUTb BO BCMN/bIBAOLEM OKHe, UTODbI COXPaHUTb OMOKUPOBKY.

—  [pu HeobxoamMmocTh BbibepnTe DNOKMPOBKY M3 CNUCKa U HaXXMUTe USMEeHUTb 1nu
Ypanutb, uTo0Obl UI3SMEHWUTb UNW YOANWUTL ee.

Ecnu B kKauecTBe TMNa 6NOKUPOBKKU BbIDpaHO 3HaueHWe BNOKUPOBKa BPYUYHYlo, BBEAWUTE ANA
3anucu yenoseka 3HaueHue NMpuunHa GNOKMPOBKHU.

3ameuaHue!

BbnokuMpoBKka NpMMeHAETCA K Nuuy, a He K onpeaeneHHbiM yUeTHbIM AaHHbIM. [ToaTomy
HEBO3MOXHO OTMEHUTb UNK u3bexkaTb OTOKMPOBKK B pe3ynbraTe Ha3HaueHWsa HOBOM
MOEHTUPUKALMOHHOW KapThl.

25.7 3aHeceHUe KapT B UepHbIXW CMUCOK
OuanoroBoe okHO: "UepHbI# cnUCOK"
NMtobble KapTbl, KOTOPble UCMONb30BaTb BNpeaAb 3anpeLeHo (Hanpumep, YKpadeHHble Unu
noTepAHHbIE), BHOCATCA B TabnuLy YepHOro crucka.
ObpaTuTe BHUMaHHKe, UTO B UEPHbIM CMMCOK BHOCATCA yUYeTHble JaHHble, a He NULO.
3ameuaHue!
3T0T Npouecc HeobpaTvm. KapTbl B UEPHOM CMUCKe HEBO3MOXHO pa3bnoknupoBatb, HO UX
MOXHO 3aMEHMTb.
BHeceHHble B UepHbI CMUCOK KapTbl HE NPeaoCcTaBNAOT AOCTyn. MonbiTka UCNONb30BaHKA
3TUX KapT PUKCHUpyeTca B hbakne ypHana, npu 3TOM CO34aeTCs TPEBOXHbIM CUrHan.
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P A<« Trrm< O B
« Main menu Marmne: IMusterfrau First name: I,qnja
Birth name: I
I Persons Personnel no.: I S5C41156 Date of birth: ITh 12{14/1995 3:
Employes 10 I Employee - Gender: IFemaIe vl
h Companies Campariy: I Test_Firma J Title: I
Car license No.: I Car2515132
H Frint bacges
(=] 10/20j2014
Card no.: I Readzr, , | >| f20f.
. Cards N :
2] Card no. | Application type PIN lock | Created on Last printed on | Mo. of prints | Code data
PN code
’ﬂ Blocking
Reason:
Group of
a[t=] persons Pt card o black list |

[naBHOe MeHto > [laHHble 0 nepcoHane > UepHbll CNUCOK

1. Bbibepute nuuo, MaeHTUPUKALMOHHAA KapTa KOTOPOro AO/KHa ObiTb NomelleHa B
UepHbIM CMUCOK.

2. Ecnv Bnagenbly KapTbl HA3HAUEHO HECKOMbKO KapT, BbIDEpPUTE HYXKHYIO KapTy B CMUCKe
N2 upeHTU(PUKALUOHHOW KapThbl.

3. B none Beoga MpuuMHa yKaxxute NpUUMHYy BHECEHWUSA 3TOM KapTbl B UEPHbIM CMUCOK.

4. HaxmuTe KHOMNKY BHeCTU 3Ty KapTy B UepHbIil CMUCOK.

5. TloaTBepanTe BHECEHWE B UEPHbIM CMIMCOK BO BCMN/bIBAOLLIEM OKHE.

KapTa HemMeaneHHO BHECEHA B YEPHbIM CMUCOK.

3ameuaHue!
BHeceHWe KapTbl B UePHbIM CMUCOK BNUAET Ha KapTbl, a He Ha BNagenbLeB KapT.
KapTbl TOro e Bnagenbla KapT, He BHECEHHbIE B UEPHbIM CMUCOK, He bnokupyroTca.
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25.8 OpHoBpeMeHHOe peAaKTUpPOBaHUE HECKONMbKUX NUL
Fpynna nuy
3 QA< e
« Main menu
Employee [D: |Employes -
1 Persons MName: |* until starting with,
First name: until starting with:
h Companies
Personnel number: until starting with
@ Print badges Company: until starting with:
Caid: until starting wiith
ks Walid are _Ij
FiM code Gender: -

Blockin
X o

=
E@ Blacklist

Department;
Cost center:

Number of records found: 2 I™ Show al
Name First hame Gender Pers. number |anat\nn |Enst urit Job title Company Card number Time model “Walid from Walid until
Musterfrau  Anja Female SC41156 Test_Fima
% o Mustermann | Max tdale 5c353000 SoftwareEntwickler | Test_Fima
authorizations
(E} Areas
& Change division
B e 4 | 2
i Wanted field to change: | =l
wianted action: I—L[
[pyroe ananorosoe oKHO MO3BONAET BbiOpaTh rpynny nuL, AnA KOTOPOW MOXHO onpenenuTb
rpynnoBble U3MeHeHUs. UToObl COXPaHUTb KOHTPONb Haf BbIOpaHHOM rpynnon nud,
nepeuyncnatoTCA NepBble AeCATb UL BMECTe C MMEHaMMU U peanbHbiMKU AaHHbIMU U3 Basbl
NaHHbIX (peanbHble JaHHble: €CNU B KauecTBe oTaena BbibpaHo "ST-AC", Torga, Hanpumep,
Oynet otobpaxkatbca "ST-ACS" u "ST-ACX"). Kpome Toro, otobpaxaetcsa HeCKONbKO NUL,
BblIOpaHHOM rpynnbl.
Mocne Bbibopa rpynnbl NUL MOXHO BblDpaTb cneaytolmMe 3anmcu:
- WMpeHTUdUKaTOp coTpyaHUKa
- Wma
- Wwma
—  TepcoHanbHbiM HOMEP
- KomnaHwuAa
- KapTta
- [aTa pencteus
- Tlon
- OTpen
- LleHTp 3atpar
—  Pe3epBHble nonsA, ecnu onpeaeneHsbl
3areM MOXHO BblOpaTbh BapuaHT U3MEHEHUA:
-  W3meHAemoe none
-  Tpebyemoe gencreue
—  Crapoe 3HaueHue
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25.8.1

- HoBoe 3HaueHue

Takum obpasom, 3afaHHble 3HaueHWs BBoAATCA B nons Crapoe 3HaueHue wiv HoBoe
3HaueHHue COOTBETCTBEHHO. Ecnu HaxaTb KHOMKY MPUMEHUTb U3MEHEHUA U NOATBEPAUTD
3anpoc 6e30nacHOCT NPUMEHUTb U3MEHEHUA ANA BCeX BbIOpaHHbIX NUL?, TO
COOTBETCTBYlOLLEE AeNCTBUE DyneT 3aBepLlleHo, T. €. J]aHHOe AUMAaNnoroBoe OKHO HEBO3MOXHO
MCnonb3oBaTh, MOKA BbIMONHAETCA AaHHOoe aelcTBue. [leNcTBUA, MHUUMUpPYEMble NoNAMMU C *1
no *4, BepoATHO, 3aMMYT DONblle BPEMEHU, UEM AEWUCTBUA, MHULUUPYEMbIE OCTaNbHbIMU
nonamu (6e3 3Be3nouku). Kpome Toro, paspelleHbl He BCe U3MeHeHWA. Hanpumep,
Tpebyemoe pelcTBUE HEBO3MOXHO CPaBHUTb C HOBOe 3HaueHue, Tak Kak BBeAEHHbIe
JaHHble He NpeobpasyoTcA cTaHdapTHbIM NPOAYKTOM. Take MOryT MeHATbCA nons Ctapoe
3HaueHue 1 HoBoe 3HaUeHUE COOTBETCTBEHHO.

prnnoable MOAHOMOUMUA

ABTOpU3aLMUA rpynnbl

QA< e

« Main menu

1 Persons
h Companiss
@ Prirt badges
Cards

PIM cade:
’n Blocking

=
E@ Blacklist

) Group of
a[l=] persons

=0
(i} Areas

Employee 1D Im
Mame; I’— urtil starting with: li
First name: I— until starting with: li
Personnel number. I— urtil starting with: li
Compary: I— uritil starting with: li
Card, I— until starting with li
Walid on lﬁ
Gender: Iﬁ
Department. I—
Cost center I—

Group authorizations

2 zelected persons Authorizations Filter: 141
Mame  [Fistname | Persormelno fsign  |ihdiaw  [Name  [MAC [T model | Division
Musterfrau  Anja SC41156 Mo Mo Door MAC Carnmar

Mustermann | Max 5933000

B anemeHTe MeHo [ABTOpU3auua rpynnbl] nogaep>KMBalTCA CneayolMe KpUuTepum nomcka:
-  WpeHTndukaTop coTpyaHUKA

- Mma

- Mma

—  TlepcoHanbHbI HOMEP

- KomnaHusa

- Kaprta

— [JaTa pencrauAa

- [Mon

- Otpgen

-  UeHTp 3arpar

—  Pe3epBHble NonA, eCnv onpeaeneHbl
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25.9

lMocne 3TOro B HUXXHEM UacTU JAaHHOTO AManoroBOro OKHa oTobpaXkaeTcAa CMMUCOK BCEX
BbIOpaHHbIX KL, (C haMUNUAMKU, UMEHAMU U MEPCOHanbHbIMW HoMepamu). CrnpaBa BHU3Y
nepeuvncnaoTCA BCe aBTOPU3aL MM C ONUCAHUEM aBTOPU3aL MM, MOAENN BPEMEHU U cTONOLaMu
[HasHauutb] v [AHHYnupoBaTtb]. Mpu OTKPLITUM CNUCKA aBTOpPMU3aL MK TeKyLLMe aBTopM3aLnm
He oToOparkatoTtcA, a B ctonbuax [HasHauutb] v [AHHYnupoBatb] npeasapuTenbHO 3a4aHo
«HeT». Tenepb MOXHO Ha3HauaTb OTAENbHbIE aBTOPU3aLMK, ABAXAbl HAXXMMas none B Nobom
M3 cTonbuos, utTobbl Npeobpasosartb 3an1ch "Het" B "[a" nnu HaobopoT. Mocne HaxaTunA
KHOMKKU "[pUMEHUTb U3MeHEHMA" BCe aBTOpPM3aLIMK, Ha3HAUEeHHble ¢ NnoMollbto Bbibopa "da",
nobaBnATCA ANA BCeX BblOPaHHbIX NULL UMW aHHYTMPYIOTCA, COOTBETCTBEHHO. Bce ocTanbHble
aBTOPM3aL MK AaHHbIX NUL, OCTaloTCA 6e3 M3MEHEHUM, TaK KaK 0ObIUHO Y BbIOpPaHHbIX NMULL He
OblBaeT MOMHOCTbIO MOEHTUUHbIX aBTOPU3aLMK.

U3meHeHUe noapasaeneHUa ANA COTPYAHUKOB

BBepeHue

U3meHeHHe noppasaeneHus — 370 3P PEKTUBHOE AMANOrOBOE OKHO, C MOMOLL b KOTOPOTO
MOXHO M3MEHWUTb NoapasaeneHre aAna HEKOTOPOro MHOXECTBA 3anucel COTPYAHUKOB B
cucteme.

3ameuaHue!
Mcnonb3ynte 3Ty PyHKLMIO C DONbLIOW OCTOPOXKHOCTbIO!
MN3meHeHWe noapasaeneHuna Ana 3anMcen cCoTpyaHUKOB MMEET AaneKko uaylimMe nocneacTems.

MpepBaputenbHblie TpeboBaHUA
Oneparop, U3MEHAKLWMUI NoapasaeneHue 4na 3annucel CoOTPYAHUKOB, JOMKEH UMETb
NMOMHOMOUMA Ha U3MEHEHMWE AaHHbIX 3TUX COTPYAHUKOB U COOTBETCTBYIOLLMX NoApasaeneHum.

MyTb K AMaNOroBomMy OKHY
[[naBHOe MeHI0 > [laHHble 0 nepcoHane > U3MeHuUTb noapaspeneHue

Mpoueanypa
1. B obnactv ®unbTp nuy BBEAUTE YCNOBKUA (PUNBTPALUU B OOGHOM UMY HECKONMbKUX
cnegyrowmx nonAax:

dunbTtp MpumeuaHus [ onucaHue

damununa BBeauTe oAMHOUHbIA CUMBON 3Be340UKKU (*), uTOOblI OXBaTUTL BCEX
COTPYAHWKOB, UK DyKBbl Be3 3Be3a0ueK.

Homep coTpygHuka |[lnA onpeneneHua guManasoHa 3HaueHUM UCMonb3ynTe oba nons.
ot/no

UpeHTudukaTtop BbibepuTe 13 cnucka.
coTpyaHuka (Tun
COTpYyAHHUKaA)

MoppaspeneHue Mocne HaxatTua KHOMKKU «[TpUMEeHWUTb PUNbTP» OyayT OTOOpaXKeHbI
TONbKO COTPYAHWKW AAaHHOIO NoApasfaeneHus.

KomnaHnusa BbibepuTe ooHy M3 OOCTYMHbIX KOMMNAHWUHN.

OTpen
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Homep kaptbl (or/ |[nA onpegeneHusa guanasoHa 3HAUYeHUW MCnonb3ynTe oba nons.
Bo)

2.  Haxmute NMpumMeHUTb UNBLTP.
B cnucke BbibpaHHble nuua otobpas3naTcaA BCce COTPYAHMKK, COOTBETCTBYOLWMNE DUNBTPY.
3.  YtobObl BHECTHU YTOUHEHMA B HAbop BbIOpaHHbIX COTPYOAHMKOB, LENKHUTE OOHY UMK
HECKO/bKO CTPOK B crn1cke BblOpaHHble nUua, a 3aTeM HaXKMWUTE KHOMKY Yaanutb. [nA
OQHOBPEMEHHOTO BbiDOpa HECKONMbKKX 3anncen ucnonb3ymnte knasuwm Ctrl u Shift.
- BHUMAHME! lMpexne uem NpodonxuTb, ybeautechb, uto cnucok BbibpaHHble nuua
COAEPXKUT TONbKO COTPYAHWUKOB, A8 KOTOPbIX Bbl XOTUTE U3MEHUTb NoApa3aeneHue.
4. B cnucke HoBoe noapa3sgeneHue BhibepuTe LeneBoe nogpasneneHue ana BbibpaHHbIX
COTPYAHMKOB.
5. Haxmute U3MeHUTb noapaspeneHue gna nuy,.
BCE coTpyaHWKK, nepeuncrieHHble B cnvcke BboibpaHHble nuya, OyayT nepemMelleHbl B
HoBoe noapasaeneHue.

MocnepcTBUA U3MEHEHUA NoapasaeneHus

CoOTpyAHUKH

— [lpaBa goctyna U KOHTPONb NyTH.

— CBA3M C npeabliaywmMmMu nogpasaeneHnemM yaanaroTcs.

— CBA3M C AaHHbiMK KaTeropuun «ObLLee» coxpaHsatTCA.
KomnaHuu

— CBA3M C KOMNaHUAMM NpeablayLlero nogpasageneHus yganatoTcs.

MocneacTeua uameHeHus noppasgenenusa «Obwee» Ha Apyroe noapasgeneHue
—  TpaBa gocCTyna U KOHTPOMb MyTH.

—  CsA3u c noapasgeneHnem «Obuiee» M HOBbIM MoApasaeneHMeM CoXpaHarTCA.
— CsA3W c ApyrMm nogpasgeneHuem yaansatoTcs.

MocnepcTBuA U3MeHEeHUA nogpasaeneHus Ha noapasaeneHne «Obuwee»
Bce cBA3K coxpaHAoTCA.

25.10 HacTtpo#ka obnactu onA COTPYAHUKOB UMUK TPAHCNOPTHbLIX
cCpeAcTB

BBepeHue

B aTOM paspene onucbiBaeTCA, Kak NepeHecTu 3aperncTpupoBaHHOE MeCTOMOMOXeHHe
Jepxartena KapTbl UMW ero aBToMoOMIA U3 oaHOM onpeaeneHHon obnactu B Apyryto. 3T1o
MOXeT noTpeboBaTbCA, eCNu AepxKaTenb KapTbl Nepenaet u3 oagHon obnactu B Apyryto 6es
CKaHWpOBaHMWA CBOEMN KapTbl. B TaKOM CUTyaLUMKU CUCTEMbI CO CTPOrMM 3aMpPeTomM NOBTOPHOMO
npoxopa ganee 6yayT oTKasbliBaTb AeprKaTento KapTbl B 4OCTyNe 40 Tex nop, noka
haKTMUecKoe 1 3aperucTpMpoBaHHOE MECTOMNONOXEHUA 3TOro AepKaTena KapTbl CHOBA He
HauHyT coBnagatb.

MpepBapuTenbHblie TpeboBaHUA

— B cucTeme onpeneneHbl U UCNONb3yOTCA 00NacTh KOHTponA AocTyna. [JokyMeHTaLu o CM.
Mo CChINKe HUXe.

— Onepartop ynonHOMOUEH U3MEHATb AaHHble AepXKaTensa KapThbl.

Mpouenypa M3MEeHEHUA MEeCTONOMNOXEHUA OTAENbHbIX AepKaTtenen KapT U aBTomobunei
MyTb K AUANOrOBOMY OKHY
naBHOe MeHto > [laHHble 0 nepcoHane > O6bnactu
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Bbibepute gepxxarens kapTbl U3 6asbl AaHHbIX 0ObIUHBIM 0OpasoMm.
2. BbibepuTe HOBOE MeCcTONonoXxeHue B cnucke MecTtononoxxeHue 1nu

3. BblbepuTe HOBOE MECTOMONOXEeHWE ANA aBTOMODWNA AepxKaTens KapTbl B CMUCKe
MecTonono>xeHue aBToMmobuns.

[

4. HaxmuTte ONA COXpaHeHUs.

Cm.
—  Hacrtporika obnactes koHTpona doctyna, CtpaHuuya 26

25.10.1 Mpouenypa U3SMeHEHUA MeCTONONOXXEHHUA BCeX AepxaTtenen KapT 1
aBTOMOOMneu
ITa npoueaypa MOXeT okasaTbcA HeoOXoAUMMOM, Hanpumep, Nocne 3BaKyaLUOHHbIX YUEHUN.
[nAa Bcex MecTonono)xeHwh yctaHaBnvBaetcA 3HaueHne HEUSBECTHO, utobbl mornu
BO300OHOBWTLCA MOHUTOPUHI NOCNEef0BaTENbHOCTM AOCTYNa M 3anpeT NOBTOPHOro Npoxoaa.
Mpoueaypa
MyTb K AUANOrOBOMY OKHY
[naBHoe MeHto > CUCTeMHble AaHHble > COpoc obnacTeit B HEU3BECTHOE MECTOMNONOXEeHUe
-  HaxmuTe YcTaHOBUTb 3HAaUeHUA obnacteu AnNA Bcex NPUCYTCTBYIOLUX NUL B
«HEU3BECTHO».
nMnu
-  HaxmuTe YcTtaHOBUTb 3HaueHusa obnactei anAa Bcex 1/c B <tHEU3BECTHO».
25.11 HacTtpo#ka u neuatb hopm AnA AaHHbIX O NepcoHane
0630p
B okHe ®@opMbl MOXXHO HACTPOUTb hopMbl ANA NeyaTh AaHHbIX AepxKaTena KapTbl U3 6a3bl
OaHHbIX. 3Ta PYHKUMA MOXKeT noTpeboBaTbCA B COOTBETCTBMU C MECTHbIM 3aKOHOAATENBCTBOM
B 0b6nactv KoHMAEHUNANbHOCTU AaHHbIX.
MpeaycmoTpeHbl WabnoHbl PopM. ITH WaBNoHbl MOXKHO 3KCNopTUpoBaTb Kak HTML-darnsbl,
HaCTPOWUTb B COOTBETCTBMMU C TpebOBaHUAMM, a 3aTeM 0OpaTHO MMMNOPTUPOBATL ANA
MCMNONb30BaHUA B AMCMNETUEPE AMANOTOBbIX OKOH.
CospanTe aK3eMnnAp U pacneuartante popmMy U3 AManoroeoro okHa flaHHble nepcoHana >
Meuatb 6enpxen.
MyTb K AUANOTrOBOMY OKHY
— [naBHoe meHto AMS > KoHdburypauusa > Mapametpbl > dopmbl
Hactpoiika chopmbli
1. B pauanoroBom okHe Popmbl, cnvcok [loctynHblie hopMbl, BbibepuTe WabnoH, KOTOPbIX
TpebyeTcA HacTpouTb. Kak npaBuno, ato wabnoH AllPersonalData EN, CO BCEMMU
NONAMM NUUHbIX JAHHbIX B 0a3e JaHHbIX.
2. HaxmuTe dKcnopT, uToObl COXpPaHWUTb POPMY B CcUCTEME KaK HoBbIM HTML-cdpann.
3. C nomoubto peaaktopa HTML HacTpomTe HTML-thain B COOTBETCTBMU CO CBOUMM
TpeboBaHUAMM.
4. B pguanoroBom okHe @opmbl HaxXMUTe BCTaBUTb, UTOObI MMNOPTUPOBATb HACTPOEHHbIM
HTML-cbain B gMcneTuep AManoroBbiX OKOH.
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- (OononHuTenbHo) Ecnu cdhopma gonyctumMa TONbKO AN KOHKPETHOTO
noppasaeneHun, Bbibepute nogpasgeneHve AnA HOBOro anemMeHTa B ctonbue
MoppaspeneHue.

- (JononHutenbHo) Haxkmute MpepBapUTenbHbIi NPOCMOTP, UTOObLI NPOCMOTPETL
hopMy C HecosgaHHbIMUW 3K3eMNNApaMuK B cpeactse npocmotpa HTML.

- (JononHuuTtenbHo) HaxkmuTe YAanuTb, uTobbl yaanutb hopMy U3 CrivcKa.

Co3paHue 3K3eMnnApa U neyatb hopmMbl
1. B aucnetuepe AManoroBblX OKOH nepenaute

FnaBHoe MeHto AMS > [laHHble nepcoHana > MeuaTb Genpxen
3arpysuTte HyXHYIO 3anucb 0 nepcoHane B hopmy.

Bbibepute hopmy B cnucke Popma.

Haxxmute Meuatb chopmbl.

P on

—  Cospaetcs ak3eMnnAp popMbl C AaHHbIMK BbIOpaHHOM 3anMcKu O nepcoHane u
oTNpaBnAeTcA Ha BbIOpaHHbIA MPUHTEP.
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26

26.1

YnpaBneHue noceTUTenamMu

MoceTntenu uMerT 0CcobbIM CcTaTyC B CUCTEME yNnpaBfeHWA AOCTYNOM. [JaHHble O HUX XPaHATCA
OTAENbHO OT NepCoOHanbHbIX AaHHbIX. [TO3TOMY faHHble O NMOCETUTENAX TaKXe CO34akTCA U
O6pa6aTbIBaI'OTCF| B OTAENTbHbIX ANANOroBbiX OKHaXx.

JlaHHble 0 noceTUTenax

BBeneHue

Cuctema nogaep>XMBaeT ObICTpoe U NPOCToe aAMUHUCTPUPOBAHUE AaHHbIX O MOCETUTENAX.

[nA y>xe U3BECTHbIX MOCETUTENEN MOXHO BBECTU AaHHble MU Ha3HAUWTb aBTOPU3aL MM AOCTYyNa

00 NpubbiTMA caMux nocetTuTenen. Mocne NpubbLITUA NOCETUTENA OCTaeTCA TONbKO Ha3HauUUTb

KapTy. B KOoHLe nocelleHu1na, Korga KapTa Bo3BpallaeTcs, CBA3b UAEHTUMUKALMOHHON KapTbl C

OaHHbIM NULOM CHOBA yganaeTcs, a aBTopu3auMu 4OCTyna aBTOMaTUUECKU aHHYNUPYOTCA.

Ecnu gaHHble 0 NoceTUTene He yganeHbl NONb30BaTeNeM, 3TO CAenaeT cUcTeMa Mo UCTeUeHUHU

HACTPOEHHOTO NPOMEXYTKa BpeMeHW (3HaueHue Mo yMmonuaHuio = 6 MecALleB) nocne

nocneaHero Bo3BpalleHnsa MAEHTUPUKALMOHHOW KapThbl.

CyliecTByeT ABa AMANOroBbiX OKHA ANA ynpaBneHUA BHELWHWMW NOCETUTENAMM.

— [OwmanoroBoe okHO lNMoceTuTenu Mcnonb3yeTca ANA BBOAA AAHHbIX O MOCETUTENAX U
HasHaueHWW aBTOPM3aLIMI AOCTyNna NoceTuTenen.

— [OwnanoroBoe okHO KapTbl noceTutenen npMMeHseTCs ANA ynpaBneHWa peructpaumen m
yaaneHnem KapT NoceTuTenen.

AuanoroBoe okHO: "MoceTutenu"

CraTtyc noceTutenen CTporo oTnMuaeTca oT cratyca ApPYrux nuu. MosaToMy MX AaHHble
obpabatbiBaloTCA B OTAENbHOM AMANOroBOM OKHe. J1nla, KOTopble MOEHTUMULMPYHOTCA KaK
noceTuTenb, HeMb3A CO3[aTb B AMaNoroBoM okHe JNinua. Kpome Toro, ¢ 3ToM Lenblo B JaHHOM
[VanoroBOM OKHe ANA HUX HeNb3A 3aperncTpupoBaTb UAEHTUMUKALMOHHbIE KapThl.

Kpome npouero, B auanorosom okHe MoceTutenu oTcyTtcTayeT none ssona UaeHtudukarop
coTpyaHMuKa. Tak Kak Ana nocetuTenen ecTb otaenbHas Tabnuua 6asbl AaHHbIX, NMUA,
CO37aHHble B ONUCAHHOM 3[eCb JMaNOrOBOM OKHEe, aBTOMaTUUECKU UOEHTUDULMPYIOTCA KakK
noceTuTenu. 3To 03HayaeT, UTo 30eCb MOXKHO CO3[aTb TONbKO noceTutene. COOTBETCTBEHHO,
B 3TOM [MaNioroBOM OKHe MpeayCMOTPEeH BbIOOP TONMbKO M3 COOTBETCTBYHLLEN TabnuLbl 6asbl
NaHHbIX. M HA0bOPOT, BCe 3aperucTpupoBaHHble B CUCTEME NKLLA MOXKHO BblOWpaTb B Apyrux
[ManoroBbiX OKHax C NepCcoHanbHbIMKW AaHHbIMUK, HO UX HE BCerga MOXHO MCMonb3oBaTh AnA
nocetutenen (guanorosoe okHo Kaptbl).

[o npubbITUA MOCeTUTENA B CUCTEMY MOXHO MOMHOCTbK MMM UACTUUHO BBECTU M3BECTHbIE
NaHHble 0 nocetuTene. 31o obecneurBaeT MUMHUMYM BPEMEHU OXKUOAHUA ANA TeX
noceTutenew, AN KOTOPbIX AaHHbIE YyXKe 3anucaHbl.
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A A« « T B <O -
. — ) - Official pass
« Main menu Last name:  Wisitor11 Firstname:  Firstname11
Birth name: Date of birth:  Tu 03/16/1876 2 © Passport
_— () Driver's licence
oL Street, no: Zip code J City: ) Identity card
Phone: () other:
% GELTES Car license MNo.:
Employee ID: | yigitor - Company: MNumber:
Card no.: Reader.. ﬂ
Additional data | Authorizations | Form/Photo | Signature |
Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM = Expected departure: s
Date of arrival: . Date of departure: =
Visited person: E] ] Extended door opening time
Location:
Card no. Application type PIM lock Collecting date  Code data Read card ... Ll

Withdraw card

B nonAx BBOAa HMXe MOXHO yKa3aTb NPUUMHY MOCelleHUA, MeCcTononoXeHue, noceljaemoe
nocetutenem, v NMpumeuanume.

Ecnv pelweHo BBOAUTb AaHHble B MONAX Npepnonaraemoe npubbiTve 1 npeanonaraemoe
ybbiTHe, yKa3aHHble AaThl TaKKe MOABATCA B NONAX AeMCTBUTENbHO C U O0.
CooTBeTCTBYIOLLME AaTbl BBOAATCA CMCTEMOM B nonAax Jata npubbiTua 1 daTta yobiTUA, Korga
JlaHHble O NoCeTUTeNe COOTBETCTBYHLMM 00pa3oM Ha3HauaTCA MAEHTUPUKALMOHHON KapTe
NoceTUTENs U U3BMEKAKOTCA U3 Hee.

Kak 1 B AManorosom okHe KapTbl, MOXXHO Ha3HaUWTb NOCETUTENAM "pacliMpeHHoe BpeMs
OTKPbITUA ABepen", uTobbl 0bnerunTb 4OCTYN, HanpuUMep, ANA NUL C OrpaHUUEHHbIMU
PU3NUECKUMMU BO3IMOMKHOCTAMM.
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Access profils: | | [~ Keep authorizations assigned
Assigned access authorization Available access authorizations Filker: I oj 0o

Hame [mac Time model | alid from Wald unti Hame [mac [ 7ime madel [ oivision
Hl
=
(3 |
= |

41 | |
Walid from: 3: until: I 3: I
Time model: I(wwthuut time model) : j T Tour moritaring -
Card no. IAppIication bype | PIN lack ICreated an ILast printed on Mo, of prints | Code data | Read card ... j
Canfiscate card

Registerad: = |Blacked: 9 [Mo authorizations: B |Last access: [Pegasys: = |
[Boschrdr Common  [1of 1 changed [10/20/2014 03:15:33 PM | 55

B none guanoroBoro okHa HasHauuTb aBTOPU3aLUIO MOXKXHO BblOpaTh CyLLECTBYOLLUK
npodunb NOCeTUTENA B CMMUCKe BblbOpa C TEM e UMeHeM WNnu BblbpaTb OTAeNbHbIE
aBTOpM3aUMM fOCTyna B NpaBoM cnucke [JocTynHble aBTOPU3aLUMKU AOCTyNa U NEPEHECTH UX B
neBblM cnucok HazHaueHHble aBTOpPU3aLMKU AoCTyna.

B aTOM granoroBoM oKHe MOXHO BblIOMpaTb TONbKO NPOUIKU AOCTYNa, NOMEUEHHble KaK
"Mpodunu nocetutenen". Tak MOXHO M30exaTb TOro, UTO NOCETUTENM MONAyyaT AOCTYN K
cneunanbHbiM obnactam B pesynbTaTe Ha3HaueHUA obLWMx aBTopU3aLmi.

[na Kaxnow aBToOpM3alMM TaKXKe MOXHO Ha3HAUMTb NPOBEPKY aBTOpU3aLMi JOCTyna.

Ecnu npu cunTbiBaHWMM KapTbl BO3HMKNA OLWKMOKA, HOMEP MAEHTUMDUKALMOHHOW KapTbl TaKXe
MOXHO BBECTW BPYUHYto. TeKyllasa AaTta O4HOBPEMEHHO COXPaHAETCA KaK Aara NnpubbITuA.
MNMocne 3aBepLlleHUA BU3UTA NOCETUTENb BO3BPALLAET CBOIO UAEHTUMDUKALMOHHYO KapTy. [Toka
OCYLLeCTBNAETCA CUUTbIBAaHWE WOEHTUDUKALMOHHOM KapThl UMM PYYHON BBOA €e HoMepa,
BbliOMpaeTcA cBA3aHHOE NMULO U Ha 3KpaHe oTobpakatoTcA AaHHbIe O HEM.

Onepatop NoATBePXKAAET BO3BPaAT KapTbl. ConoctaBneHue Mexay UAeHTUDUKALUOHHOW
KapTOMW W MoceTUTenem yaanaeTca npy nomMolmM KHonku U3baTb KapTy. [lata v BpeMs 3Toro
[EeWCTBUA COXpaHAOTCA Kak Aata yobiTuA.

OuanoroBoe okHo: "KapTbl nocetutrenen"

HekoTopble KapTbl B CUCTEME 3ape3epBUPOBaHbl Kak KapTbl NoceTuTenen. Kak npaeuno, kaprta
NoceTUTENA Ha3HAYaeTCA NPMUXOAALLEMY NOCETUTENIO U BO3BpPALLAETCA, KOTAa OH yXO4MUT.
lMocne aToro KapTy MOXHO MCMOMb30BaTb NOBTOPHO. YTOObI Takyto KapTy MOXHO Obino
Ha3HauWTb NOCEeTUTENO, ee HeOBXOAMMO 3aperMcTpUpPoBaTb Kak KapTy NOCeTUTENA B 3TOM
[VanoroBOM OKHe:

3ameuaHue!
Kak npaBuno, naeHTMUKaLMOHHbIE KapTbl MOCETUTENEN co3aatoTca 6e3 UMeH u
doTorpadpui, UToObl UX MOXHO DObINO MCNONb30BaTh MOBTOPHO.
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< o Division:

+ Main menu Reqister card

@ Yisitors

| Register card i 3 |

rDereqgister card

Read card I 3 | Card no.: I
Delete card I Last name: I
First name: I
Drake of birkh: I j
Show list 52

HaxxmunTe KHoNKy Perucrpauua uaeHTM(PUKaLUOHHOW KapTbl, UTOObI BbIMOMHWUTb
perucrpaumio.
3atem MCNONb3YyKTCA ONMUCaHHbIE paHee AaHHble NMpoueaypbl BBOAA (CM. pasnenbl nuu,a n
MAEHTM(bMKaU,VIOHHbIe KapTbl B rMaBe nepcouanbuble AaHHble) C HOMepOoM
MOEHTUPUKALMOHHON KapTbl ANA 0OHapyXeHUA MAEHTUMDUKALMOHHOW KapTbl. 3TO NO3BONAET
cUcTeEMe pacno3HaBaTb TaKyk UAEHTUMUKALMOHHYIO KapTy Kak KapTy nocetutens v
NMPUMEHATb €€ B paMKaX obnactu ,D,el\/'ICTBI/IH NMOKa3aHHbIX HWXe ONaNnoroBblX OKOH.

<= = Hide list |

Card no, Inuse Marme Firsk narne Usage type Division

UToObl YCKOPUTb HAa3HaueHWe MOEHTUUKALMOHHBIX KapT NoceTuTenemn, pekoMmeHayerca
NPOCKaHMPOBATb BCE CYLLIECTBYIOLWME UAEHTUPUKALMOHHbIE KapTbl, UTOObI UX MOXHO ObIfO
Ha3HAUMTb COOTBETCTBYIOLWMM NOCETUTENAM B CreaylolWemM AManoroBoM OKHe.

B KOHLe BM3WTa NOCETUTENb BO3BpPAaLLAeT CBOK MOEHTUMDUKALMOHHYO KapTy. Mpu
CKaHUPOBAHWK ero MAeHTUUKALMOHHOW KapTbl B AMANOroBOM CUMTbiBaTene Wnu npuv BBoAe
HOMepa WAEHTUMUKALUMOHHON KapThl BbIOMPaeTca NUL0, KOTOPOMY Ha3HaueHa JaHHaA KapTa,
M Ha aKpaHe oTobparkaloTcs ero AaHHble. [CBeaeHUA 0 BBOAEe HOMEPOB UOEHTUPUKALMOHHbIX
KapT BPYUHYIO 1 Nnepexone Ha UCNoNb30BaHWe cuuTbiBaTenen cM. B pasaenax [juanoroesoe
okHo: "KapTtbl" v [uanorosoe okHo: "Mocetutrenu”.] MNonb3oBartenb NoATBEPXKOAET BO3BpaT
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MOEHTUUKALMOHHOM KapTbl. CBA3b Mexay UAEHTUDUKALUOHHON KapTOM U MepcoHanbHbIMU
OAHHbIMUW NOCETUTENA yOanseTcA Npuv NOMOLLM KHOMKKU. Tekyllas gata CoxpaHfaeTcA Kak aarta
ybbiTHA.

MeuaTb WabnoHa noceTutenna

Ha naHenu MHCTPYyMEHTOB AManoroBoro okHa NMoceTutenu ectb 4ONONHUTENbHAA KHOMKA

ONnA neuvatu cepTudumkarta nocetutens. Cpeau nNpoyero, nULo, NpUHUMatoLLee
NoCeTUTENSA, MOXET C MOMOLLBI AAaHHOIO cepTUdMKaTa NOCETUTENA NOATBEPANUTDL (DaKT U
BpemMsA npubbiTA 1 yObiTUA noceTutens.
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Visitor pass
First- and lasname Comgany
Steven Visitor
[0  Pproctof sutnerty Reglstration plate
for plant area
Pass2d card
Contact person Pnone Department
Reason of visit Visit appaintment
|:| Yes [] Mo

Type of afficia Number af afMcal document
Passport

BCCEPT the t2rms
and conmiions gvereal

Locagon, dale Sign of visllor

denty card with photo seen 7 To complete from visihed persan

[ ve= [ we Artual at

Departurz at
Sign of plant pratective force To sign on visied person
-
26.2 3aaep)XaBLWIKUMUCA NOCETUTENDb

B npencraBneHnn 3apep)KaBLIMKACA NOCETUTENb ONepaTop MOXKET NPOBEPUTL

MeCTOHaxO0XAeHWe NoceTUTenen B NOMeLEHUAX U y3HaTb, 3a4epXKanucb M OHU MO3XKe

3annaHMpPOBaHHOIO BPEMEHM yxoaa.

—  [Onsa npocmoTtpa HTML-cTpaHuLbl aBTOPM30BaHHbIM OnepaTopaM HY>KHO HaCTPOUTb CBOIO
CCbINIKY Ha HauanbHOM 3KpaHe.
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—  MOXHO co3aaTb TPEBOXHbIW TpUrrep B BIS ¢ akTMBauuen no cooblueHuto
3apeprkaBLUMICA NOCETUTENb. 3aTeM TpUrrep MoxeT oTKpbliTb HTML-cTpaHuuy ¢
OaHHbIMMK O MOCeTUTEeNAX.

Huxxe nepeuncneHbl cobbITUA, Beayliue K NOABNEHUI0 coobleHunna "3aaepxaBLlUMACA
nocerurenb".

Mpu Ha3HaUeHWK KapTbl MOCETUTENIO OMNepaTop YKasbliBaeT oXuaaemoe BpeMs yobiTusa. Koroa
BU3WT 3aKaHUMBAETCA, MOCETUTENb BO3BpaLlaeT KapTy Ha CTOMKY perucrpauuu, raoe onepartop
OTMEHfET ee.

TakXe Ha BbIXo[e ANfA NOCeTUTENEeN MOXHO YCTaHOBUTb MOTOPU3UPOBAHHbIN CUUTbIBATENb
KapT M HaCTPOWUTb €ro Tak, UTobbl OH 3afepXKnBan KapTy NOCETUTENA, KOrda ToT NokuaaeT
TeppUTOpHUIO.

Ecnu nocetuTenb He BO3BpallaeT KapTy 0 3apaHee OroBOPEHHOr0 BPEMEHU BbiXxoda, CMCTEMA
co3gaet cooblieHre 3aaep)KaBLIUKACA NOCETUTENb HE3ABUMCUMO OT TOTO, Ha TEPPUTOPUU NK
elle noceTuTensb.

MpoBepKa KapT, KOTOPble He BEPHYNX BOBPEMS, BbINMONHAETCA C ONpeaeneHHoON 4acToTon
(Hanpumep, Kaxayro MUHYTY). CoobluleHre 3apep)KaBLUMKWCA NOCETUTENb CO34aeTcA npu
KaXkgoW npoBepKe, Noka KapTta He OyaeT Bo3BpalleHa. MIHTepBan NpoBepKKU MOXHO HAaCTPOUTb
B peecTpe cepBepa B pasfene HKLM\Software\Micos\SPS\Default\VLDP\Interval

3ameuaHue!
CDyHKLI,MPO CO30aHNA TaKoro COO6LL|,eHVIF| MOXHO OTKNKOUNUTb B peecTpe cepBepa B pasgene
HKLM\Software\Micos\SPS\Default\VLDP\Active

3Ta PyHKUMUA NO3BONAET KNUEHTY 0OHAPYXWUTb NOCETUTENEN, KOTOPbIE HE BCTPETU/TUCH C

Ha3HAUEHHbIM CMeLrMannucToM, He BEPHYNUCh B MPUEMHYIO U He MOKUHYNKU 00beKT nocne

BCTPEeUM CO Crneunanmctom B OTBeAeHHOe BpeMsA.

[fpoBepsaeTcA cnepytoulee:

— B KaKoW 30He oObeKTa B NOCNeAHWI pa3 MCNonb3oBanacb MeTKa AoCTyna noceTutens B
30aHue;

—  BEPHYN NY NOCeTUTENb METKY AOCTyNa B 34aHKWe;

- BEPHYN N1 NoceTuTenb MeTKY AOCTyNna Ha TEPPUTOPUIO OANA aBTOMOGMHFl, ecnu
NPUMEHUMO.

Co3zparoTca oTueThbl 3aaep)KaBLUMKCA NOceTUTENb 1 3aaep)KaBLUUACA aBTOMOOUND.

Ecnu meTKka He BO3BpallleHa, B OTUeT "3afeprKaBLUMNCA NOCETUTENbL" MOXHO BKMHOUWUTb

MHOPMaLMIO O TEKYLLEM PACMONOXEHUN METKHU.

CtaTyc nocetuTens oTobpakaeTcA Ha Beb-canWTe C MOMOLLb LBETHbIX MOMOC.

— 3eneHan: NOCETUTENb BEPHYN BCE KAPTOUKK AOCTyna.

—  XKenTtasa: BM3UT elle He 3aBeplleH, OTBeAeHHOe ANA NOoCelleHWs BPeMA He UCTEKNO.

—  KpacHasna: BU3WT ellle He 3aBepLUEH, a OTBeAeHHOe ANnA NoceleHnA BPpeMsa UCTEKNO, TO
ecTb NMoceTutenb onasgbiBaer.
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Datei Bearbeiten Ansicht Cheonik Lesezeichen Extras Hilfe - olIElR
Time Account Manage.. X | B ResTClient X | ﬂmmm_ ¥ Time Account Manage.. * | hitpe//172... kingBalance RJ' hitpe//172...torsToolate X "\"!-
€ @17218019 VisitorsTooLate e B- coogl P AR =

_ shopping | Mac [ Citrix Receiver [E) Citrix Access Gateway ... [F] BOSI-ENG Issue Tracki... [EJ Google I LE0 O] Puraisignt | | BASTA || Community || Nachrichten || BOSCH »

¥ Show returned | Vehicle search: AC
o ; Refresh (in 10s)
LI Too late only ¥ No date
Fritz Mustermann Arr. 15.07.2014 08:21:00'000
Dep. 10:22:00 exp. Vehicle
over 1 d/23h 58'31 Dur. 1 d/23h 59'31 Last area Zone A
Test Visitor Test Visitor Aur. 16.07.2014 14:55:00'000
B Dep.  09:04:54 Vehicle
! 6???:2?: 15h 04'54 Dur.  16h09'54 Last area AUSSEN
Malmendier Walter Arr. 16.07.2014 14:52:00'000
1 Dep.  00:00:00 exp. Vehicle AC-WM-1234
over 10h 20'31 Dur. 17h 28'31 Last area
Cibis Roman Arr. 16.07.2014 14:53:00'000
Dep. 02:00:00 exp. Vehicle AC-CC-1010
over 8h 2031 Dur. 17h 27'31 Last area
Nettelbeck Ulrike Arr. 17.07.2014 07:39:00'000
Dep.  00:00:00 exp. Vehicle AC-UN-4646
still 13h 39'28 Dur. 41'31 Last area

CTpaHuua aBToMatuueckn obHoenserca Kaxable 30 cekyHa. Bpema obHoBneHuA
HacTpauBaeTcs Ha Beb-cTpaHuue. Kpome Toro, npeacraBneHune orneparopa MOXHO
CKOPPEeKTUpOBaTh C MoMoLbio punbTpos Moka3aTb Bo3BpaLweHHble, TONbKO
3apepxaswueca 1 NMouck asBTomobunsa.
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27
27.1

YnpaBneHue aBTOCTOAHKaAMH
MpocpoueHHana napKoBKa

ITa pyHKUMA NO3BONAET onepaTopy BbINONHATL CleaytolMe 4eNCTBUA:

—  obHapyeHWe aBTOMODOMNEN C MPOCPOUEHHON NAPKOBKOW;

—  oTObpakeHWe HapyleHWH B TepPMUHANax CUCTEMbI YNPaBNeHUA NapKOBKOMU;

—  ynpaBneHWe BPYUHYIO paspelleHnem Ha Bble3n aBTOMOOKUNA C MPOCPOUEHHOM
NapKOBKOMW;

—  Be[eHMWe XypHana HapylleHUH;

-  npoBepkKa aBTOMOOWMIEN C NPOCPOUYEHHON MAPKOBKOM Ha BbIOpPaAHHbIX CUMTbIBATENAX;

—  WCK/OUEHUe onpeaeneHHbIX N1l U3 NPOBEPKU MPOCPOUYEHHbIX MapPKOBOK.

3Ta PyHKUMA YNpaBneHWA NapKOBKOM No3BONAET MAEHTU(HLMPOBATb NONb30oBaTeNen,

OCTaBNAOLWMX CBOW aBTOMODOW/Ib Ha MapKOBKe B TeueHuWe 24 yacoB 4 bonee.

o UCTeUEHUHM YCTAaHOBNEHHOIO MaKCMManbHOro nepuoaa wnarbaym He OTKpPoeTCA gaxke

nocne npeabABNeHUA KapTbl, BbiexaTb OyoeT HEBO3MOXHO. Ha pabounx cTaHUMAX onepartopa

aBTOCTOSIHKM MoABnseTcs coobueHue. OnepaTop AOMKEH NPUHATL 3TO coobleHue, nocne

yero Ha 3KpaH aBTOMAaTMUECKW BbIBOAWUTCA BUAEOM300paXkeHe COOTBETCTBYHOLLErO Bbixoda B

peanbHOM BpemeHu. OnepaTtop BUAMT HOMepP TenedoHa BbIXO4a U MOXKET HaNpAMYHo

CBA3aTbCA C BOAWUTENEM.

CBf3aBLUWCb C BOAWTENEM U MPOBEPUB BCe OOCTOATENBCTBA, ONEPATOP MOXET BPYUHY!O,

MCNonb3ys UHTepdeNC cUcTeMbl, MOAHATL WNarbaym, oAHAKO B 3TOM cryyae Heobxoaumo

nobaBuUTb NpumevaHue. MHUMOEHT ByaeT 3anucaH C yKkasaHUMeM BPeMeHU BXo[a, BPEMEHMU

BbIXOAA U KOMMEHTapHUeM.

" Authorizations I Other data I Pegasys Parking

v Check overstayed parking

Mo. of violations: IU Report, ..

Credits: |0 :ll Bookings.. .

=]

OOHapy>xeHue U 00paboTKa NpocpoUeHHbIX MAPKOBOK

CucTema perMcTpupyeTt BpemMs Bbe3ga M Bble3ga Kaaoro aBToMobOuMA, Noka BCA cUcTemMa

noakntoueHa K cetu. Ecnu LAC oTknoueH, oH DyaeT paspeluatb MK 3anpeliatb Bbess ¢

YUYETOM XPaHMUMbIX AaHHbIX.

-  Ecnu BoguTenb ocBobOXAeH OT MPOBEPOK Ha NpeaMeT NPOoCpoYeHHOW napkoBku, MAC
No3BONMUT eMy BblexaTb uepes wnarbaym B ntobom cnyuae.

- Ecnv Boautenb He ocBoboOXAEH OT TaKOW NMPOBEPKU, BpeMSA Bble3fa CpaBHUBAETCA C
nocnegHMm 3adpMKCUpPOBAHHbIM BPEMEHEM Bbe3da aBToMoOMNA.
—  Ecnv coBOKynHas NpoaonKUTeNnbHOCTb NpebbiBaHWA He NpeBblaeT 4ONYyCTUMbIN

MaKCUMYM, aBTOMOOUb CMOXET MOKUHYTb aBTOCTOAHKY.
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- B npotnBHOM cnyuae Lunar6ayM OCTaHEeTCA 3aKpbIT U BOOAUTEN IO n0Tpe6yeTcs=|
CBA3aTbCA C AUCNEeTYEPOM aBTOCTOAHKMU, uyTOoObI OTKpPbITb u.lnar6ay|v| BPYUHYIO.

CTaTUCTUKa NPOCPOUEHHOW NAaPKOBKHU
3Ta PyHKLUMA NO3BONAET y3HATb, CKONbKO aBTOMOOUNEN C MPOCPOUEHHOW NAapKOBKOW B
HacToslee BpeMA HaxXoAMUTCA Ha aBTOCTOAHKeE.

27.2 NMapKoBOUHbIE TaNOHbI

C nomolLbto 3TON PYHKLUM KNUEHT MOXET BblAaBaTb MHOTOpa30Bble NapKOBOUHbIE TaNoOHbl,
[JaroliMe NpaBo Ha onpeaeneHHoe KONMMUeCcTBO NapKoOBOK (HacTpauBaeTcs B CUCTEME).
ABTOPM30BaHHbIW MNONb30BaTeNb NOMyYaeT NapPKOBOUYHbBIM TaOH, KOTOPbIM MO3BOMAET eMy
Nonb30BaTbCA OAHOW U3 pa3pelleHHbIX aBTOMOOWIbHbIX CTOAHOK.

Mpexae uem NpenocTaBUTb A4OCTYN K aBTOMODOWNbHOM CTOAHKE, CUCTEMA NPOBEpPAET, ocTanach

NW Ha TanoHe xoTA Obl oAHa NapKoOBOUHaA npoueaypa.

— B aTOM cnyuyae BblgaeTcA paspelleHre Ha AOCTyM, a UUCNO paspelleHHbIX NapKoBOK Mo
TanoHY YMEHbLUAETCA Ha OfMH.

- B npotuBHOM cnyuae B gocTyne byaeT oTKasaHo.

Mpu NpMbbLITUM Ha aBTOMODOMNBHYIO NapPKOBKY onpeaenaeTcs BpeMeHHOW UHTepBan, B TeueHue

KOTOPOTro Bnagenel TanoHa Mo)eT becrnpensaTCTBEHHO NonagaTh Ha CTOAHKY M NoKuaaTth ee.

ITOT UHTEPBaN Mo NPOAONXUTENBHOCTU COBMAaAAET C MAKCMManbHbIM NeEPUOAOM MapKoBKK (Mo

ymonuaHuio — 24 vaca).

MapKOBOUHbIN TaNOH AaeT NPaBo Ha UCMNONb30BaHUe NObIX pa3pelleHHbIX NapKOBOUHbBIX 30H

B TeueHune 1 aHA (24 uvaca). B TeueHMe 3TOro BPEMEHU MOXHO MEHSATb NMapKOBOUHYH 30HY U

CTOAHKY.

—  Ecnu Bnagenel TanoHa Ha HECKOMbKO MapKOBOK MPEBbICUT MaKCMManbHbIM Nepuos
NapKOBKMW, UNCNO AOCTYMHbIX MAPKOBOK MO TanNoHY YMEHbLIMTCA COOTBETCTBEHHO. Uncno
OOCTYMHbIX MAPKOBOK MOXET CcTaTb OTpuuaTenbHbiM! B aToM cnyyae AencTBYET TO Xe
npaBuo, UTo U NPU NPEBbILIEHWN OOMNYCTUMOrO NepuoAa NapKoBKW: paspelleHne Ha
BbIXO4 NPEeAOCTaBNAETCA BPYUHYHO, MHUMAEHT OUKCUPYETCA B XKypHarne.

—  Ecnu Bnageneu TanoHa Ha HECKOMbKO MapKOBOK MPEBbLICUT NepBoHauanbHbIM Nepuoa
NapkKoBKK (Hanpumep, 3aedeT Ha CTOAHKY U NMOKWHET ee HECKO/bKO pas), He npeBblllas
MaKCMManbHbIM paspelleHHblIi nepuon NapKoBKW, UMCNO AOCTYMHbIX NAPKOBOK MO TanoHy
yMeHbLKUTCA Ha 1, Bbixoa Oynert paspellueH.

AOMUHUCTPUPOBaHUE NAaPKOBOUYHbIX KPEAUTOB NO TaloOHaM

[OoCTynHble MO TanoHY HECKOMNbKO NMapKOBOK COXpaHAlTCcA B 6ase AaHHbIX Ha UMA
COOTBETCTBYIOLLEro nuua. B none BBoga AaHHbIX MapKkoBOUHble KpeauTbl B 4MaNOrOBOM OKHe
KapTbl NoKa3aHo TeKylllee 3HaueH1e, KOTOpoe MOXHO pefdakTupoBaTb. [llobble M3MeHeHus,
BHOCHMbIe B 3TO NOJNe, PEFMCTPUPYIOTCA B XKypHane u CoXpaHsatoTcA B ba3e faHHbIX.
MapKOBOUHbIE KPeauUTbl MOXXHO peaakTUpPoBaTb, TONbKO €C/M y onepatopa ecTb crneuunanbHoe
pa3spelleHue Ha BbINONHEHWE EeWCTBUIN B MaNoroBOM OKHe KapT (cm. pa3gen PaspeweHue
ONA AManoroBoro okHa B BIS kKoHdurypatope).

Takoe e crneuyuanbHoe paspelleHue TpebdyeTcA AN UCMOMb30BaHUA AUANOrOBOro OKHa
rpynnoBbIX AAHHbBIX B 3TUX LiENAX.

3ameuaHue!

Y ogHOro aepykatens KapT MOXeT ObITb HECKONbKO KapT. [JOCTyNHble NapKOBKW COXPaHATCA
C MPUBA3KOMN K onpeaeneHHoOMy NuLy, NO3TOMY NPWU CMeHe KapTbl He BO3HUKHET npobnemsbl
YUEeTOM MapKOBOK.
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MpepoctaBneHnMe TaNnOHOB HA HECKONbKO NapKOBOK

MpenoctaBneHMe TaNOHOB Ha HECKONbKO MNAapKOBOK OCYLLECTBNAETCA C cobntogeHnem

crnepyloLwmx npasun.

—  TonbKo nuua, oTHocALWMEecA K 0cobbiM rpynnam COTPYAHWKOB, MOTYT UMETb TaNOH Ha
HECKONbKO MapKOBOK. 3TW rpynnbl HACTPaMBalOTCA B AMANIOTOBOM OKHEe TUMbl NePCoH.

% Building Integration System - Access Engine - Dialog-Manager - http://localhost /Documents/DigMgr.htm

e —
. # Ty
Access Engine ) BOSCH
B ‘ < e ‘ Division:
« Main menu Predefined employee [Ds:
Employee 1D Show as | Apply | Prafile name | Profi... | PegaSys validity period
é? ALthorizations Employes [ [~ Locking system settings

Fareign Employes v [l
et " . ¢
~ Icd

Lacking system settings
ing system settings
tern sethings

User defined employee IDs:

E:? Reset areas Employee 1D Show as Profile name | Profi... | Park... | Pegays walidity period
7 Emplayee Employee v v Lacking system settings

PegaSys
Configuration

Calendar

(]
=

Key cabinet
Delete based an: | Employes hd add

|Boschrdr |Common | changed [10/21f2014 08:34:13 AM [10/21j2014 0G:36:10 AWM [BIS

—  Ecnu uncno AocCTymHbIX NO TanoHY NMapKOBOK MEHbLUEe HEKOTOPOro 3alaHHOr0 3HaUeHHUA
(no ymonuaxuto 4), To Bnagenbly aBTOMATUUECKW HaNpaBnsaeTcsa yBeAOMNeHWe Mo
3NEKTPOHHOM MnouTe.

Onepatop B Nt0OOM MOMEHT MOXET NPOBEPUTb UMCNO AOCTYMHbIX MAPKOBOK Yy Bnagenbla

TanoHa U BHECTU HeobxoaMMble KOPPEKTUBLI. Bce KOppeKTUBbI (DUKCUPYIOTCA B XXypHane v

coxpaHAtTcA B 6ase AaHHbIX.

CuctemMa no3BonseT yBENUUNUTb YUMCNO AOCTYMHbIX NAPKOBOK Ha "X" Ana BCeM rpynnbl

COTPpYAHWKOB. Bnagenblbl TanoHOB OyayT yBeooOM/eHbl MO 31EKTPOHHOM MouTe.

Onsa KoHduUrypaumum coobLeHnA aNeKTPOHHOW NouUThbl CleayeT NeperTu B KaTanor yCTaHOBKMU

BIS ACE. BbibepuTe katanor: <MyTb yctaHoBku>\MgtS\AccessEngine\AC\Cfg.

B aToM KaTtanore umeetca ABa BapuaHTa.

- OtpepakTtvpoBatb EmailTextl.txt, utobbl co3gath TEKCT COOBLLIEHWA O TOM, UTO cueT
TanoHa Obln yBenuueH:
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Ié{' C\MgtS\Access EnginedAC\Cfg\EmailTextltxt - Notepad+ =

File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7

E— = = | = - s
cEHH® @--e@]|*@®|a¢|m’%| % %|'—':|?=§ 17“’j||§|@mhl§i||ﬁg"
B count json |Etemplate.json |E EmailTedDid | = EmailTex!bd |
1 Dear %1 %2 %3,
2
23  you have got parking tickets for %4 days.
4
5 This email has been automatically generated.
& Please do not reply to this email address.
9
—  OtpepaktupoBaTb EmailTextD.txt, utoObl co3gaTh TEKCT COODLIEHUA O TOM, UTO

OOCTWUIHYT 3aflaHHbIM MOPOr 3EeKTPOHHOM MouTbl (Hanp., 4):

b Lokaler Datentrager (C) » MgtS » AccessEngine » AC » Cfg

nen - Freigeben far + Drucken Brennen Meuer Ordner
MName . Anderungsdatum Typ Grafie
|| AEOPCLastMessage.csv 1/17/201511:34 AM  CSV-Datei 1KB
|| CatDefitbl 7/28/2014 34 PM  TBL-Datei 3KB
|| DbGroups.cfg 8/1/2014 2:24 PM CFG-Datei 10KE
| EmailTextD.bt 8/6/2014 9:50 AM Textdokument 1KB
| EmailTextl et 8/6/2014 9:50 Al Textdokument 1 KB
|| GroupDef.thl [ E EmailTextD.txt - Editor
=] installation.xml Datei Bearbeiten Format Ansicht ?
|| IPCWeb.WGen pear %1 %2 %3,

] IPCWeb.WSDL
|| IPCWeb.wsml

you have got only %4 parking tickets Tleft.

. This email has been automat'ica'l'lﬁ/ generated.
|| IPCWebClientwsml | [pTease do not reply to this email address.

) | MsgDef.thl

|| PrcTable.thl

|| PrcTraceTablethl
3N || TxtDef_DE.thl

|| TutDef_EM.thl

=] WebSrvQuery.xml

3ameuaHue!

CneumnanbHble 3HaKKU %1, %2 1 %3 B NepBOM CTPOKe CoobLLeHNN 03HaualoT agpec
nonb3oBaTena W 3arnonHAEeTCA Npu NOMOLLM creuuanbHOn KapTbl, Hanp. "M-H UBaH MeTpos".

Camo npepenbHoOe 3HaueHUe MOXHO 3agaTth B "Tabnuue pervcrpauum napkoBkK" no agpecy

Micos\SPS\DEFAULT\Parking\EmailThreshold:
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&' Registrierungs-Editor
Datei Bearbeiten Ansicht Favoriten ?

=loix|

. Crystal Dedsions
Micos
. IPC
. MAC
| MICard
. SPS

. DEFAULT
| AccessControl
. AcsCi
- |, ACSP
. ACSP-1
. ACSP-2
. ACSP-3
. ACSP-4
. Acta
- |, AEOPC

S oAl

. AMP
- || BISLoginService
| CalTa
- | CardData
- | CardReader
| CardReader1
| CardReader2
| CardReader3
| CardReader4
. COTA
igeii}
) av
- 1 CMP
- |y Crystal
. DlgMagr
- |, Domains
- |, DvEdit
. EMAILSP
. EPMS
| Global
| GuardTour
. HttpService
. ImpExpServer
, Install

- | Licence
- |, Loggifier
. LogViewer
. Lop
| Master
. OLsP
. Parking
"
|| MaxParkingDuration
| Ticketvalue
- |, PathDIg
. PersData
. PersDataReserve

=l

Name

| Ty

| Daten

b (Standard)
ab) @description
=

i’!'ﬁ] @value

REG_SZ
REG_SZ

REG_BINARY
REG_DWORD

{Wert nicht festgelegt)

Threshold to fall below to send an email to ticket owners

4300
0x00000004 (4)

B npumMepe nokasaHa HacTpOWKa Mo yMonuaHuio - 4.

AHaNOrMuYHbIM o6pa30M MOXHO 3a4aTb ABa cBoMCTBa MapkoBKa:

—  MaxParkingDuration: HacTpoika no ymonuaHuio - 23:59 uacos
—  TicketValue: HacTpo#ka no ymonyaHutio - 10 napKoOBOK.

Mapametpbl SMTP
Mcnonb3oBaTb pegakTop perucrpaunu ana KoHdurypauuy napamertpoB SMTP: onna
MCMNONb30BaHWA 3NEKTPOHHOMW NOUTblI B KOHTEKCTE yNpaBneHWsa NapKkoBKOW aBTOMobunen
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iten Ansicht Favoriten ?

| IPC

| KCC

| KC5

| Licence

J Loggifier

, LogViewer

| LOP

| Master

; OLSP

| Parking

| PathDIg

, PersData

| PersDataReserve
| PhotoDisplayDlg
| PXP

; QuerySry

| Repaorts

| REPS

| Resetalldreas
| RTC

, Signature

| SMTP

, SMTPFort
i SIMTPSender

| SMTPSenderAddress
, SMTPServer
-+ L SMTPTimeout
B ) TAccExc
B | Visitors
[ | VLDP
Bl J. WEBSRV
- | Microsoft
- | Mozilla
B~ |, MozillaPlugins
----- .| Notepad++

OGHoBREeHHue KpeauToB NpPU ocyLwieCcTBNeHUUn gocrtyna

Mame | Daten

iﬂ(SEndard} (Wert nicht festgelegt)
3[’] @description SMTP Sender Beschreibung
4| @type 5300

3_'."] Evalue SMTF Sender Mame

Korga Bnagenew TanoHa Ha HECKONbKO MapKOBOK ocyulecTBnAeT AOCTyNn Ha O6beKT, CcHucrtemMa
npoBepPAET YMEeHbLUEHNE UNUCTa OOCTYNMHbIX MAaPKOBOK MO TalOHY. Ecnwu uncno OOCTYNMHbIX

napkoBok — 0 Mnu MeHble, B gocTtyne 6y,qu OTKa3aHo.

Bosch Security Systems

Software manual
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I-BPRP I Options  Door control | Additional settings | Offline locking system I Key cabinet I Cards I

Reader blocking: ID = Reader iz in normal mode j

Time model to block reader: Iqm: time modell=

Out of order; [~
Check time model upon access: |

Video verfication: [~

Host request timeout: |3EI 1/10 sec.

Open door f no answer from host: v

Check parking ticket credits:

10

Check overstayed parking:

- [1nA HaCTPOMKM NMPOBEPKM TaNlOHOB ycTaHOBUTe diaxkok MpoBepATb KpeauTbl TanoHOB
Ha NapKOBKY.

—  [1nsA npoBepKK MPOCPOUKK MAaPKOBKMU yCTaHOBUTE hnaxkok MpoBepATb NPOCPOUKY
NapKOBKM.

Mpexae uemM NpegocTaBUTb AOCTYN K aBTOMOOUNBbHOW CTOAHKE, CUCTEMA NMPOBEpPAET, ocTanach

MW Ha TanoHe XoTA Obl 0iHa NapKOBOUHAA Npoueaypa.

- Ecnv npoBepka ycrnewHo npowaeHa, aBToMoOMIb NonyyaeT 4OCTYM, @ UUCNO JOCTYMHbIX
MapKOBOK MO TafloHy YMeHbLIAeTCA Ha oauH. Ecnn aBTOMOOUNb BCEro nullb MeHseT
NMapKOBOUHYIO 30HY B TeUeHUWe paspelleHHoro nepvoaa npebbiBaHuA (24 yaca), uMcno
OOCTYMHbIX MAPKOBOK HEe YMeHbLUAeTCs.

- B npoTvBHOM cnyyae B AocTtyne byager oTkasaHo.

YBepoMneHue no 3aNeKTPOHHON noute 06 OTCYTCTBUM AOCTYNHbIX NAPKOBOK

Ecnu uncno AocTynHbiX NO TanoHY NAapKOBOK — MeHee onpeAeneHHOro 3a4aHHoro 3HauyeHums
(Hanpumep, 4), Bnagenel, aBToMaTMUeCKW yBeAOM/AETCA MO 3NeKTPOHHOM noute.

Ecnu goctaBuUTb aNeKTpoOHHOE cooblieHne Bnaaenbly TanoHa He yagaeTtca, B cuctemy BIS
HanpaBnseTtca coobuweHue 06 owmnbke.

TanoHHble KpeauThbl

Uncno JoCTynHbIX NapKOBOK Bnafenbla TanoHa Ha HECKONMbKO NapKoBOK oTobpaxkaeTcsA B
none guanoroBoro okHa "OCHOBHble AaHHble" B pa3gene KpeauTbl Ha NapKOBOUHbIE TaNOHbI.
Onepatop B NtOOOM MOMEHT MOXET UBMEHUTb UMCNO AOCTYMHbIX MO TaNOHY NAapKoBOK. [Ttobble
M3MEHEHUA (DUKCUPYIOTCA B XXYpHane W CoXpaHAtoTCA B Oa3e AaHHbIX.

MOXHO TaKXe U3MEHATb YUCMO AOCTYMHbIX MO TanoHy NapKOBOK ANA LeNnon rpynmnbl nuu. 3To
BbIMONHAETCA B none BeBoAa AaHHbix KpeauTbl N0 TanoHY Ha NapKOBKY AManoroBOro OKHa
FpynnoBbie paHHble. [pynna nvuy Ans BbIMOMHEHWA 3TOM onepauuu BblIbrpaeTca ¢ NOMOLLbIO
hb1nbTPOB B 4ManoroBoM okHe pynnoBbie gaHHble. 3aTeM B none KpeauTbl Ha
NapKOBOYHbIe TaNOHbl BBOAWTCA AOMYCTUMOE OTKNOHEeHWe (Hanpumep, "n").

B pesynbrare uMcno AoCTyMHbIX MapKOBOK YBENMUMBAETCA Ha "n", a COOTBETCTBYIOLME
nonb3oBaTeny NonyyarT yBeAOMIEHWE MO 3NEKTPOHHOM MouTe.
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Wanted field to change: |Parking ticket credits il Add value: |4 -

W anted action: IIncrement credits j +10 |

With costs: [
Spply changes |

Ecnu poctaBUTb aNeKTpoHHOE cooblieHe BnaaenbLam TaNoHOB He yaaeTca, B cuctemy BIS
HanpaBnAtTcA coobueHna ob owunbke.

Niobble n3MeHeHWA uncna OOCTYMHbIX MAapKOBOK hUKCcHpytoTcA B 0ase gaHHbix ACE m
BbIBOAATCA B BMAe oTyeTa B AMaNoroBOM OKHe B pasgene KpeauTbl Ha NapKOBOUHbIe

TanoHbl.
27.3 IKCNOPT AaHHbIX 00 MCNONb30BaHUU NAPKOBKHU
3Ta pyHKUMA NO3BONAET onepaTopy CTaTUCTUUECKHU OLEHUTb UCMONb30BaHWE aBTOCTOAHKMU.
CucTtemMa ynpaBneHua AOCTYNOM 3KCNOPTUPYET AaHHble 00 UCMONb30BAaHUU AaBTOCTOAHKK B
CSV-thann, npeaBapuTenbHO 3aaHHbIA ONepaTopomMm.
B CSV-charin akcnopTUpytoTca AaHHble 00 MCNONb30BaHMKM BCEX MApPKOBOK BnadenblamMu KapT
pasHbIX KNAaccoB, TO eCTb Pa3NMUYHbIMKU KNaccaMu COTPYAHMKOB. 3HaUEHUA 3KCNOPTUPYHOTCA
yepes onpeneneHHble (HacTpanBaeMble) BpeMeHHble MHTEPBalbl MPOLOMKUTENBHOCTbIO He
6onee 15 MUHyT.
B nobo MOMEHT BpeMeHU (PUKCUPYIOTCA CreaylolmMe JaHHble.
- [HaTta
- Bpewmn
—  ABTOCTOAHKA
—  Uucno npuvnapKoBaHHbIX aBTOMOOUNEN C pasgeneHnem no:
—  30HaM NapKOBKMU;
—  rpynnam nonb3oBaTtenen (Knaccam COTPYOHWKOB).
3ameuaHue!
Ecnu knacc coTpyaHvKa oTaenbHbIX Aep)KaTenen KapT MeHAeTcs, B oTueTax 3a bonee paHHue
nepuoabl byayT oTobpaxkatbcA NpeXxHWe AaHHble.
MyTb K halny aKkcnopTa MOXHO 33aTb B PEAAKTOPE CUCTEMHbIX MapaMeTpoB B Narnke
Default\TAccExc\PB-Dir. Kak Tonbko yka3aH NpaBUNbHbI# KaTanor, HAUMHaeTCA 3KCNopT
BMECTUMOCTU KaXKO0i NapKOBKH.
27.4 YnaneHHasa npoBepka

3Ta PyHKLKUA NO3BONAET ONepaTopy NPOBePATb pa3pelleHre aBToOMOOUeN B aBTOCTOSAHKE Ha
NapKoBKY.

UYepes paBHble MHTepBanbl co3naetca CSV-dann, KOTOpbIM COAepPKUT cBeleHna 0060 Bcex
Bnagenblax TalmoHOB U AOMNOMHUTENbHY MHOPMALMIO O MAPKOBOUHbBIX 30HaX. .

[nA HAacTpPOMKK aKcnopTa BbibepuTe B pedakTope CUCTEMHbIX NapaMeTpoB pasaen
Default\PXP\Task0001... u ABHO yKa)KuTe NyTb K danny akcnopTta, MMA danna 1 aKCnoprT.
Mpu HEOOBXOAMMOCTU 3TU HACTPOMKU MOXKHO OTKMIOUUTD.

JKCMOPT OCYLLECTBNAETCA Uepe3 HacTpauBaeMble UHTepPBanbl. IKCNOPTUPYIOTCA cneaytollne
JaHHble.
—  Cpok gencteuaA KapTbl (Mone BBoAa AaHHbIX AeWCTBUTENbHO A0 B pa3sgene Muua AC)
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27.5

-  /MA yNnoNnHOMOUEHHOTOo nu1ua

—  PeructpauyMoHHbIM HOMep aBToMObUNA

—  3apeructpupoBaHHble HOMepa KapT

-  Howmep TtenedoHa

—  Crartyc KapThbl

— HasBaHMWe CTOSIHKMW MM NAapPKOBOUHOM 30HbIl, €CNTKU MPUMEHHUMO
-  HactpauBaemble nona (AOMNONHUTENbHO, €CNIU HACTPOEHbI)

ABTOpM3aI.|MVI ANA HECKONbKUX MAPKOBOUHbIX 30H

Ha HeKoTopbIX CTOAHKAX MMEKTCA CreluanbHble 30Hbl ANA BOAUTENEN C OTPaHUUYEHHbIMU

du3anueckMummn cnocobHocTaMU. B faHHOM cnyuyae 4eMCTBYIOT cneaytolime npaBuna.

- Bnapenblbl CE30HHbIX TANOHOB MOTYT MPOEeXaTb Ha CTOAHKY TOMbKO NPWU HaNMUUmu
cBODOOAHbBIX NAPKOBOUHbBIX MECT AnA BoauTenel 6e3 orpaHUUeHHbIX PU3MUECKUX
crnocobHocTew.

-  Boautenu c orpaHuyeHHbIMU PU3UUECKMMU CMOCOOHOCTAMKU MOTYT NMpoexaTb Ha CTOSAHKY
TONbKO MPW HaNMUMKU CBOOOAHbIX MAPKOBOUHbLIX MECT ANA BOAUTENEW C OFPaHUUYEHHbBIMMU
dU3nuecKkMMmn cnocobHoCTAMMK U BoauTenen 6e3 HUanMUecKUx orpaHMUeHuUm.

3ameuaHue!

Mpeanonaraetcs, UTo BNaAenblbl TaNOHOB CNeaytoT nNpaBunam. B uacTHOCTH, 3To o3HauaeT
cneaywoulee.

NMuua 6e3 PU3NYecKUx orpaHUUeHU He NapKyKTCA HAa NAPKOBOUYHbBIX MecTax AnA NuL, C
OrpaHUYeHHbIMU PUBUUECKUMU CITOCOOHOCTAMM.

NMuua c orpaHUYEHHbIMU (DU3UUECKMMU CMTOCODHOCTAMMU MCMONb3YIOT CelunanbHble
NapKOBOYHbIE MECTa, eCNTYM OHW OOCTYMHbI.

NTMUO C HECKONMBbKMMUW aBTOPMU3aLMAMM MOXKET MapKOBaTbCA Ha MOObIX MAPKOBOUYHbBIX MecTax.
AMC nbiTaeTca BbINONHATL OpOHMpPOBaHWE ANA NOCEeTUTENEeN B COOTBETCTBUU C HACTPOEHHbIM
nocnefoBaTeNbHbIM NOPAAKOM NMAPKOBOUYHbIX 30H. ECnMK ogHa 30Ha 3anOnHeHa NOMHOCTbIO,
cuctemMa BbINOMHAET NOUCK creaytollen cBoOOAHOM M OCTYNMHOM ANA NAapKOBKU 30HbI.
Mopcuétr B8 MAC n AMC:

1) OnHa AMC KOHTPONMpYyeT BCe Bbe3/bl U Bble3abl CTOAHKM:

=> cuctema AMC BbINONHAET NOACUET CAMOCTOATENbHO, NMPU NOAKMIOUYEHUU K CETU 3TO
3HaueHue MOXeT ObiTb ckoppekTupoBaHo MAC.

2) Bbesabl M Bble3abl O4HON CTOAHKKU pasfaeneHbl Ha HECKONMbKO 30H AMC:

=> MAC BbinonHaeT noacyét ana AMC npu HanuMuuu nodknoueHuna K cetu. Mpu pabote B
aBTOHOMHOM pexunme yctponctea AMC npenoctaBnstoT 4OCTYN (€Cnu HACTPOEHbI
COOTBETCTBYIOLIMM 00pa3oM), HO He BeayT MOACUET.

Ecnu Heckonbko ycTporctB AMC KOHTPONMPYIOT OfIHY CTOSAHKY, YCTaHOBUTE hna)kok bes
yueta LAC B KoHurypauunu AMC.
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AMC 4-W | Inputs | Outputs | Teminals |

Name: [AMLC 441

Desecription: |ApC ;I

Communication to host enabled: v

— Controller inteface

Interface type: ||_|DF' vI

PC com port:

IEI
Bus number: |1 vI
1

|P address / host name:

!
I 0om

Program: ILEMVE?EE.HUN WIE, AMC-4w j

Port number

Power supply supervision: [

Mo LAC accourting: [

Diivision: Il:ummnn j
27.6 OTtueTt 00 aBTOCTOAHKE
Pﬂrki"g Iotliﬁt Date 08.11.2013 , 14:51:23
Page 1
Parking area Zone Wehicle count State
Main Park 21
Zone A 30 full
Zone B 5 =
Zone C 12 -
Building A 39
Zone A 30 full
Zone B L =
Building B 39
Zone & 30 full
Zone B 9 =

Bo BTOpOoM npumepe, NMapkoBOUHbIK BanaHc, NOKa3aHbl BO3MOXHOCTU CUCTEMbI MPU HANUUUK
Beb-cepBepa. [okasaHbl BCeE MapKOBOUHbIE MECTa U KOMMUECTBO 3aHATbLIX B HAcTosllee Bpems
MECT Ha BCEX MapKOBOUHbIX 30Hax. Kpome Toro, B 3ToM NpuMepe MMeeTcA KHomnka Bbibopa
A3blKa — NOMb30BaTENN BUOAT, HACKONbKO NErko nepexknoyarbca Mexay A3bikaMu (B
npumMepe — HEMELKUM M aHTMUUCKKUM). [TokanMsauua BbiMONHAETCA TONbKO B MaclTabax Beb-

CTpaHuLbI.
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e 5 ,n"Iucthust:SSl]l],.-'Ince - Windows Internet Explorer
@‘:—1 o I@ http: fflocalbost: 35000/ ParkingBalance ,'Dj L |4y :g [ x i 1 }Ll"pj' :“? g:}.
Parking Lone # Cars max. ¥ Cars
Place
| Zones |
i || z |
e ﬂ__
|Zone C|| 1 |
|Zone D 0 || 1 |
| Zones |
Parkplatz |ZOHE X“ 0 ” 1 |
2 |Zone Y] 0 I 1 |
|Zone Z|| 0 I 1 |
- next refresh in 6 seconds -
Language: EN |

27.7 JdononHutenbHoe ynpaBneHUue NnapKoBKOMU

BBeneHue

OnepaTop MOXET CKOPPEKTUPOBATb KONMMUECTBO MapPKOBOUYHbIX MECT B 00N1acTv NapKOBKHU,
UTOObl KOMMNEHCUPOBATb YUMTbIBATb YUMCNO TPAHCMOPTHbLIX CPEACTB HECTAHAAPTHOIO pa3mepa,
Hanpumep:

—  T'PY30BMWKMU;

—  MecTa Ans nogen ¢ orpaHMUYeHHbIMWU BO3MOXHOCTAMMU;

- MOTOUMKNbI.

MyTb K AMAaNOroBOMy OKHY
FnaBHOe MeHI0 > CUCTeMHbIe AaHHble > ObnacTtu

Mpouenypa

1. Bblbop obnactv napkoBKH

2. Ha naHenv O6nacT¥ NapKOBKHU W3MeHWTe 3HaueHue B ctonbue Makc. Ha HoBoe
KONMMUECTBO NapKOBOUYHbIX MECT AnA 3Tol obnacTw.

ET | I« - ﬁ - » £ o Division:
« Main menu Access control area
Area name: | PO1
% Authorizations
Description: | |
&9 Access profiles | Refresh number | | Synchronize counter |
max. number of cars: Number of subareas: ’3—| Parking time check
Parking areas
Reset areas ] Subarea ¢ Description Max Actual Infa
7 unknown [Parking 01 =)
Parking_02 [
Random Parking_03 3
screening

MpumeuaHus.
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—  TapameTpbl, 3agaHHble B cTonbue Makc., nepeonpefensatoT napaMeTpbl B KOHUIypaumu
O6nactu. Cwm. pasgen Hactpoika obnactei anA aBTOMOOMNEeN No CChINKe HUXe.

—  3HaueHue 0 B cTonbue Makc. o3HauaeT, UTO KONMMUECTBO MAaPKOBOUHbLIX MeCT
HeorpaHWuyeHHo. B 3ToM cnyuae Bce noacuetbl aBTOMOOUNEN OTKNIOUEHbI.

Cwm.
—  Hacrtporika obnactes Ons aBtomobuneu, CtpaHuua 27
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28 YnpaBneHue natpynupoBaHUEM U NAaTPYyNnAMHU

O6uwmne cBeaeHUA O MapLIpyTax NaTPyNnUpPoOBaHUA

MapwpyT naTpynMpoBaHUA — 3TO MapLUPYT MO TEPPUTOPUU, pa3aeneHHbIM CUMTbiBaTeNAMMU
KapT, B KOTOpble COTPYAHUKK TUNa OXPaAHHUK AOMKHbI MPeoCTaBNATb CNeunanbHy KapTy
OXpaHHMKa Npu OU3MUECKOM MPOXOXKAEHWW Uepes CUMTbiBaTe b.

KapTbl OXpaHHWKA He OTKPbIBAKOT NPOXOA0B, HO UCMOMb3YIOTCA UCKNIOUMTENBHO ANA
oTCneXxunBaHUA. UTobbl OTKPbITb MPOXOAbI, OXPaHHUK K TOMY >Ke OOMKEH NpefoCTaBUTb KapTy
Jocryna.

MapLipyT naTpynnpoBaHUA COCTOUT U3 CEPUMU CUMUTbIBATENEN, ANA KOTOPbIX 3a4aHo
npubnuanTenbHoe BpemMeHs, HeobxogMmoe Ans Toro, UTobbl JOWTU OT OQHOTO CUMTbIBATENA K
apyromy. MakcumanbHOe ONYCTUMOE BPeMSA 33AEPXKKU MeXAy CUMTbIBATENAMU U [ONYCTUMOE
OTKNOHeHWe (+/-) OT BpeMeHM Hauana Takxe ABMNAKTCA NapameTpamMmu MapLipyTta
naTpynupoBaHusa. OTKNOHeHUA 3a NpefenaMu 3TUX onpeaeneHHbIX 4ONYCTUMbIX 3HAUEHUN
MOTYT NOTEHUWANbHO aKTUBMPOBATb CUTHAN TPEBOTU U PErucTpUpYoTCA B XKypHane MaTtpynu.

Ob6wue cBeaeHUA o NaTpPynax

MaTpynb — 3T0 NPOXOXAEeHWEe MapLUpyTa NaTpynMpoBaHUA B onpeaeneHHyo aaty U BpeMs.
KaxkablM naTpynb cO34aeTCA U PErncTpupyeTcs Kak YHUKanbHbIA OObeKT B cUCTeMe B Lenax
aHanusa.

28.1 OnpepneneHve MapLpyToB NaTpynupoBaHUA

Bbibepute MapwpyTbl naTpynupoBaHua > OnpeaenuTb MapLwpyTbl NaTPyNUpPOBaHUA

» = -
A 3 < @ 1
aE T Define guard tour
Mame : | Building 1 perimeter
o Define
guard tours Description: | A route around the perimiter of Building 1
% Manilgte Mo. Description of reader Time on the way Total time Max. delay Startzeit +/- o
guard tours
1 BPRHI-1: BPR HL 00:00:00 00:00:00 00:00:00 3 min
2 BPRHI-2: BPR HI 00:10:00 00:10:00 00:02:00 v
3 BPRHI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader

- B TekcroBom none UMa BBeauTe MMA MapLupyTa naTpynnupoBaHus.
- B TekctoBom none Onucanue BBeaute bonee nogpobHoe onucaHve MapLipyTta
(nononHuTenbHO).

Job6aBneHue cuuTbiBaTenein B MapLipyT NaTpynupoBaHUS.

1. HaxmwuTe kKHonKy [Jo6aBUTb CUUTbIBaATENb.
B Tabnuue Oynet co3gaHa cTpoka.

2. B crtonbue OnucaHue cuuTbiBaTensa BbibepuTe CuMTbiBaTENb B PacKpbiBatoLleMCA
crnucke.

3. BBeawTte 3HaueHWA AONYCTUMbIX OTKNOHEHUI:
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—  Ecnu 310 nepBbIM cuUTbiBaTeNb B NOCNEAOBaTENbHOCTHU B None Bpema Hauana +/-
BBEAWUTE UWCNIO MUHYT 4O UK MOCNe BPEMEHU Hauana, B TeYUeHWe KOTOPbIX Bpems
Hauana naTpynA Bce elle OyaeT cuMTaTbCcsa 4OMYCTUMBIM B 3TOM MapLupyTte
naTpynuMpoBaHuA.

—  Ecnu 370 He NepBbIM cuMTbiBaTeNb B MOC/e0BaTeNlbHOCTH, B None Bpema B nyTu
BBeAUTe BpeMs (Uu:MM:cc), HeobxoaAnMMoe OXPaHHUKY Ha TO, UTOObI MPOMTH
pacctofHue Mexay npeabiaylnmM CUMTbIBAaTENEM W AaHHbIM CUMTbIBATENEM.
Obuee BpeMs mMapLUpyTa 3a UCKMOUEHMeM 3aepXeK oTobpaxkaeTcs B ctonbue
Obwee Bpems.

4. B none Makc. 3agep)XKa BBeAWTE MAKCMMaNbHOe KONMMUECTBO AOMONHUTENBHOIO
BpemeHu Bpemsa B nyTH, KoTopoe OyaeT cuntatbCsa AONYCTUMbIM A0 MNONyUYEeHUA naTpynem
OTMETKU 3agepiKKa.

5. [obaBbTe Tpebyemoe uncno cuutbiBatenen. ObpaTuTe BHUMaHUe, UTo OAMH U TOT Xe
CUWTbIBaTENb MOXHO MCMOMNb30BaTb HECKONMBbKO Pa3, eCNU OXPaHHUK NPOXOAMT ero
HECKOMbKO pa3 MMM BO3BPaLLAETCA K HeMmy.

- Ytobbl yOanuTtb CUMUTbIBATENb U3 NOCNENOBATE/IbHOCTMH, Bbl6epMTe CTPOKY U HaXXMUTe
KHOMKY YAAQnUTb CUMTbIBaTENb.

- UToObl K3MEHUTb MONOXXEHWE CUUTbIBATENA B NOCNeA0BaTeNbHOCTH, Bbl6epMTe CTPOKY H“
Ha>XMUTE KHOMKKW CO CTpenKOﬁ BBer/BHVIS

r 0 4

KHonkw

28.2 YnpaBneHue natpynaMmu

BbibepuTte MapwpyTbl NaTpynupoBaHuA > YNpaBneHue MaplipyTaMUu NaTpynupoBaHUsA

NMnaHupoBaHWe HOBOro NaTpyns

UtobObl 3annaHnMpoBaTb NaTpy/ib No onpeaeneHHoOMY MapLpyTy naTpynupoBaHUA, BbINOMHUTE

cneayloume OencTeus.

1. Ybeoutecb, UTo MMeeTcsa HeobxoaoMmas KapTa OXpaHHWKa ANnA naTpyna v OocTyn K
HaCTPOEHHOMY CUMTbIBATENIO KapT AOCTYyNa UK HENOCPEACTBEHHO NOAKMTOUYEHHOMY
pernucTpaumoHHOMY CUMTbIBATENIO.

2. B cTtonbue MapuwpyTbl naTpynupoBaHUA BbiOepnTe OOMH U3 ONpeaeneHHbIX MapLpyToB
naTpynnMpoBaHmA.

3. Haxmute KHonky Co3partb naTpynb....

OTKpoeTcA BCMNNblBaloLWee OKHO.

4. Bo BcnnbiBalLlLEM OKHe NMPU HEODXOAMMOCTU U3MEHWUTE MapLUPyT NaTpynMpoBaHUs B
pacKpbiBatoLLEMCA CMUCKE.

5. Ecnu HeobxognMmo 3adatb NpegonpeneneHHoe BpeMa Havana natpyns, ycTaHOBUTe
dnakok 3agaTb BpeMsa Hauana:

— BBeawuTe gaty v Bpemsa Hauana.
—  [Npn HeobxoaMMOCTH HaXXMUTe cueTuMK Bpema Hauana +/-, uToObl OTperynupoBarb
OONyCK ANA NpexneBpeMeHHOro UNu 3aepXKaHHoOro Havana.

6. LlenkHuTe cTpenky BnpaBo M BbibDepuUTe cuuTbiBaTe/lb, KOTOPbIW TpebyeTca MCNONb30BaTb
ONA perucTpaumu KapTbl oxpaHHuka. ObpaTute BHUMaHWeE, UTO CUUTbIBATENb BCerga
[omkeH ObITb HACTPOEH B CUCTeMe, UToObl 0TObOpaXkaTbCca 34ech Ana Bbibopa.

7. HaxkMuTe 3eneHyt KHOMKY (+), uTobbl HauaTb CUMTbIBAHWE KapTbl OXPaHHUKA,
npeabABUTE KapTy B CUMUTbIBATENDb M BbIMOMHUTE MHCTPYKLWK BO BCMNbIBAOLLEM OKHE.
KapTa oxpaHHUWKa byaeT 3aperncTtpMpoBaHa ans UCrnonb3oBaHWA B naTpyne.
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28.3

8. [loBTopuTe NpeablayLmMi war, utobbl 3aperucTpMpoBaTh anbTepHaTUBHbIE KapThbl
OXpaHHWKOB AnA atoro narpyna. Obpatute BHMMaHWe, UTO NepBan KapTa,
npenocTaBneHHasa BO BpeMA NaTpynA, JOMKHA MCMONb30BaTbCA BO BCEX CUMTbIBATENAX BO
BpPeMfA 3TOro nartpyns.

9. Haxmute kHonky OK. BbibpaHHbI MaplupyT naTtpynuMpoBaHua byaet moMeueH B CNMUCKe
KaK 3annaHMpOBaHHbIN.

OTcnexuBaHue naTpynsa

Bce 3annaHMpoBaHHble U aKTMBHbIE NATPYNW NepemMeLlaTca HaBepx cnucka. Ecnu
3annaHMpPoOBaHO UMW aKTMBUMPOBAHO HECKONBbKO natpyneu, BolOpaHHbIM NaTpynb BblaenseTca
KpacHOM pamKoM. HaxmuTe pamKy, UTobbl MONYyYHUTb 4OMNONHUTENbHbIE CBEAEHHS.

Matpynb HauMHaeTCcA, Koraa OXPaHHWK NpefocTaBnsAeT KapTy B NepPBOM CUUTbiBaTene
MapLipyTa natpynMpoBaHua. Ty KapTy CnefyeT UCNOoNb30BaTh A0 KOHUA NaTpyns, AaXe ecnu
ONnA Hero Oblny onpeaeneHbl anbTepPHATUBHbIE KapTbl.

CocTosAAHMe NaTpynsa U3MeHUTCA Ha AKTUBHO.

KaxkgblM cunTbiBaTeNb, MPOXOAMMbIN MO pPacnucaHuio, momMeyaeTcs 3efeHbiM NaKKom “
3annaHMpoBaHHOE M (haKTUUEeCKOoe BPeEMA MeXay CUMTbiBaTeNAMU B TEKYLLEM BbIOpPaAHHOM
natpyne otobpaxaercsa B HUKHEW MONOBUHE AUMANOrOBOro OKHa.

KaxkablM cuMTbiBaTeNb, KOTOPbIM OXPaHHWK MPOXOAMUT NO3)Ke 3annaHMpPOBaHHOIO BPEMEHMU
nntoc Makc. 3agiepkKa, NoMeuyaeTcsa KPpacHbIM hNa)KKoMm @ [MaTpynb nonyyaeTr oTMETKY
3apepiKKa.

B 3TOM cnyuyae oxpaHHUWK Bbl3biBaeT onepaTopa, 4tobbl NoaTBEPAMTL OTCYTCTBUE Npobnem.
Mocne atoro onepaTtop HakMMaeT KHOMKY Bo306HOBUTbL naTtpynupoBaHue. CunTbiBaTenb

nonyyaet 3eneHbl PnaxkoK ¢ AONONHUTENbHbIM CUMBONOM "C": Vé Tenepb OXpPaHHWK MOXeET
npPoAOMKNUTb NaTpynb CO cnegyroLlero CynuTbiBaTena.

Ecnu Bo3HWKaeT HenpeaBUAEHHAA, HO HeoMacHaA 3aA4ep>KKa B aKTUBHOM naTpyne, OXpaHHUK
MOJEeT Bbl3BaTb onepatopa, utobbl CKOppPeKTUpoBaTb pacnucaHue. Beegute KonMuecTso
MWHYT 331€P>KKK B cUeTunKe 3apepxka (MUH) 1 HaXXMUTe KHOMKY NMPUMEHUTDb.

Ecnu natpynb HEBO3MOXHO 3aBEpPLUUTb MO PacNMUCaHKio, onepaTop MOXKET OTMEHUTb ero,
HaxkaB KHonKy MpepBaTtb. CocToAHUe naTpyna MameHuTcA Ha MpepBaHoO, 1 OH ONYyCTUTCA
HWXe 3anaHNPOBaHHbIX U aKTUBHbIX MapLUIPYyTOB NaTpynnupoBaHUA B CNUCKeE.

MoHuTOpUHT MmapupyTa (paHee «KOHTponb nyTU»)

BBepeHue

MapuwpyT — 3To npefonpeaeneHHas nocnegoBaTe/lbHOCTb CUMTbIBATENEN, KOTOPYH MOXKHO
NPUMEHUTb K NULAM, onpeaeneHHbiM B CUCTEME KOHTPONA AOCTyna, utobbl ynpaBnfaTb UX
nepemelleHMemM No TePPUTOPUN HE3aBUCHMO OT aBTOpM3aL MK Nnuua.

OOblUHO 3TO NPUMEHSETCA, KOr4a HeobXoAMMO peann3oBaTb CTPOTYH NOCNEeAoBaTENbHOCTb
[OCTyrMa B UMCTbIX MPOMbILLNEHHbIX Cpefax, 30Hax C KOHTPOMEM FMIMeHbl UMK 30Hax
NoBbILLIEHHOW De30MacHOCTH.

OnpegeneHvWe MapLIpPyToOB

1. B rnaBHOM MeHo BbloeprTe MOHUTOPUHI MaplipyTa > OnpeaenuTb MapLpyThl.
2. BeauTte umA mapuwpyTta (4o 16 cumBonos).

3. BaeawuTe bonee nogpobHoe onucaHue (AONONHUTENBHO).
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4. Kak 1 B criyyae MapLipyToB NaTpynmMpoBaHUA, HaXXMUTE KHOMKY [Jo6aBUTb CUMTbIBaTenNb,
yTobbl co3M4aTb NOCNEAOBATENbHOCTb CUMTbIBATENEN. MCMONb3YyMTE KHOMKKU CO CTPeNnKamu,
yTOObl U3MEHUTbL MONMOXEHWE CUMUTBIBATENA B NMOCNEA0BATENIbHOCTU, U KHOMKY YAanuTb
cuMuTbiBaTenb, UToObI yaanuTb CUMTbIBaTE b.

|j- B | O\ 'CE'{ < e Division: | [elWyi v

« Main menu Define routes

Mame : | Route to lab

Define routes.

Description: | Direct route to the laboratory

gf Correct routes No. Description of reader yS
BPR HI-1: BPR. HI: Common
2 | BPR HI-2: BPR. HI: Common -w

3 | FPBEW2-WIE1-1: FPBEW2-WIE1: Common
4 | FPBEW2-WIE1-2: FPBEW2-WIE1: Commaon

Add reader Delete reader

HasHaueHue mapuwpyTa nuuy

UToObl HA3HAUMTL MapLLUPYT NULY, BbIMOMHUTE cneaytolline 4eUCTBUA.

1. B rnaBHOM MeH0 HaxkmuTe [JaHHble 0 nepcoHane > KapTbl

2. 3arpysuTe 3anucb 0 NepcoHane Ansa nuua, KoTopomy TpebyeTcAa HasHauMTb MapLlpyT

3. Ha Bknagke Apyrue gaHHble yCTAaHOBUTE hnaKOK MOHUTOPUHI MapLlupyTa.

4. B packpbiBaloLEMCS CIUCKE pAOOM C HUM BbibepuTe onpeaeneHHbliM MapLlpyT
(cBeneHUA No onpeneneHunio MaplupyTa CM. B NpeabiaylieM pasgene).

5. CoxpaHuTe 3anucb 0 NnepcoHane.

MapLpyT aKTMBMPYETCA, Koraa HasHaueHHoe NULOo NpeaoCcTaBUT KapTy B NepBOM CUMUTbIBATENE

Ha MapupyTe. [Tocne 3TOro Apyrve cuMTbiBaTeNU B MapLUpyTe AOMKHbI MCMOMb30BaTbCA B

onpeneneHHon nocnenoBaTenbHOCTU, TO €CTb TONbKO CMeAYLW MW CUUTbIBaTENb B

nocnenoBaTenbHOCTM NPefoCTaBUT AOCTyN. [Tocne ycnewHoro 3aBepllueHua MmapLipyTta nmuo

MO>ET UCMONb30BaThb NOOON APYron cuMTbiBaTeNb, HAa AOCTYN K KOTOPOMY MMETCA

COOTBETCTBYHOLME aBTOPHU3aLMH.

KoppeKTUpOBKa U MOHUTOPUHI MapLIPYTOB

1. B rnaBHOM MeHo BbibeprTe MOHUTOPUHT MaplupyTa > KoppeKTUpoBaTb MapLupyThi.
3arpysuTte 3anuncb O NepcoHane Ans nuua, KoTopoe ObiNo HasHaUeHO MapLIpyTy.
UToDbl HAMTK NULO B MapLUpyTe, HAXMUTE KHOMKY OnpesenuTb pacrnonoXeHue.
YcnewHo nponaeHHble CUMTbIBATENM NMOMEUAIOTCA 3eMeHbIM (PNaXKKoM “ B Cru1CKe.
UToObl COPOCUTb NN CKOPPEKTUPOBATL PACMONOXEHWE NULA B MApLUPYTe, HAXMUTE
KHOMKY YCTaHOBUTb pacnonoxeHue.

ok wn
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29

CnyuyauHbIX BOCMOTpP NepcoHana

Mopapok cnyyaiHoro gocMoTpa
1. [epxaTtenb KapTbl NpUKNaabiBaeT CBOK KapTy K CUMTbIBaTENIO, HACTPOEHHOMY Ha
CNnyyalHbIA OCMOTP.
MpumeuaHue
CnyyanHo MOTyT BbITb BblOpaHbl TONbKO NUKLA, KOTOPbIM pa3pelleH npoxon uepes
OaHHbIW NPOX0o[ B 3alaHHOM HanpaBneHuu. [ToCKONbKY aBTOpU3aLuK NpoBepatoTca
nepeq cnyyavHbiM ,OCMOTPOM, NHOOOMY HeaBTOPM30BaHHOMY NULY HeMeaneHHo byaet
3anpeLleH BXO4 U 3TO NULO He DyaeT BKNOUEHO B npoLecc Bbibopa.
2. Ecnv reHepaTtop cnyuyamHbIX uMcen BbibWpaeT JaHHOe MWL ANA AOCMOTPa, KapTta nuua
GnokupyeTcsa B paMKax BCEW CUCTEMbI.
- [aHHOe cobblThe PerncTpupyeTca B XKypHane CUCTEMHbIX CODObITUN.
- [Ounanorosoe okHO BnokupoBKa nonyuyaeTr 6€CCpoUHYyIo 3anUcCb C MOMETKOM
CnyualHbli BocMoTp. [PUcyHOK HKe — Homep 1]
— B cTpoKe COCTOAHMSA AMaNoroBbiX OKOH MepCcoHanbHbIX AaHHbIX oTobpaxkatoTcs
MHOMKATOPbl BNOKUPOBKKU (KpacHble), NpU 3TOM MUraloT MHAMKATOPbl CyYanHOro
nocmoTpa (duonetosble).

3ameuaHue!
NMuua, gnAa KoTopbix 3agaH napameTp UcknioueH U3 cnyyaHoro gocmoTpa (B AManoroBom
okHe KapTbl, BKNnaaka [ijpyrue paHHble), He BKIHOUAKOTCA B NMpOLecc 4oCMOoTpa.

3. CnyuaMHo BbibpaHHOE NWLO NpUrnallaeTca ANnA AanbHenlWwen NPoOBEPKHU B OTAENbHYHO
KabuHY oxpaHbl.
4. Tlocne npoBeAeHUA NPOBEPOK OXpaHa cOpacbiBaeT AaHHbIM BNOK B AMANOroBOM OKHe
BnokupoBKa ykasaHHbIM HUXe obpasom.
-  BbibepuTe cooTBeTCTBYOWMM ONOK B 4MANOroBOM OKHe co cnMckoM BnokupoBka.
-  HaXmuTe KHOMNKY YAanuTb.
- MNMoaTBepauTe yaaneHue, Boibpas [da.
Tenepb cnyyalmHO BbIOpaHHOE NMULO MOXET UCMONb30BaTb CBOK KapTy BO BCEX CUMTbIBATENSAX,
ONA KOTOPbIX OHO aBTOPU30BaHO.

MpuMep NNaHMPOBKU KOMHATbl A4NA CAyYalHOro AOCMOTpa

<

D —
H 2 1

1 = MpuKnagbiBaeTcA KapTa — AOCMOTP — BIOKMPOBKA Ha CUCTEMHOM YPOBHE

2 = Bnageneu KapTbl BXOAMT B KabWHY oxpaHbl
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3 = BoinonHAeTcA 4OCMOTP Bnagenbla KapTbl, 3aTeEM 6I'IOKMpOBKa €ro KapTbl CHUMaeTCAa C
NOMOLWbK JAaHHOIO ANanoroBoro oKHa.

4 = Bnageneu KapTbl MOKMaaeT Ka6VIHy OXpaHbl, HE NpeabABAA KapPTy CUUTbIBATENIO elle pas3.

3ameuaHue!

MpoueHT AoCMOTpa AOCTUTaeTCA COBOKYMHO C TeueHUeM BpeMeHU. Tak, ecnv Ana cnyyamHoro
AocMmoTpa BbibpaHo 3HaueHue 10 %, Bce paBHO cyllecTBYeT BeposaTHOCTb (1 13 100 unu 1/10
x 1/10), uto ansa gocmoTpa byayT BbibpaHbl ABa uenoBeka noapaAa.
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30 Ucnonb3oBaHUe cpeacTBa NPOCMOTPA COObITUMN

BBepeHue

CpencTteo npocmMoTpa cobbiTUM NO3BONAET onepaTopamM C COOTBETCTBYHOLWMMM NOMHOMOUUAMU
M3yyaTb cobbITUA, 3aNMcaHHble B CUCTEME, U COCTaBNATb OTUETHI: BbIBOAUTb Ha 3KpaH,
pacneyatbiBaTb MMM 3KCNOPTUPOBATb B hainbl . CSV.

[nAa naBneueHnsa 1 oTODPaXKEHUA HYXHbIX 3anMcer U3 Basbl JaHHbIX XypHana cobbiTui

3aanTe KpUTEPUM PUNbTPALMKU U HAXKMHUTE KHOMKY OBHOBUTb Q
KOMMUecTBa 3anpoLleHHbIX AaHHbIX 3TOT MPOLECC MOXET 3aHATb HECKONbKO MUHYT.

. B saBucumoctu ot

Kputepuu dpunbTpaLMm MOXKHO 3afaTb pa3HbIMKU crocobamu:

OTHOCUTENbHBbLIOOP COOLITUIM OTHOCUTENBHO TEKYLLErO BPEMEHH.
o

WHTepBan  Bbibop cobbiTUM OTHOCHUTENbHO CBODOAHO OMpeaenaeMoro uHTepBana BpeMeHH
Bcero Bbibop cObObITUI HE3ABUCMMO OT BPEMEHMU UX HACTYNNEHUSA

MpepnBapuTenbHblie TpeboBaHUA
Bbl BOWIW B AUCNETUEP AMANOrOBbIX OKOH.

MyTb K AUANOroBOMY OKHY
[naBHOE MeHIo AucneTyepa AManoroBbix OKOH > OTueTbl > CpefcTBO NPOCMOTPa COObITHIA

30.1 Hactpouka kputepueB dounbTpauuu ANnA BPpeMeHH
OTHOCUTENbHO HACTOALLEro

B pasnene Mepuop BpeMeHU ycTaHOBUTE nepekntovaTeb OTHOCUTENbHO
2. B none Mouck 3a nocnegHue yKaKWTe UMCNO BPEMEHHbIX eQUMHUL ANF NMOWUCKa U
BblOepuTe, Kakue U3 HUX cneayeT Ucnonb3osatb (Hegenu, AHW, Yacbl, MUHYTbI, CEKYHAbI).
3. B mMeHto Tunbl cobbiTul BbiDepuTe Kateropuio cobbiTU ANA NOUCKA, a 3aTeM TUMbI
CcobObITUM, KOTOPbIE NPEACTABNAOT ANA BaC MHTEpPEC.
4. B meHio MakcumanbHOe KONMUYECTBO OrpaHWubTe YMCNO COObITUM, KOTOPbiEe CPEACTBO
npocMoTpa cobbITUM DyaeT NbiTaTbCA NONYUYUTb. [0 COObpakeHMAM NMPOU3BOAUTENBHOCTH
He peKoMeHayeTcsa ocTaBnATb 3HaueHWe (He orpaHuueHo).
5.  YKkaxuTe gpyrve Heobxoaumble KpUTEPUU DUNbTPALMUK:
- ®damununa
- Uma
—  [lepcoHanbHbIM HOMEP
- Homep KapTbl
— [onb3oBaTenb (TO €CTb CUCTEMHbIM onepaTop)
— HasBaHue ycTpo#cTBa
- HasBaHue obnactu.

Q2

-  Haxmute O6HOBUTbL , UTOObI HauaTb cbop cobbITUM, U OTMEHa, UToObl OCTaHOBUTb

ero.
- Haxmute , UToObI COXPaHWUTb pe3ynbTaTtbl, UMK E , UToOMbI pacneyaratb UX.

- Hakmute Ij;]') , UTOObI OUNCTUTD pe3ynbTaTtbl APYroro noucka.
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30.2 Hactpo#ka kputepueB chunbTpauum aona BPeMEHHOro
MHTepBana

B pasgene Mepuon BpemeHu ycTaHOBUTE nepekntouatens UHTepBan

C nomMolblo MHCTPYMeHTOB Bblibopa aat Bpema ¢, Bpema Ao ykaxuTte Hauano u
OKOHUYaHWe nepuoga noucka cobbiTUi.

B meHo Tunbl cobbiTU BhiOepUTe KaTeropmto cobbiTMi ANA NOUCKa, a 3aTeM TUMbI
CcobObITUI, KOTOPbIE NPEeACTaBNAOT A4 BaC MHTEpPeC.

B meH0 MakcuManbHOe KONMUECTBO OrpaHWubTe UUMCNO COObITUIM, KOTOpPble CPeacTBO
npocmoTpa cobbITM ByaeT nbiTaTbCA NONYyUMTb. 1o coobpaXkeHUAM NPOU3BOANTENBHOCTH
He peKoMeHayeTcA ocTaBnATb 3HaueHue (He orpaHuueHo).

YKaxute gpyrue Heobxognmbie KpUTEPUU PUNBTPALUMK:

- ®amununa

- nmA

—  [lepcoHanbHbIM HOMEp

- Homep kapTbl

— Tonb3oBaTenb (TO eCTb CUCTEMHbIW Onepartop)

—  HasBaHue ycTponcTBa

- HasBaHue obnactu.

@

Haxxmnte OBHOBUTD , UToObl HauaTb cbop cobbITUI, U OTMeHa, UToObl OCTAaHOBUTL

ero.
Haxmute , UTOOBbI COXPaHWUTb pe3ynbTaTbl, UNTHU E , UTOOBbI pacneyaratb UX.

Haxmute Eg‘) , UTOObl OUUCTUTD pe3ynbtaTtbl APYroro noucka.

30.3 HacTpoiika kpuTtepues (punbTpauum He3aBUCUMO OT BPEMEHH

B paspene Mepuon BpeMeHU yCTaHOBUTE nepekntouarens Beero

B mMeHo Tunbl cobbITUi BhIOEpUTE KaTeropmto cobbITUI ANA MOUCKa, a 3aTeM TUMbI
CcobObITUM, KOTOPbIE NPEACTaBNAOT ANA BaC MHTEpPEC.

B meH0 MakcumanbHOe KONMUECTBO OrpaHWubTe YMCNO COObITUM, KOTOpPble CPeaCcTBO
npocmoTpa cobbITUI ByaeT nbiTaTbCA NONyUnTb. 1o coOobpakeHUAM NPOU3BOAUTENbHOCTH
He peKoMeHayeTcAa ocTaBnATb 3HaueHue (He orpaHUUeHO).

YKkaxute gpyrue Heobxoaumbie KpUTEpPUK PUNbTPaALUMU:

- ®amunusa

- Mma

—  TlepcoHanbHbI HOMEP

- Homep KapTbl

— Tonb3oBaTenb (TO €CTb CUCTEMHbIW Onepartop)

- HasBaHue ycTpo#cTBa

- HasBaHue obnactu.

Q2

HaxxkmnuTe O6GHOBUTDL , UToObl Hauatb cbop cobbiTMM, U OTMEeHa, UToObl OCTaHOBUTb

ero.

Haxxmute , UTOOBbI COXPaHWUTb pe3ynbTtaTbl, UTH E , UTOObI pacneyaratb UX.
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- Haxxmute [2') , UTOObI OUNCTUTD pe3ynbTaTbl APYyroro noucka.
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31

31.1

Ucnonb3oBaHHUe OTUETOB

B aToM pasgene onvcbiBaeTcs Habop yHKLMI AnsA paboTbl C OTUETaMU, KOTOPbIE MOXHO
MCNonb3oBaThb ANA PUNbTPALUKU CUCTEMHbIX OAHHbIX M AaHHbIX XKypHana cobbITUMH, a Takxe Ans
NpeAcTaBNeHWs 3TUX AAHHbIX B yAOOHbIX hopmaTtax.

MyTb K AUANOroBOMY OKHY
[naBHOE MeHto > OTUeThbl.

Ucnonb3oBaHue NaHeNM UHCTPYMEHTOB OTUETOB

HaxmuTe @‘ , UToOblI 0OTOOPaA3WTL OOKYMEHT ANA NpeaBapuTeNbHOro NpocMoTpa nepes
neyvarbo.
B oKHe npeaBapuTeNbHOro MPOCMOTPa eCTb COBCTBEHHAA MaHenb:

“ X 4 4 1ol P Ko | S8 F& T 00z ¥ muster | Totakd 100z

HaxxmuTe X, uTobbl BbIINTU U3 NpeaBapUTenbLHOro NpocMoTpa 6es nevaty.
- Wcnonbayiite knaBuwm co ctpenkamu 4 4 2af17 P M Ha nanenu

UHCTPYMEHTOB NPeaBapuTENbHOINO NPOCMOTPA ANA NepeMelleH1sa No AOKYMEHTY Uu
YKaXXKMTE HOMEP HYXXHOM CTpaHuLbl.

- HaxmuTte , UTOObI pacneuartatb JOKYMEHT HEMeANEHHO, UCMONMb3YA NPUHTEP NO
yMOMUYaHUo
- Haxwmure & utobbl pacneyuatatb JOKYMEHT uepes AManoroBoe OkHO «HacTporka
nevatu», B KOTOPOM MOXHO yKasaTb A4OMONHUTENbHbIE MapaMeTpbl Nevatu.
- HaxmuTte @ uToObI 3KCMOPTUPOBATL OTUET B OAHOM U3 NOALEPKMUBAEMbBIX (DaWNOBbIX
dopmaros, Bkntouaa PDF, RTF u Excel.
— Uucna cnpaBa Ha NaHenu MHCTpyMeHToB obo3HaualoT creaytollee:
—  COBOKYNHOE KOMMUECTBO CYLLEeCTBYIOLKNX 3anncer 6a3sbl JaHHbIX, COOTBETCTBYHOLLMX
KPUTEPUAM hUNbTPaLMH.
—  TpoueHT 3anucein 6asbl AaHHbIX, oTObpaxaeMbix AN NpeaBapuTENbHOMO
npocmoTpa.

OTueTbl: OCHOBHbIE A aHHbIE

0630p oTyeTa: OCHOBHbIe AaHHble
OTyueTbl C OCHOBHbIMUW AAHHbIMMU coaepikaTt BCe OTUEThbl O NUUaX, NOCETUTENAX, KapTaX U
aBTOpU3aLMAX AOCTyna. Kpome TOro, MOXXHO OTO6paBMTb AdaHHble yCTpOVICTBa M KOMNaHUMNU.

_i Personnel data

?@ Wisitors

™ Personnel access
authorizations

& Perzons
PegaSys
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Authorizations
per entrance
[é Blacklist

™ Locked Persons /
Cards

:“@ Device data

B i
_@ Companies

OTueT: NnepcoHanbHble faHHble

MpyY co3gaHWUK OTUETOB MOXKHO NMPUMEHATb ABa hUNbTPa.

®uUnbTp NO NMUaM: onepaTop PUNLTPYET OTUET MO CTaHAAPTHLIM MOMAM OaHHbIX O MepcoHarne.
®uUnbTp NO KapTaM AOCTyna: onepaTop MOXET BbINMONHATL PUIbTPALMIO NO HOMEpPaM KapT,
AnanasoHaM HOMepoB, CTaTyCy W cTaTycy BTOKMpPOBKH.

Otuer: NoceTtutenu

Kak v ona nepcoHanbHbIX AaHHbIX, 30€Cb MOXHO CO34aBaTb OTUETbl O noceTutenax. Mpu aTom
COXPaHAETCHA BO3MOXHOCTb AOCTyNa KO BCEM CO3[4aHHbIM AaHHbIMW O MOCETUTENSX, T. €.
MOXHO [laXke BblOMpaTb NOCeTUTENEN, KOTOPbIE ellle He NPUObINKU, HO yXKe 3aperncTpMpoBaHbl.

Otuert: "ABTOpPU3aLMUKU foCTyna nepcoHana"

B aToM oTueTe faetcA 0630p 3aperucTpMpoBaHHbIX B CUCTEME aBTOPU3aL MK AOCTYNa, a Takxke
NepeymncnarTCA N1La, KOTOPbIM OHW HAa3HAUYEHbI.

B ycnoBuax ¢ounbTpoB MOXXHO MCMONb30BaTb NEePCOHanbHble AaHHblE U HADOpP BbIOpaHHbIX
onpeaeneHHbIX aBTOpMU3aLUni.

—  TlepcoHanbHble AaHHble: haMUNUsA, UMSA, NePCOHaNbHbIM HOMEP

- TlpoBepka Bcex aBTOpM3aUMM.

- Wwm#A aBTOpMU3aLMK, KOTOpas PacnpoCTPaHAETCA Ha AaHHbIM BXOM,.

—  WmAa mogenu BpemMeHH, ecnu ecTb.

- HanpaBneHwe Bxoga.

- TlpoBepka crneyranbHOM aBTOpU3aLUH.

OTtuerT: "UepHbiK CNUCOK"

B atom ANanoroBomM OKHe MOXHO pacneyartaTb CNMMUCOK C I'IO,ElpO6HbIM OornncaHnem BCcex Unu
HYXXHbIX MAEHTUMUKALMOHHbIX KapT, KOTOPbIe MO pa3HbiM NPUUMHAM OblNM BHECEHbI B UEPHbIN
CMUCOK.

OTueT: 3abnokupoBaHHble Nuua/KapTbl

3TO AManoroBoe OKHO MOXHO MCMONb30BaTb ANA CO3AaHWA OTUeTa C AaHHbIMKU 0060 Bcex
3abNOKMpPOBaHHbIX NMULLAX.

Mcnonb3ynTe gaTbl, uTobbl HAUTK ONOKKM B onpeaeneHHbie Nepuoabl BPEMEHMU.

2024-0515.5.0 |

Software manual Bosch Security Systems



Access Management System V5.5 Mcnonb3oBaHue oTueToB | ru 269

OTueT: AaHHble YCTPOWCTB
3TO AMANnOroBoe OKHO MOXHO MCMOMb30BaTh ANA CO34AHUA OTUETOB Ha OCHOBE JaHHbIX
YCTPOMCTB, HanNpUMep UMEHU UMK TUMA YCTPOWCTB.

OTueT: KOMNaHuu
[OnanoroBoe okHO oTueta «KomnaHWW» Mcnonb3yeTcsa AnA cbopa AaHHbIX O KOMMNaHUH.
Mcnonb3ynte 3Be3404YKH, UTODbI HAWTU KOMMaHWKU C Ha3BaHUEM Ha onpeaeneHHyo DyKBy.

31.11 OTueTHOCTb MO aBTOMOOUNAM
B nuanorosom okHe OTueTbl > [MMoceTUTENMU M3 CNMCKA MAKETOB MOXHO BbibpaTb
ABTOMObGUNMK. [Mocne Bbibopa 3HaueHUs ABToMobGUNU B 0OnacTy AManoroBoro okHa
akTuBupyeTca OUNbTP aBTOMOOUNEN, C MOMOLLbIO KOTOPOro onepaTtop MOXeT (PMNbTPOBaTb
aBTOMOOMNM U KX cTaTyC.
Cratyc oTobpakaeTca cnenyolwmnm obpasom:
—  [lpucyTCTBYET: BU3UT €llle He 3aBeplleH, OTBeAeHHOe A/A NOoCeLLleHWA BPEMA He UCTEKNO.
—  3ageprkKa: BU3UT ellle He 3aBeplleH, HO OTBEAEHHOEe ANA NOoCelleHUs BpeMA UCTEKO.
—  3aperucrtpupoBaHo ybbiTMe: NOCETUTENDb BEPHY/T BCE KApTOUKMU AOCTyna.
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T aB (e

— Wisitor filter
« Reports MName: I Visitor card
| Card no.: I
First name:
| i Personnel data
Street: | States I{No flter) j
Visitors Zip code [ City: |
Remarks: |
Personnel access
authorizations r Edended wvisitor fitker
Expected amival: I 3 BExpected departure: I 3
Persons 2 2
PegaSys

Amival: I 3:

Location: I

Departure: I 3:

Authorizations
per entrance

rAccess authorizations

Valid from: | j

until: | ﬁ

Blacklist

—Card type Filter

Card type: I{No filter) -

Locked Persons /
Cards

r—Vehide filter

Device data Car license Mo.: |

Stay from: I

::I uniil; ﬁ
State: I{No filter) j

Companies

& & & & K kb

present
delayed

checked out
Vehicles 7]

List of layouts
A ailable sort order

COsTTIanm=
First name

OTueT 06 aBTOMOGUNAX MOXXHO COCTaBUTb TONbKO ANA NOCETUTENEN, NOTOMY uTo B Tabnuue

MoceTtutenu 6a3bl JaHHbIX OXKWAAeMas farta NpubbITUA, oXKMaaemas aaTta yobiTvsA, Aata

npubbITUA KM aaTa yobITUA OOCTYNHbI TONBbKO ANA NOCETUTENEN.

B oTueTe ykasaHbl TONbKO HOMepa aBToMobOuNen, coxpaHeHHble B Tabnuue NMuua 6a3bl

NaHHbIX. B cnyuae MameHeHMsa HOMepa aBToMobunA B oTueTe DyayT oTobpaxkaTbcs Apyrve

CcBefleHuA.

MpopgonXutenbHOCTb NpebbiBaHWA BbluMCNAETCA cneayowmMm obpasom.

—  Ecnu nocetutenb yxe ybbin, To oTobpaxaeTca pasHula Mexay npubbitTnem u yobituem B
MWHYyTax.

—  Ecnu nocetutenb euwe He ybbin, oTobpaxkaeTca BpemMa C MOMeHTa NpubbITUA [0 TEKYLLEro
MOMEHTa B MUHYTax.
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Access Engine

Vehicle Datum 02.07.2014 , 14:28:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Doura tiom
Meuer Besucher mit Vorname 02.07.2014 14:21 AC BB 5678
Langem Namen 02.07.2014 14:30 parkplatz_01 ASE
present Oh &
Test Visitor 01.07.201405:10 AC AA 1224
02.07.2014 12:00 parkplatz_01 =8
too late 29h 16
Testbesucher mit sehr Besucher mit gaaaaaanz 01.07.201407:30 AC AR 2345
lagem Namen langem namen 01.07.2014 12:00 AUSSEN ALUSSEN
departsd 4h 3D
31.2 OTueTbl: CUCTEMHbIE AaHHbIe

OTueTbl: CUCTEMHbIE AaHHbIE

B oTnnMune oT OCHOBHbIX JAHHbIX, CUCTEMHbIE JAaHHble — 3TO MHCbOpMaLI,MH, KOTOpaA Ha3HaueHa
CHUCcteMe U He CBA3aHa C NuuamMu, VI,D,EHTVICbVIKaLlMOHHbIMVI KapTaMu UM KOMNaHUAMU. [JaHHble
OTYEeTbI rlo,u.p06Hee OMUCbIBAKOTCA HUXKE.

Areas

Ares
configurstion

Ares muster
lizt

® ® ©7

Muster list
total

=

OtueTt: Obnactu

3TO AMaNOroBOe OKHO MOXHO MCMONb30BaTb ANA UOEHTUPUKALMU MECTOMONOXEHWUN B OoTUeTe.
B naHHOM AManoroBoM OKHE COAEPXXMUTCA TONbKO OAWH PuUNbTp 0b6nacTu, KOTOpbIM Npeanaraet
Ha BbIOOP pasnuuHble 30aHWUA U OPYyrue 30Hbl.

Hy>kHaa obnacTb BbiOMpaeTcsa HaXaTMeM NeBOW KHOMKKW MbllK. MNpexae ueM Hauatb Npouecc
neyatu c NomMolLlbto KHomnku MeuaTb, Nonb3oBaTeNb MOXET NMPOCMOTPETb OTUET Ha IKpaHe,
Ha)xkaB KHonky MpepBapUTenbHbIA NPOCMOTP.

[JocTynHo ABa MakKeTa.

CraHpapt Haxopsalwmeca B JaHHOM MeCTOMONOXeHWU nuua — 6es
aBTOCTOAHOK

3aHATOCTb aBTOCTOAHKM HaxogAwmecsa B AJAHHOM MECTOMOMOXEHWU NrULa — TONbKO
ABTOCTOAHKH
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UTo0bhl y6e,£WITbCF| B aKTyallbHOCTH 0To6pa>|<aeM bIX Ha60pOB OaHHbIX, TaKXe YKa3blBakOTCA
cBegeHnAa o nocneaHnX CKaHMpoOBaHUAX KapT ANnA AaHHbIX obnacren.

[ToaToMy AnA pasnuuHbIX COObITUN MOXeET ObITb npegocrtaBneHa HagexXHanA VIH(*)OpMaLI,VIFl o
MECTONMONOXEeHUN NHUL,.

OTtueT: "KoHdwurypauua obnacrein"
OnpepeneHHble obnacti U ux nogobnactTy ¢ OTMeUeHHbIMU hnaKkaMu aBTOCTOAHKAMU U
MaKCHManbHbIM UMCNIOM MOMb30BaTENEN UM aBTOMOOUNEN.

OTtuert: "Cnucok npoBepku obnacTu”

NMuua B faHHOM 06NacTU MOXHO NEPEeUYUCTUTb HE TOMbKO MO UMCNOBbLIM AaHHbIM, HO U MO
MMeHaMm.

Kpome BpeMeHU CKaHWpOBaHWA ANA OTAeNbHbIX obnacTen, B AaHHbIX OTUeTax TaKxKe
coAepXartca 3HauUeHUs BPpeMeHU ANA KaXaoro nuua.

OTtuert: "Ob6WMK cnUucok onpoca”

B npuHUMNe, CNUCKKW onpoca COOTBETCTBYIOT AMANoroBOMy OKHY oTueToB Obnactu. OgHako
OHW MpennararoT CMUCKKU ANA OnpeaeneHHblX 30H, NpPeaoCcTaBnAOWMUX MHOPMAL MO O
TEKYLLEM uncre NuL B 001acTM B COOTBETCTBUM C KOHTpONeM AoCTyna.

31.3 OTueTbl: aBTOPU3aLUH

0630p
B 3TOM NyHKTe MeHto NpefocTaBnAeTCA CBOAKA MO Pa3NMUHbIM aBTOPU3aLMAM, 3alaHHbIM B
COOTBETCTBYHOLLMX AUANOTOBbIX OKHaxX.

[‘@ Authorizations

Time models

Day models

Wiarkstation
right=

Wiarkstation
profiles

Uzer
right=

=er
profiles

E 55 EE L

OTuet: ABTOPU3aL UM

3T0 AMANOroBOE OKHO MOXHO MCMONb30BaTh ANA OTobparkeHWUA aBTOpM3aLMi focTyna,
onpefeneHHbIX B cuctemMe. [NepeuncnAaoTca NpoXoAbl, NpUHaanexawme K oTaenbHbIM
aBTopusauuam goctyna. Otobpaxaercs uMs BbiOpaHHOM BpeMeHHOM moaenu. Kpome Toro, B
3TOM OoTyeTe OTobparkaeTcA UMCNo NuL, KOTOPbIM Ha3HaueHa AaHHaA aBTopu3auuAa.
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OtueT: "BpemeHHble mogenun"

ITOT OTUET MOXHO MCMONb30BaTh ANA 0TObpaKeHMA BbIOPAHHbIX BPEMEHHbIX MOAENEN,
onpepeneHHbIX B cucteme. B aTom oTueTe oTobpaxkatoTca BCe AaHHble, CBA3aHHbIe C
MOAEeNbto, a TaKXe UNCNO NUL, KOTOPbIM OHA Ha3HauyeHa.

Otuert: "Moaenu gHAa"
B 3TOoM oTueTe oToOpaXkatoTcA BCe 3afaHHble MOAENU AHA C UX UMEHaMMU, ONMUCAHUAMU U
cofepXXalnMUCA B HUX UHTepBanamu.

Ortuert: MNpaBa pabouei cTaHUUHU
3T0 AMaNOroBOe OKHO MOXHO MCMONb30BaTh ANA oTobpa)keHUsa npaB paboumnx CTaHUUK,
Ha3HaUeHHbIX onpeaeneHHbIM B CUCTEME PabourMM CTaHLUUAM.

Otuert: NMpodunu paboueit ctaHuum

370 AnanoroBoe OKHO MOXHO MCNONb30BaTb ANA OTO6pa)KeHVIF| onpeneneHHbIX B CUCTeEMeE
npodgunen paboumx cTaHuMi. ITO NO3BONAET NPEACTaBUTL B YIOOHOM BUAE CUCTEMHbIE
onepauuu c oTaeNbHbIMKU PabounMu CTaHLMAMMU.

Otuer: "lMpaBa nonb3oBartena"
3T0 AMANOroBOE OKHO MOXHO MCMONb30BaThb AnA oTobpaxkeHMA npodunen nonb3oBaTeneu,
Ha3HaUeHHbIX onpeaeneHHbIM B CUCTEME NONb30BATENSAM.

Ortuer: "Mpocdunu nonb3osatenen”
370 AMANOroBoe OKHO MOXHO MCMONb30BaTb ANA 0TObparKeHWUA AMANOroBbiX OKOH M Npas
AMAnoroBbIX OKOH, Ha3HAUEHHbIX OoNnpeAeneHHbIM B cMCcTeMe NPodUIAM NOoNb3oBaTenen.
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32

321

Ucnonb3oBaHue pyHKUUA yNpaBNneHUA YPOBHEM
yrpos3bl

B aToM pasgene onucbiBalOTCA pasnuuHblie cnocobbl akTUBALMK YPOBHSA Yrpo3bl U €ro
OTMeHbI. [JononHUTENbHbIE CBEAEHWUA CM. B pa3aene HacTposka ynpaBrieHue ypoBHeM Yrpo3bl,
CrtpaHunya 148.

BBepeHue

YpoBeHb yrpo3bl akTUBUpPYETCA npeaynpexaeHvem ob yrpose. MpenynpexaeHue ob yrpose

MOXeT OblTb MHULMMUPOBAHO OOHWM U3 CMeAyrLMX CNocoboB:

— KomaHaol B Nonb3oBaTeNbCKOM WHTEpderce NporpaMMHOro obecneueHus.

— [lo BXoOAHOMY CUrHany, onpeaeneHHbiM Ha NOoKanbHOM KOHTPONNepe AocTyna, Hanpumep
CUTHANOM KHOIMKMW.

- CuuTbiBaHMEM TpeBO)KHOPI KapTbl Ha CUUTbIBaTene.

ObpaTtuTe BHMMaHKe, UTo NpeaynpexneHua ob yrpo3e MoryT ObiTb OTMEHEHbI KOMAH0M

Nonb30BaTENbCKOro MHTEpdEenca Unu annapaTHbiM CUTHANoOM, HO He KapToW AnA

npenynpexxaeHus ob yrpose.

Cm.
—  Hacrtportika ynpaBneHue ypoBHeM yrpo3sl, CtpaHuuya 148

MHuuMauua u oTmeHa npeaynpexaeHua ob yrpose ¢
NOMOLLbIO KOMaHAbl NONb30BaTeNbCKOro UHTepdeica

B aTOM pasgene onucbiBaeTCcA, Kak akTUBUMpPOBaTb npeaynpexaeHue ob yrpose B8 AMS Map
View.

MyTb K AUANOroBOMY OKHY

o0
m]

-~ AMS Map View > ° (gepeBo ycTpoiicTs)
MpepBaputenbHbie TpeboBaHUA
—  OnpepeneH xoTsa Obl OAWH YPOBEHb Yrpo3bl.
- Kak MMHMMYM OAMH YPOBEHb Yrpo3bl MOMEUYEH B PeaKTOpe YCTPOMCTB KaK aKTUBHbIN.
—  Bbl kKak onepatop Map View n AMC obnanaete Heo0XoAMMbIMU paspeLleHUAMM:
—  [Ons paboTbl C ypOBHAMM yrpos.
—  Ona npocmoTtpa MAC B nofgpasgeneHuu, B KOTOPOM HeobXoaMMO aKTMBUPOBATb
npenynpexaeHue ob yrpose.

Mpoueaypa akTMBaLMKU npepynpexaeHus ob yrpose
1. B pepe.e yctpoucts B AMS Map View WenKHUTe NpaBon KHOMKOW MblLLW YCTPOMCTBO

MAC, B KOTOPOM HEOOXOAMMO aKTUBUMPOBATb NpeaynpexneHue ob yrpose.

-  OT06pasnTcA KOHTEKCTHOE MEHIO C KOMaHAaMM, KOTOpble BaM pa3peLleHo
BbINOMHATb Ha 3TOM ycTporncTtee MAC.

—  ECnv HW OOWMH M3 ypOBHEN OMACHOCTU elle He aKTUBUPOBAH, B MeHto OyaeT oguH MNu
HECKONbKO 3/IEMEHTOB C METKOW AKTUBUPOBaTb YPOBEHb Yrpo3bl, rae «<name>» —
3TO MMA YPOBHSA Yrpo3, onpefeneHHoro B peflakTope YyCTPOMUCTB.

2. BbibepuTe ypoBeHb yrpo3bl, KOTOpbIM TpebyeTcsa akTUBUPOBATD.

—  YpoBeHb yrposbl byger akTMBUMpPOBaH.
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32.2

32.3

Mpoueanypa oTMeHbl NpeaynpexaeHusa ob yrpose

MpenBaputenbHoe TpeboBaHUe. YPOBEHb Yrpo3bl y»Ke UCNOoMNb3yeTcA.

1. B pmepese yctponcts B AMS Map View LieNnKHWUTE NPaBoOM KHOMKOMW MblLLW YCTPONCTBO
MAC, B KOTOPOM HEODXOAMMO OTMEHUTb NpeaynpexxaeHue ob yrpose.
—  OT1obpasunTca KOHTEKCTHOE MEHI0 C KOMaHAaMM, KOTopble BaM pas3pelleHo

BbIMOMHATb Ha 3TOM ycTporcTee MAC.

2. BblbepuTe OTKNIOUUTb YPOBEHb YrPo3bl B KOHTEKCTHOM MEHI0.

—  TeKywmMn ypoBeHb yrpo3bl OyaeT OTKMOUEH.

AKTMBaUUA npepynpexaeHua ob yrpose ¢ nomMmoLbio
annapaTHOro cCUrHana

B sTOM pasgene onuMcaHo, Kak OTNpaBWTb annapartHblii BXOAHOW CUMTHan ANnA akTMBauuu
npegynpexaeHusa ob yrpose.

MpepBapuTenbHblie TpeboBaHUA

—  OnpepeneH xoTa Obl 0OAWH YPOBEHb Yrpo3bl.

- B paepeBe yCTPOMCTB HAcTpoeH XoTs Bbl 0AWH npoxoa,.

— AnnapaTHble curHanbl onpegenedbl B AMC, yCTPOMUCTBO NOAKMIOUEHO K
COOTBETCTBYIOLLLEMY TEPMUHANY Ha 3TOM KoHTponnepe AMC, KoTopblv DyneT nepenaBatb
curHan. Mpu HeobXxoQMMOCTH LWENKHUTE CCbINKY B KOHLE AaHHOro pa3aena, utobbl
NMoNyuYnTb MHCTPYKL MK MO HAaCTPOMKE BXOAHOMO CUrHana, unu obpatnutecb K CUCTEMHOMY
aAMUHUCTpaTopy.

Mpoueanypa

AKTUBUPYWTE YCTPOMCTBO (KaK NpaBW/Io, C MOMOLLbIO KHOMKK MKW annapatHoro

nepekntoyatens, noaknoueHHoro kK AMC).

UtoObl OTMEHUTb NpepynpexaeHne ob yrpose, akTUBUPYHTE YCTPOWUCTBO, KOTOPOE OTNpaBnAeT

BXOOHOW CUIHan, onpeaeneHHbii Kak YPOBeHb Yrpo3bl: OTKMIOUUTD.

Cwm.
—  HasHaueHue ypoBHA yrpo3bl annapatHomy curHany, CtpaHuya 153

AKTUBaUUA npeaynpexaeHua ob yrpose c nomMoLbio KapThbl
ANA npeaynpexapeHua ob yrpose

B aTOoM pasgene onvcbiBaeTCs, Kak aKTMBMpPOBaTb NpedynpexaeHre ob yrpose ¢ NoMoLbio
KapTbl 4NA npegynpexneHua ob yrpose.

MpepBapuTenbHbie TpeboBaHUA

—  OnpepeneH xoTa Obl 0AWH YPOBEHb Yrpo3bl.

- B paepeBe yCTPOMCTB HAcTpoeH XoTs Bbl 0aAWH npoxon,.

— [nsa onpepeneHHoro Bnagenbla KapTbl cO34aHa KapTa AnAa npegynpexaeHua ob yrpose.
Mpu HeOOXOAMMOCTU LLENKHWUTE CCbINKY B KOHLE aHHOro pasaena, utobbl NonyuynTb
MHCTPYKLUMWK MO CO34aHUI0 KapTbl ANA NpeaynpexaeHusa ob yrpose, Mnu obpatuTech K
CUCTEMHOMY afMUHUCTPATOPY.

Mpouepypa

1. Bnageneu KapTbl NOAHOCUT CBOI CreLManbHyo KapTy ANs npeaynpexaneHus ob yrpose
Ha nboM cuuTbiBaTeNEe, HE ABMAIOLWEMCA CUMTbIBaTeNneM OTNeUaTKoB NanbLeB.

—  AKTMBMpPYETCA YypOBeEHb Yrpo3bl, ONpeaeneHHbIM AnA 3TOM KapTbl.
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2. [ocne ycTpaHeHUs yrposbl OTMEHUTE YPOBEHb YrpO3bl C MOMOLLbIO KOMaHAbI
Nnonb30BaTeNbCKOro UHTepdenca MNu annaparHoro nepeknoyarensa. HeBO3MOXHO
OTMEHWTb YPOBEHb Yrpo3bl C MOMOLbIO KapTbl ANA npeaynpexaeHna ob yrpose.

Cm.
—  Cos0aHue kapTbl 0ns npedynpexdeHuns ob yrpose, CtpaHuya 225
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33 Ucnonb3oBaHue Swipe ticker

BBepeHue
Swipe ticker — 310 MHCTpyMeHT, NoMoratolmi onepartopam Map View B peanbHOM BpeMeHM!
OTCNEXWBaTb, KTO BXOAMWT Ha TEPPUTOPHUIO UMM NMOKUAAET ee.

0630p

Swipe ticker —3to npunoxeHrve B AMC Map View, B KoTopoMm oTobpakaloTca nocnegHue

10 MUHYT CODbITMI AOCTYNa B AMHAMMWMUECKOM NpPoKpyuMBaeMoM crnucke. OTobpaxatrorca go 50

cobbITUi gocTtyna, a cobbiTva ctapwe 10 MUHYT yaansaoTCcA M3 CMUCKA aBTOMATUUECKH.

Onepatop MOXeT OTCNEXWBATb BCE CUMTbIBATENM B CUCTEME UNTU MOXET BblOpaTh

NOAMHOMXECTBO YCTPOWCTB.

Kaxkgas 3anucb B CNMCKe COAEPXKUT NoApobHble cBefeHnA 0 COBbITUM U UCNONb3YEMbIX

YUeTHbIX AaHHbIX, Hanpumep:

- WM#A BnagenbLa KapTbl U coOXpaHeHHasa doTorpacdua Ansa BU3yanbHOro NOATBEPXKAEHUA
NUUYHOCTH.

-  BpemeHHana meTKa.

—  HasBaHWe KoMMaHuu 1 (MNK) noapasfeneHus, eCliu OHO COXPaHEHO.

— [lpoxoa v cuuTbiBaTeNb, HA KOTOPbLIX ObINMK MCNONBb30BaHbl YUETHbIE AAHHbIE.

—  Karteropua cobbiTUA C LBETOBOM METKOW:

—  3eneHblM UBET: 3aBePLUEHHbIW AOCTYN C 4ENCTBUTENbHBIMU YUYETHBIMU AAHHbBIMU

—  JKenTbl LBET: He3aBePLUEHHbIM JOCTYN C AEUCTBUTENbHLIMU YUETHbIMU AaHHbBIMM,
HanpuMep Bnagenew KapTbl nepesanyctun 6NOKUMPOBKY, HO HE OTKPbIN ABEPb.

—  KpacHblM uBeT: HeygauHana nomnbiTka 4OCTyNna C HeAeMCTBUTENbHBIMU YUETHBIMMU
AaHHbIMK. OTOOpaXkaeTca TMN HeQeMCTBUTENbHOCTH, HAaNPUMEpP, YUeTHble AaHHble
nobaBneHbl B UePHbIA CMUCOK, HEM3BECTHbI UMM CPOK UX OENCTBUA UCTEK.

Swipe ticker He coxpaHsaeT cobCcTBEHHbIe apXMBbl; OH U3BNeKaeT U oTobparkaeT cobbITUA
[OCTyna U3 cUCTeMHOM Basbl faHHbIX. IMHAMUUECKY MPOKPYTKY MOXHO MPUOCTAHOBWUTbL ANA
noapOOHOro U3yUeHUA UMK OTKPbITb B OTAENBHOM OKHE ANA napanfienbHOro MCNonb30BaHWA C
APYrMMU npunoxeHuamu Map View.

3ameuaHue!

3anepxKa nocne peaakTMpoBaHusA

[nA pacnpocTpaHeHUA U3MEHEHUN MOEHTUDUKALUOHHbBIX POTOrpaddmn U APYrMX AaHHbIX
nepxarensa kaptbl u3 AMC B Swipe ticker obbluHO TpebyeTcA HECKONbKO MUHYT. Bo Bpems
CUHXPOHM3aumKn Swipe ticker npogonxaet pearmpoBaTb B pearbHOM BPeMEHU Ha cTapble
OaHHble.

MpepaBaputenbHblie TpeboBaHuUA

Mpodu1nb Nonb3oBaTena onepatopa TpebyeT HaNMUMA cneunanbHOMW aBTOpU3aLnK AnA

3anycka Swipe ticker.

1. B rnaBHom npunoxeHun AMC nepenante B MeHto: KoHdurypauua > Mpodunu
nonb3oBaTenemn.

2. 3arpysuTe umA NpoduIa HY>KHOTo oneparopa.

3. B T1abnuue BbibepuTte NMpunoxxenna Map cuctembl Access Manager > CneuunanbHbie
cyHKUUM > Swipe ticker .
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3anyck Swipe ticker

4

B Map View wwenkHute , UTODObI 3aMyCTUTb MHCTPYMEHT.

Bbibop cuuTbiBaTeneu gna HabnwogeHus

Ecnu cunTbiBaTenu elle He BbibpaHbl UMW Bbl XOTUTE U3MEHWUTb BbIDOpP, BbIMOMNHUTE
crnepywolimMe 4enNcTBuUA:

B okHe Swipe ticker HakKMuTe KHOMKY (Hactpowku).

OTKpoeTcA OKHO PUNbTP YCTPOUCTB.

B fepeBe yCTPOWCTB yCTaHOBUTE (hNaXKKW HanpoOTUB NMPOXOLOB UMK CUMTbIBATENEN,
KoTopble TpebyeTtcsa oTcnexuBaTtb. Pnaxku paboTtaloT cnenyowmm obpasom:

Ecnu BbIbpaTh npoxon, No ymMonuaHuio byayT BbibpaHbl Bce NOgUMHEHHbIE YCTPOMCTRA.
@naxku oTAeNbHbIX NOAYUHEHHBIX YCTPOWCTB 3aTEM MOXHO CHATb, €CMIU OHW He
TpebytoTcA.

Ecnu BbibpaHbl BCce foUepHHUe aNeMeHTbl POAUTENBCKOIO YCTPOMCTBA, (hNaXxokK
poauTenbckoro obbekta otobpaxaercsa benbiMm LBeToM. ECcnu BbibpaHa ToNbKo uacTb
3NeMEeHTOB, hNaXKOK POAUTENBCKOro obbekTa oTobparkaeTcA cepbiM LBETOM.

Haxxmute kHonky OK, uToObl 3aBepLIUTb BbIOOP cuMTbiBaTENEN M 3aKPbITh OKHO PUNBTP
YCTPOMCTB.

OTob6pakeHue BbIOpPaHHbIX CUMUTbIBaTEeNnen Ha KapTe

>
=
=

OBaxkabl WenkHUTe 3anucb B Swipe ticker.

Swipe ticker aBTomMaTMuecku npuocTtaHaBnMBaeTcA.

B rnaBHOM okHe oToGpasuTcAa Map view, nepBas COOTBETCTBYIOLWAA CLEeHa KapTbl B
nepapxuu KapT, U OyaeT BblAeNeH CUMTbiBaTeNb, KOTOPbIW Bbl ABaXAbl WENKHYMH.

MpuoctaHoBka Swipe ticker

B okHe Swipe ticker wenkHuTe MNU ABaXAbl LENKHWUTE 3anucb B CNUCKe, UToObI
NPUOCTAHOBUTb AMHaMUUecKkoe oTobpakeHue.

OuHamunueckoe otobpaxkeHne byaeT npuocTaHoBNeHO. Bxogawime 3anmcu cobbitui
nomewatorca B bydep, Ho He oTobpaxkatroTcA.

B Hauano cnvcka gobaBnsetcA yBegoMeHMe 0 TOM, UTO NMOTOK CODbITUI MPUOCTAaHOBIEH.

Bo3o6HOBNeHMe npuocTtaHoBneHHoro Swipe ticker

B okHe Swipe ticker HaxxmuTe , UTOObl BO30OHOBUTbL IMHAMHUUECKOE
oTobpaxeHue.

[JMHaAMHUUECKUI CNUMCOK OTODpaXkaeT B XPOHONOrMueckom nopsaaKke (cHauana camble
HOBble) BCe cobbITMA AOCTyna, Nnpousolleflle Ha BbiDpaHHbIX CUMTbIBATENAX 3a
nocneaHve 10 MUHyT (Makcumym 50).

CobbiTHA gocTyna, KoTopble cTaplie 50 cambix HOBbIX UNnu cTtaplue 10 MUHYT, yaansatoTca
U3 Crnucka.

HoBble cobbiTHA gOCTyna cHoBa oTobOpaXkatoTcA B peanbHOM BPEMEHU MO Mepe UX
noABNEHMA.
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Oy6nupoBaHue Swipe ticker B oTaenbHOM OKHe
ObpatuTe BHMMaHWeE, UTO B KaXKAblh MOMEHT BPEMEHU MOXHO OTKPbITb TONTbKO OLHO OKHO

nybnukarta Swipe ticker.

1. B okHe Swipe ticker wenkHute

(JononHWTENbHOE OKHO).

OToenbHOe OKHO ABnAeTcA Ay0nnKaTtoM U He 3aBUCUT OT Swipe ticker B rmaBHOM OKHe.
OHO MOAUYMHAETCA TEM >KEe HACTPOMKaM.

Opyrve npunoxeHua Map View, Takne Kak CMUCOK TPEBOT, TeNepb MOXHO MCMOMNb30BaTb

napannenbHoO B rMaBHOM OKHe.

2. Tlocne 3aBeplieHUA paboTbl C OTAENbHbIM OKHOM MCMOMNb3yMTe CTPOKY 3arofioBKa, utoobl

3aKpblTb €ro.

33.1 Ocobble cnyuau

MpunoxxeHue Swipe ticker B Map View u asepu ¢ mogynamu B901

Ons npegoctaBneHuA NpaBUbHOM MHOPMaL MK NpunoxeHuto Swipe ticker B
npeacraBneHnn AMS Map View naeHtudrkaTopbl ABepen ¢ moaynamu B901 gonxHbl
coBMagathb C MaeHTUMKATOpaMK UX ABEPHbIX Touek. Hanpumep, Asepb 1 gomkHa ObiTb
HasHaueHa ABepHOM Touke 1, ABepb 2 ABEPHOM TOoUuke 2 U T. 4.

Doors 1 - 4

Croor 1 Daoar 4

Door Mame Text

Door Mame Text (Second Languags)

Docr Source
Ertry Area

Agsociated Keypad #

Custom Function
Door Poirt

Door Foint Debounce

| S0 (B301)
1
pad
zabled
1 3 4
G00ms G00ms G00me G00me

fedmde ot Foies

Do

~

ITU Ha3HaueHUA ANns KoHTponnepa aseper B901 BbinonHATCA B MHCTpyMeHTe RPS ann
HACTPOMKKU OXPaHHbIX NMaHeNen U KOHTPONNEPOB.
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34

Pe3epBHOE KONUpPOBaHUE U BOCCTAaHOBNEHUE

OyHKUMA Pe3epBHOE KONMpOBaHUE U BOCCTAHOBNEHUE NO3BOMAET NEPEHOCUTb CUCTEMY
BMecCTe C ee faHHbiMK B cucteMy AMS HOBOM BEPCHMU MU HA HOBbIM KOMMbIOTEP.

Pe3epBHOe KONMpPOBaHWE U BOCCTAHOBNEHUE MOXET BbIMO/THATLCA TONTbKO Ha KOMMblOTEPE C
yCTaHOBNeHHbIM cepBepoM AMS. B meHto «llyck» Windows nmetoTcs aBa sipnbika:

- AMS — pe3sepBHOe KONMUMpOBaHUe — /1 CO3aHUA Pe3epBHON KOMNUHK

— AMS — BoccTaHOBNEeHUe — [i/17 BOCCTAaHOB/IEHUA U3 Pe3epPBHOM KOMWUMU:

Access Management System

- AccessIPConfig

5 - Backup

- Configuration Collector

5 - DB Password Change

M

34.1 Co3paHue pe3epBHOU KOMUU CUCTEMDI
B sTOM pasgene onucbiBaeTcs, Kak co3aTb Pe3epBHYIO KOMUIo NpunoxeHunsa AMS 1 Kak HaWTu
dannbl pesepsBHoM Konuu SQL Server.
Co3paHue pe3epBHOM KONUU npunoxxeHua AMS
1. B meHto «lyck» Windows LenKHUTe NpaBon KHOMNKOM MbiliM AMS — pe3epBHOe
KonupoBaHUe U BbibepuTe 3anycK OT UMEHU aAMUHUCTpaTopa.
—  3anyctutcA MHCTpYMeHT Pe3epBHOEe KONMMPOBAHWE U BOCCTAHOBNEHHUE C YXKe
BblIbpaHHbIM pexxumom Pe3epBHOe KonupoBaHuUe.
Bl BackupAndRestore X
Be (O Restore
“ C:\Users\Administrator \DOCUMENTS \Backups\AccessEngine -
Cancel
2.  YKaxuTe nyTb ANA cOXpaHeHuna danna .Gz.
3. Haxmute Myck, utobbl 3aNyCcTUTb pe3epBHOE KOMUpPOBaHMUE.
—  WHcTpymeHT PesepBHOEe KONMUMPOBaHWE U BOCCTAaHOBNEHUE CO3acT oauH dann .Gz,
oTobpaxkasa xon BbIMNOMHEHWA BO BCMN/biBalOLIEM OKHeE.
4. CkonupywnTte 3TOT pann B besonacHoe MecTo Ha ApYyroM KomnbtoTepe. UTobbl He noTepATb
[aHHble, He OCTaBNAWTE eAMHCTBEHHYIO KOMNUIo Ha cepBepe DMS.
Mouck u konupoBaHue chanoB pesepBHoi konuu SQL Server
1.  WUcnonb3ys MNMpoBoaHUK Ha KoMMNbloTepe cepBepa AMS, nepenaunte K nanke, B KOTOpow
SQL Server xpaHUT hannbl . BAK.
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—  TyTb K chbanny BbIrNAAMUT cneayowmm obpasom, rae <version> M <instance name>

— nepemMeHHble, 3aBUCALLUE OT Ballen CUCTEeMDbI:
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M

SSQL\Backup\

- VmeHa pannos umetoT creayroLlmni popmar:

acedb.80fzedb0-eb71-43ab-b2b6-db2517d4d6c7 . bak
Bosch.AlarmDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.EventDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7 . bak
Bosch.MapDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7 .bak
Bosch.MapViewDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.StatesDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak

2. CkonupyH1Te Bce (pamnbl .BAK B be3onacHoOe MecTo Ha CBoeM KomnbtoTepe. UTobbl He
noTepATb AaHHble, He OCTaBNANTE eAUHCTBEHHbIE KOMWKU Ha cepBepe DMS.
3ameuaHue!

MyTb NO yMONUaHMIO K XypHany cobbituin AMS:
C:\Program Files (x86)\Access Management System\Access Engine\AC\LgfLog\

34.2 BocctaHoBneHue U3 pe3epBHOU KONUU

MpepBapuTenbHblie Tpe6oBaHUA

Hanuuue danna Gz, Co3gaHHOro MHCTPYMEHTOM Pe3epBHOe KonupoBaHue U

BOCCTaHOBNEHHUE.

Hanuuue dannos .BAK, Co3AaHHbIX cepBepoM SQL Server U coXxpaHeHHbIX BaMU BO

BpeMsA npoLeaypbl pe3epBHOro KOMMPOBaHMA.

YueTHana 3anmMcb SQL ¢ npaBaMu CUCTEMHOro agMUHUCTPATOpPa, Hanpumep sa.

JonHbiM 0O6pa3oM NOAroTOBNEHHbIN LleNeBo KOMMNbOTEP CO BCEMW HEODXOAMMbIMU

NULUEH3UAMMU 1 cepTUdhUKaTaMmu:

—  TuueHsuun. Ha ueneBom KomnbloTepe (Ha KOTOPOM Bbl BOCCTaHaBNUBaeTe AaHHble
M3 pe3epBHOMN KOMWUK) KaK MUHUMYM AOMKHbI MPUCYTCTBOBATb NULEH3NUMU,
SKBUBANEHTHbIE TeM, UTO ObINIM HA KOMMbIOTEPE, HA KOTOPOM CO34aBanach
pesepBHaA KoMus.

—  Ceptudmkarbl. [1nA ntobbix KNMEHTOB Ha LLeNeBOM KOMMblOTEpPe NOTPeOyTCA HOBbIE
cepTudmKaTbl, CO30aHHbIE B XO[E YCTAHOBKKU Ha LLleNeBOM KOMMbIOTEPE, a He Te,
yTobbl ObINM CO3OaHbl MPU YCTAHOBKE Ha MCXOAHOM KOMMbIOTEPE.

MHdopMaLnto 0 co3aaHUn U YCTaHOBKE CEPTUXUKATOB KITMEHTOB CM. B
PykoBopacTBe no ycraHoBke AMS.

Mpouenypa

1. B nporpamme AMS HaxxmuTe dain > Bbixog, utobbl OCTaHOBUTb NpunoxxeHne AMS.

2. Korpa pabota nporpammbl byaeTt 3aBeplieHa, 3anycTute npunoxxeHue Cnyx6bel Windows
n ybenutecnb, uto Bce cnyxbbl Access Engine U Access Management System
OCTaHOB/EHbI. B NPOTMBHOM Cryyae OCTaHOBMUTE UX TaM Xe.

3. Ecnu v TonbKo ecnu Bbl Ucnonb3syete RMAC (pe3epBHbii MAC) cO CBOMM OCHOBHbIM

MAC vnu 1. MAC, nepenaute K cneaytollemMy noapasaeny v BbiNMoOMHUTE ONUCAHHYIO Tam
npoueaypy, Npexae uyeM BbINMOMHATL 3TOT LWwar.
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CKONUpyMnTe coxpaHeHHble BamMK dannbl .BAK MSSQL ¢ ncxogHoro koMmnbkoTepa no
aHanorMyHoMmy nyTM Ha HOBOM KOMIMblOTEPE.
—  TyTb K dpanny BbIrNAOWT cnefyowMm obpasom, rae <version> U <instance name>
— NepemeHHble, 3aBUCALLME OT Ballel CUCTEMDbI:
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M
SSQL\Backup\
B meHto «Myck» Windows LWenKkHUTe NpaBoW KHOMKOW Mbili AMS — BocCTaHOBNEHUE U
BbibepuTe 3anycKk OT UMEHU agMUHUCTpPaTopa.
—  3anyctuTtcAa MHCTpyMeHT Pe3epBHOe KONMUMpPOBaHME U BOCCTAaHOBMEHHUE C yXe
BblbpaHHbIM pexumom BoccTtaHoBneHue.
Haxkmute KHOMKY [...], uToObl HaMTK haln pesepBHON KONUK GZ B hal/IOBON CUCTEME, U
HaXXMUTe OTKpPbITb, UTOObLI BbIOpaTh €ro.

(") Badkup (®) Restore
|| C:‘n,l..lsers‘.,ﬂdministrator\DDCUMENTS\Badcups‘.,ﬂccessEngineV| E

Open
4 E| > ThisPC » Documents v O Search Documents

Organize - Mew folder - [ @

=

% Documents 63 MName Date modified

| Pictures Backups 102018 12 File folder

Workspace SOL Server Management Studio 03.2018 File folder

3 This PC Vizual Studic 2015 05, V1T File folder

I Desktop
@ Documents
4 Downloads
J’ Music

&=/ Pictures

B Videos

2. Local Disk (C:)

oF Metwork v <

File name: || v| ACE Backupfile (*.GZ)

HaxmuTte Myck, uTobbl HauaTb NPOLECC BOCCTAHOBNEHMUA.

MpK oTobpaXkeHWKU 3anpoca yuyeTHbIX AaHHbIX ANA cepBepa BBEAUTE YUETHbIe JaHHble
nonb3osBaTend MSSQL ¢ npaBaMu CUCTEMHOIO aAMUHKUCTPaTOPa, HaNpUMep sa, a He
yueTHble AaHHble [NA BXOo4a Ha KOMMblOTep cepsepa.
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34.2.1

- HauHeTcA npouecc BOCCTaHOBNEHMUA.

B)] BackupAndRestore >

(O Backup
|| C:\Jsers\Administrator \Documents\ACE. GZ . Start

Reading compressed file Cancel

9. o 3aBeplIeHUU NpoLecca BOCCTAHOBNEHWSA 3anycTUTe npunoxeHue Cnyx6bl Windows
M BPYUHYIO MepesanycTute Bce cnyxbbl Access Engine UM Access Management System.

10. 3anycTuTe NporpaMmy HaCTPOMKMU cepBepa AMS Server Setup.exe OT UMEHU
aiMMHHWCTPaTOPa, YTOObI MOBTOPHO CMHXPOHU3WPOBATb PE3EPBHYIO KOMUIO AaHHbIX C
TEKYWWMUMHU JaHHBbIMKU CUCTEMDbDI.

Cwm.
—  Cos0aHue pesepBHOH Konuu cuctemsl, CtpaHuya 280

BoccraHoBneHue RMAC B HOBOM yCTaHOBKe
MpumeuaHue. 3Ta npouenypa NpMMeHUMa TONMbKO B Crydyae, KOrga Bbl BOCCTaHaBNMBaeTe Ha
npyrom obopynoBaHuun cuctemy ¢ MAC 1 RMAC 13 pe3epBHOM KOMUU.

BBepeHue

Ecnu Bbl BOCCTaHaBNMBaeTe CUCTEMY M3 PE3EPBHOM KOMWKU Ha HOBbIX KOMMblOTEPaXx, TO
BMecTo npexxHux IP-agpecos MAC n RMAC, coxpaHeHHbIX B hain pe3epBHOMN KOMUU, HYXKHO
3agatb |IP-agpeca HoBoro obopyaoBaHuA. [INA 3TOro HY>XHO 3anyCTUTb MHCTPYMEHT
MACInstaller Ha HoBoM 060pyAOBaHMH.

MHcTpymeHT MACInstaller HaxoauTca B nanke \AddOns\MultiMAC\MACInstaller.exe Ha
YCTAaHOBOUHOM HOcCHUTene.

Pabota ¢ uHcTtpymeHTom MACInstaller nonpobHo onucbiBaeTca B rnaBe Mcnonb3oBaHue
cpedcTBa ycraHoBku MAC, CtpaHuya 57.

Mpouenypa
1. 3anyctute nHcTpymeHT MACInstaller Ha KoMnbloTepe, Ha KoTopom paboTtaet 1.MAC. 3ToT
KOMMblOTEP MOXET ObiTb cepBepoM DMS vnu BbigeneHHbiM cepBepom ansa 1.MAC.
— B MHCTpymeHTe HacTpoiTe HoBble IP-anpeca ocHoBHOro MAC (TeKyLIMi KoMMbioTep)
n RMAC.
2. 3anyctute uHcTpyMeHT MACInstaller Ha komnbloTepe, Ha KoTopom pabotaeT RMAC.
- B MHCTpyMeHTe HacTpoiTe HoBble |IP-anpeca ocHoBHoro MAC u RMAC (TekyLuu#n
KomnbtoTep).
3. BepHuTech K wary, Ha KOTOpoM Bbl NpepBanu BbinonHeHue Mpouenypbl
BOCCTaHOBNEHHUA.

Cwm.
—  Hcnonb3zoBaHue cpedctBa yctaHoBku MAC, CrpaHuua 57
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35 Hactpouka u ucnonb3osaHue kapt CEPAS

Tun kapT CEPAS ncnonb3yetca B CuHranype. Homepa kapt 6onblie oOblUHbIX, MO3TOMY B

nporpammHom obecneueHun goctyna BBegeH ocobbi TMn kapT CEPAS.

Hwxe onucaHo, Kak cnepgyet HacTpamBatb kKapTty CEPAS, BkntouaAa perncrpauuio atoro tmna

KapT BPYUHYIO B AMANOroBOM OKHe M\MNK C MoMOLLbio crelunanbHoro obopyaoBaHus ana

cuuTbiBaHnA ¢ USB.

Utobbl HacTpouTb kapTy CEPAS B cucTeMe ynpaBneHua goctynom (AMS):

MyTb K AMANOroBOMY OKHY

— B rnaBHom meHto KoHdurypauusa sBoibeprte OnpepeneHue KapTbl.

Utobbl akTMBUpOBaTh KapTy CEPAS, nepemectuTe CEPAS 64 Bit M3 CMMCKa AOCTYMHbIX

TUMOB KapT CfpaBa B CMMCOK aKTUBHbIX TUNOB KapT crieBa. [1nA 3TOro HaXKMUTe KHOMKY CO

cTpenkow Bneso [<].

MpumeuaHue. [Npun akTUBaLMK Ntoboro apyroro TMna KapTbl 64-6uTHyt0 KapTy CEPAS Henbas

aKTMBMPOBaTb. TOUHO TaK Ke, eCNv aKTUBMpPOBaHa 64-06uMTHas kapta CEPAS, kapTbl Apyroro

TMMNa aKTUBUPOBATb HEBO3MOXHO.

lMocne HaCTPOWMKK U peructpaunu 6onbluni HOMep KapTbl YKasblBaeTcA B AMANOroBbiX OKHAaX U

oTueTax NPUNOXEHUA AUCMeTYepa AMaNoroBbiX OKOH.

Huxe onncaHbl Hanbonee BaXkHble U3MEHEHWA B AMANOrOBbIX OKHax Npu HacTpolke CEPAS.

- Tepengute B rnaBHoe meHio AMS > [laHHble 0 nepcoHane > Muua.

1. CospavTte nonb3oBaTena WKW oTpeaakTUpyMTe cyllecTBytowero. [JononHUTENbHbIE
cBefeHuA cM. B pasaene CosldaHue OaHHbIX nepcoHana v ynpabrieHue MMH.

2. CoxpaHuTe

- B meHwo HaxxmuTe KapTbl.

3. Haxmwute B none Homep kapTbl.

4. BbibepuTe cunTbiBaTeNb B AMANTOTOBOM OKHE ANA PEerucrpaumun KapTbl.

5. HaxmuTe 3aperucrtpupoBatb KapTty.

- OTKpoeTcA AUanoroBoe OKHO Recording badge ID.[1nA BBOAA HOMepa KapThbl
HaCTOATENbHO peKkoMeHayeTcA ucnonb3oBatb USB-cuntbiBaTenb. 16 undgp kaptol CEPAS
TaK)Xe MOXHO BBECTU BPYUHYIO.

6. Haxmute Homep KapThbl.

7. TopnHecute Kapty CEPAS Kk cuutbiBaTento NFC USB, utobbl cumMtath Homep.

—  Homep KapTbl JONXXEH COOTBETCTBOBAaTb HOMEpPY, YKa3aHHOMY Ha KapTe.

8. Haxwmure |§h| yToObI BLIMOMHWUTE MOUCK KapThl.

9. BbibepuTe cunTbiBaTEND.

10. HaxmuTe CuuTtbiBaTeNb.. U NPUMOXUTE KapTy K cuntbiBatento NFC USB.

-  AKTMBMpoOBaHHaA KapTta byfeT HaWheHa U NpaBWNbHO oToOpaXkeHa.

Utobbl NONYUMTb JOCTYN C MOMOLLbI aKTUBUPOBAHHOM KapThbl, CieayrTe YyKasaHHbIM HUXe

MHCTPYKLMAM.

MyTb K AUANOrOBOMY OKHY

— [naBHoe meHo AMS > KoHdurypauua > [laHHble YCTPOUCTBaA

1. Onpepnenute AMC-4W. [lononHWUTeNbHble CBEAEHUA CM. B pasaene Mcrnonb3oBaHue
pedakTopa yCTPOMICTB.

2.  Onpepenute mofenb ABepew. [JononHUTeNbHble CBEAEHWUA CM. B pa3aene HacTpoika
BXx000B.

3. CoxpanuTe B .

- naBHoe MeHto AMS > CucTeMHble faHHble > ABTOpPU3aLUKU
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4. Co3spanTte HOBYIO aBTOPU3aLMIO U Ha3HaUbTe el paHee CO3[aHHbIA BXO.

5. CoxpaHute
— [naBHoe meHto AMS > [laHHble 0 nepcoHane > KapTbl
6. BbibepuTe NMLO M Ha3HaubTe eMy paHee CO3[aHHY aBTOpU3aLMio.

7. CoxpaHute

OrpaHuueHuna gna kapt CEPAS B AMS:

—  Ecnu kaptbl CEPAS aktnBMpytoTCcA B AMaNnOroBOM OKHe onpeaeneHua KapT, Apyrue Tunol
KapT MCMONb30BaTb HEMb3A.

- BHelwHWe cucTtembl, Takme kak IDEMIA, Suprema, nnatbl ANA CUCTEM 3alMTbl OT
BTOp>XeHUA, SimonsVoss, nudTel KONE, wkadbl Deister, PegaSys, OSS-SO, He
noagepxkunBatoT TN KapT CEPAS 1 He moryT ObiTb 06begnHeHbl B ogHY cuctemy AMS.
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Fnoccapuun
1.MAC (nepsBbiit koHTponnep MAC)

InaBHbIM KOHTponnep goctyna MAC B cucteme
BIS Access Engine (ACE) unu cucteme Access
Manager (AMS). OH MOXeT HaXOAWUTbCA HA TOM e
KomnbloTepe, uto u DMS, HO MOXeT, KakK
noguUMHeHHbIM KoHTponnep MAC, HaxoauTbCcA Ha
OTAEeNbHOM KoMmMbloTepe — cepBepe MAC.

ACS
ObWMM TEPMUH AN CUCTEMbI yNpaBneHus
noctynom Bosch, Hanpumep AMS (Access
Management System) unu ACE (BIS Access
Engine).

CSN
Bblbopbl HOMepa KapThl.

DCP

Maponb, U3 KOTOPOro cUCTeMa yrnpaBneHus
[OCTYNoM CO3[aeT rMaBHbINA KN, UCMONb3yeMblH
ONA WKWdPOBaHUA CETEBOIO NMOAKNIOUEHWSA KO
BCEM MOAYMHEHHbIM NTOKaNbHbIM KOHTPONNepam
poctyna (kKak npaBuno, 3to yctponctesa AMC).

DSN

MMA MCTOUHMKA OaHHbIX. MMA MCTOUHMKA AaHHbIX
B Open Database Connectivity (ODBC).

DTLS

Datagram Transport Layer Security — ato
6esonacHbI NPOTOKON CBA3U, KOTOPbIM
3almLuaeT oT NnoAcNyLWMBaHMUA U B3NoOMa.

IDS

CucTema OXpaHHOMW CUrHanM3aLuum, KoTopyto
TaK)Ke HasblBalT CUCTEMOW ODHapyXeHuUs
BTOPXKEHMUA.

MAC (rnaBHbIit KOHTpONNep AocTyna)

B cuctemMax KOHTPOMA U ynpasBneHusa O4OCTyrnom
cepBepHan nporpamMmma, Kotopana KOOpAUHUpPYeT
paboTy NoKamnbHbIX KOHTPOMNNEPOB AocTyna (Kak
npaBuo, 3TO MOAYNbHbIE KOHTPOMNEPbI AOCTYyna
(AMC)) v ynpaBnseT umu.

REX

«3anpoc Ha Bbixoa». CUrHan 3anpoca Ha
oTnMpaHue ABepu U3HYTPU AnA obecneveHun
Bbixofa. OBblUHO CUIHAN UHULMKUPYETCH
Ha)KaTMeM KHOMKW UMW PYUKK C BHYTPEHHEN yacTu
npoxoaa, a MHoraa — AEeTEKTOPOM ABUKEHUA.

RMAC

PesepBHbIN rMaBHbIM KOHTponnep aoctyna (MAC),
KOTOpPbIN ABNAETCA CUHXPOHM3UPOBAHHOM Mapou
cyulecTBytowero koHtponnepa MAC v npuHumaet
Ha cebnA ynpaBneHue AaHHbIMKU B cnyyae cbosa unu
OTKMHOUEHWUA OCHOBHOIO KOHTpOnnepa.

RPS (Remote Programming Software)

MporpammMmHoe obecneyeHne yganeHHoro
nporpamMmMupoBaHua. MNporpamMmma, Kotopas
ynpasnseT NoKapHbIMU UMK OXPaHHbIMMU
naHenaMu ynpaBneHus B CETU.

Smartintego

Linchpoean cuctema 6nokMpoBku oT Simons Voss
Technologies. Smartlntego uHTerpupyetca c
HEKOTOPbIMWU CUCTEMAMWU KOHTPONA JOCTyrna
Bosch.

ABTOMaTHUeCcKoe CUMTbiBaHWE HOMEPHbIX 3HaKOB
(ANPR)

Jcnonb3oBaHWe BUOEOTEXHONOTUKW ANSA
CUMUTbIBAHMA U 00PabOTKM HOMEpPHbIX 3HaKOB (Kak
npaBuWno, Ha TPAHCMOPTHbIX CPEACTBax).

AnnapaTtHbii knou AMC

BHyTpeHHWI Koa NPOBEpPKK NMOAMUHHOCTH,
KoTopbin AMC co3aaeT Ha OCHOBe onpeaeneHHblX
napameTpoB obopyaoBaHusa. OH He oTobOparkaeTcs
nonb3oBaTensMm.

Benblit cnucok (Smartintego)

Benbit CNMCOK — 3TO CNMCOK HOMEPOB KapT,
KOTOPbIM XPaHWUTCA NOKaNbHO Ha CUMTbIBATENAX
KapT cucTtembl 6NOKMpPOBKK Smartintego. Ecnu
MAC cuuTbiBaTeENA HE B CETHU, CUMUTbIBATENb
npenocTaBnsAeT AOCTYN KapTam, HOMepa KOTopbIX
coaep)katca B NOKanbHOM Oenom crnucke.

BepudmukaumoHHbit PIN-kopg,

NTMUHbIA MaeHTUdUKALUOHHBLIM HoMep (PIN)
MCMONb3yeTcsa B coueTaHWn C PU3UUECKUMU
YyUeTHbIMW aHHbIMK AnA obecneueHusa bonee
BbICOKOW CTeneHn 6e30nacHoOCTHU.

FnaBHbIX KoY

Kon, co3gaHHbIM CUCTEMON M3 MNaponA CBA3U C
yctporctBom (DCP) 1 ucnonb3ayemblii ans
3alMTbl YCTPOWCTB yNpaBneHus AOCTYMNOM.
[naBHbIM KNOU He oTobpakaeTcA Nonb3oBaTtenam.
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rpynna nudta

[pynna nnudToB, KOTOPblE COBMECTHO
obcnyXMBaloT OfIHU U Te e 3Taxku. Kaxnan
rpynna nudToB ynpaBnAaeTcA cepBepoM BBOAA
HanpaBneHun (Destination Entry Server - DES).

3anpet NOBTOPHOro npoxoaa

MpocTasa popma MOHUTOPUHTA
nocneaoBaTeNbHOCTM A0CTyNa, He No3BonALWan
Bnafenbly KapTbl ABaXObl BOMTH B
onpeaeneHHyo obnactb B TeueHue
onpeaeneHHoro nepuvoaa BpeMeHu (ecnu 3a ato
BpeMA KapTa He bbina ckaHWpoBaHa AnA Bbixoaa
M3 obnactu). 31a PyHKLMUA He NO3BONAET
nepenaBaTtb yyeTHble flaHHble AN NOBTOPHOTO
MCMONb30BaHWA Ha BXOAE APYrMM UENOBEKOM, He
MMEIOLLIMM COOTBETCTBYIOLLMX NpaB.

UpentucdbukaumoHHbi PIN-kop,

NUUHBIA MOeHTUdUKALUOHHBLIM HoMep (PIN-kona)
npencTtaBnAeT cobol eAUHCTBEHHbIE YUEeTHbIe
NaHHble, HeobXxoAMMble AnA gocTyna.

UHcTpymeHT IPConfig

OTtaenbHaA OOMNONMHUTENbHAA NporpaMmma ans
HACTPOMKK NapamMeTpoB CeTH U CEeTEBOM
6e30MnacHOCTM B cUCTEME YNpaBneHUs AOCTYNOM.

KoHTponb nocnegoBaTenbHOCTU focTyna

OTcnexMBaHWe uenoBeka MnKM aBTomMobunAa,
nepemMeLlaoLLeroca U3 ogHoM onpeneneHHom
obnacTtv B gpyryto, nyTemM 3anucu Kaxxaoro
CKaHWMpPOBaHWA MOAEHTUPHUKALUOHHON KapTbl U
npenocTaBneHuA [OCTyna Tonbko B obnacrax, rae
KapTa ye Oblna ckaHupoBaHa.

NokanbHbik KOHTponnep aoctyna (LAC)

AnnapaTHoe yCTPONCTBO, KOTOpOe OTnpaBnsaeT
KOMaHbl AOCTyna nepudepuiHbiM YyCTPOUCTBaM
KOHTPONA A0CTyNa, TaKUM KaK CUMTbIBATENMU U
ONOKMPOBKMU, U 0bOpabaTbiBaeT 3anNpocChl C 3TOTO
obopynoBaHUA ANA BCeW CUCTEMbl KOHTPONA
pocTyna. Hanbonee pacnpoctpaHeHHbiM LAC
ABNAETCA MOAYNbHbIM KOHTPONEep AOCTyNa Unu
AMC.

Mopenb aBepein

XpaHuMbIM NporpamMmMHbIi WabnoH
onpegeneHHoro Tuna exoda. Mogenu asepew
ynpowawT onpegeneHne BXogoB B CUCTEMAX
KOHTpOnA gocTyna.

HapexxHocTb naponsa

Hape>KHOCTb Napona uamepsaeTca Ha OCHOBe
TaknX PaKTOPOB, KaK CNyYalHOCTb, UUCNO
JOCTYMHbIX CUMBOMOB U (haKTUUECKOE KONMUMUECTBO
MCMOMNb3yeMblX CUMBOJOB.

HopManbHbIi pexum

B HopmanbHOM pexume, B OTIMUME OT OPUCHOTO,
JOCTYN NpeaocTaBnaeTcA TONbKO nuuam,
npeabaABMUBLLUMM CUMTbIBATENIO AEUCTBUTENbHbIE
yueTHble JaHHble.

Ob6nactb (MocTaHOBKa Ha OXpaHy)

pynnupoBaHWe NPOXo40B B paMKax MOAENM
npoxoga 14 B cucteMe ynpaBneHua AOCTYNOM.
lMocTaHOBKa OXPaHHOW CUCTEMbI HA OXPaHy UMK
CHATHME ee C OXpaHbl Ha NMOOOM U3 3TUX NPOXOAO0B
NpvBeOeT K TaKOMY e [eWCTBUIO B OTHOLLIEHWHU
BCEX OCTaNbHbIX MPOXOA0B, Y KOTOPbIX NapamMeTp
«ObnacTb NOCTAHOBKMW Ha OXpaHy» MMeeT Takoe
e oflHObyKBeHHOe obo3HaueHue.

OdoucHbIN peXxum

MpuocTaHOBKa KOHTPONA AOCTyMNa Ha BXoje B
pabouee BpewmA.

MepeHanpaBuTenb BBoaa HanpaeneHnui (DER)

KomnbloTep Ha TOM e YpPOBHE, UTo U cepBep
BBoAa HanpasneHun (DES) B cucteme Otis
CompassPlus. OH nogkntouaeTca KO BCEM
rpynnam nudTa; ero 3agavya — 3To NoBblILIEHWE
ahdeKkTUBHOCTH ycTpomncte DES.

MpepynpexpeHue 06 yrpose

CUrHan TpeBoru, KOTOPbIM aKTUBUPYET YPOBEHb
yrpo3sbl. YNOMHOMOUYEHHbIe NrMLa MOryT
aKTMBUPOBATb NpeaynpexneHue ob yrpose ¢
NMOMOLLbIO KPaTKOBPEMEHHOTO AeNCTBUA,
Hanpumep B Nonb3oBaTeNlbCKOM UHTepdence
oneparopa, C NOMOLLbIO annapaTtHoro curHana
(Hanpumep, KHOMKKW) UK NPEabABKUB
crneuuanbHyto KapTy AnA npegynpexaeHua ob
yrpo3se Ha nwboM cuuTbiBaTene.

Mpoxop,

TepMuH «poxoa» 03HaUaeT BECb MEXAHW3M
KOHTPONA gocTyna B Toyke Bxoda. OH BKMoyaeT
cuWTbiBaTENM, 3anupaemMblt bapbep
onpeaeneHHon opmbl U Npoueaypy AOCTyNa,
onpenenseMyt nNpeaBapuTenbHO 3aaHHbIMK
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nocnenoBaTenbHOCTAMMU 3NEKTPOHHbIX CUTHANoB,
KOTopble NepeaalTca Mexay anemeHTaMmu
obopynoBaHuA.

Mpoxopn BNNOTHYIO

Ob6xopn cuctembl KOHTpPONA AOCTyna nytem
NNOTHOIo cneaoBaHMA Ha BXoAde 3a Bnaaenbuem
KapTbl C COOTBETCTBYHOLWMMHU pa3pelleHnAMHU bes
npeabABeHNA COBCTBEHHbIX YUYETHbIX AaHHbIX.

PeXXum KoHcUrypupoBaHusa

CocTofiHWE MO YMONUaHUIO YCTPOMCTB
yrnpaBrneHWAa JOCTYNOM B pefaKTope YCTPOMUCTB.
M3MeHeHUs BCTyNnawT B CUNY M NepedaroTcs B
NOAUMHEHHbIE YCTPOMCTBA HEMEANEHHO.

Pexxum pabotbl

CocTofiHMe yCTpOMCTBa ynpaBneHua JOCTYNoOM B
pefaKTope YCTPOWCTB, KOrAa OHO OTBeyaeT Ha
KOMaHAbl, NoCbiNaemble BHE pefakrTopa
YCTPOMCTB. M3MEHEHUA KOHGUTYpaL MK BCTynatoT
B CWU/Y TONbKO MOC/e 3aBepPLUEHNUA pexnma
paboTbl U BOCCTAHOBNEHUA pexnma
KOHUTYypPHUPOBaHHMA.

Cepsep MAC

ObopynoBaHue: KomnbloTep A (Kpome cepBepa
DMS) B cucteme Access Engine (ACE) unu
cucTeme ynpaeneHus goctynom (AMC), rae
paboTtaet koHTponnep MAC nnu RMAC.

CepBep BBoga HanpasneHui (DES)

KomnbtoTep, KOTOPbIM ynpaBnaeT NM@TOBbIM
XONNoM ANnA ONTUMMMU3aLMKU BPEMEHU MOE3LO0K.

Cucrema gucnetuepusauum HanpaBneHum
(Destination Dispatching System - DDS)

TaK)Ke U3BeCTHaA Kak cucTema yrnpaBneHus
HanpaBneHuamu (Destination Management
System), HO cnedyeT MCNONb30BaTb TONMbKO
abbpesunatypy DDS. Otis CompassPlus — aT0
pasHoBuagHocTb DDS.

Cuctema ynpaBneHua gaHHbimu (DMS)

Mpouecc BepxHeEro ypoBHA AMA yNpaBieHus
OaHHbIMU KOHTpONA goctyna B cucteme. DMS
nepenaet AaHHble rMaBHbIM KOHTPONNepam
noctyna (MAC), koTopble, B CBOIO ouepefb,
NpenocTaBnAOT faHHble NOKaNnbHbIM
KOHTponnepam goctyna (kak npasuno, AMC).

CnyuaiHbii knou XXK-aucnnen

BpemeHHbI ByKBEHHO-LUMMDPOBOM KO, KOTOPbIM
AMC co3pgaeT 3aHOBO MpW KaxkaoW 3arpyske.
Kntou moxeT bbITb oToOpaXkeH Ha
XUOKOKpUCTannuueckunx gucnneax (PKK-
aucnneax) AMC u MmoxeT 3anpalimBaTbecs
nporpamMmMHbIMUK CpeacTBaMu ANA
ayTEHTU(UKALUW CETEBBLIX COEAUHEHUN.

TepmuHan BBoaa HanpaBneHuit (Destination Entry
Terminal - DET)

YCTPONCTBO, Ha KOTOPOM MacCa)Kup nudTa MOXKeT

BBECTM MECTO HasHaueHuA AnAa rpynnbl TUGTOB.
Touka

[daTtunk ona obHapyXeHWA BTOPXKEHUA B

oxpaHAeMyto obnacTb. B HeKOTOpbIX cnyyasax

BMeCTO TEpPMUHaA «TOUKa» MOXeT yﬂOTpe6ﬂF|TbCF|
TEPMUH «30Ha» UNMU «OATUUK».

Touka cbopa

MecTo, rae, COrnacHoO MHCTPYKLUWUU, AOMXKHbI
cobpartbca U xhaTb NOAM NOCHe 3BaKyaunu
34aHuA.

WYHT

ONA noaaBneHWA TPeBOTW NpU onpeaeneHHbIX
obcToATenbCcTBaXx.
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