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Product Guide Specification

SECTION 28 23 29
VIDEO SURVEILLANCE REMOTE DEVICES AND SENSORS
BOSCH VIDEOJET decoder 7000
PART 1 – GENERAL
1.1 SUMMARY
A. Section Includes:
1. Video Surveillance Remote Devices and Sensors
B. Related Sections:
1. Section [28 23 16 – Video Surveillance Monitoring and Supervisory Interfaces].
2. Section [28 23 26 – Video Surveillance Remote Positioning Equipment].

1.2 REFERENCES

A. Safety:
1. IEC60950: Safety of information technology equipment
B. EMC Europe:
1. EN 55022: Information technology equipment. Radio disturbance characteristics. Limits and methods of measurement
2. EN 55024: Information technology equipment. Immunity characteristics. Limits and methods of measurement
C. Federal Communications Commission (FCC) (www.fcc.gov)

1. FCC CFR 47 part 15 class B – Telecommunications – Radio Frequency Devices – Digital Device Emission.

D. International Organization for Standardization (ISO) (www.iso.ch):
1. ISO 9001 – Quality Management Systems.

E. Underwriters Laboratories, Inc. (UL):
1. UL60950 -2001 Information technology equipment
1.3 SYSTEM DESCRIPTION
A. Video Surveillance Remote Devices and Sensors:
1. H.265/H.264 UHD/MP Video Decoder
B. Performance Requirements:
1. As the application requires, the H.265/H.264 UHD/MP video decoder specified shall be capable of functioning on data networks, such as Ethernet LANs and over the Internet.
2. The H.265/H.264 UHD/MP video decoder shall be capable of decoding MegaPixel (MP), 4K UHD, high definition and standard definition streams using H.265, H.264 or MPEG-4 compression technology independently per video stream at up to 60 fps.

3. The H.265/H.264 UHD/MP video decoder shall be capable of directly driving up to two (2) HD or 4K UHD display devices.

4. The H.265/H.264 UHD/MP video decoder shall be capable of arranging the decoded video streams in predefined and selectable layouts.

5. The H.265/H.264 UHD/MP video decoder shall be capable of displaying VCA metadata as video overlays.

6. The H.265/H.264 UHD/MP video decoder shall be capable of displaying red alarm frames around each video window.

7. The H.265/H.264 UHD/MP video decoder shall be capable of providing bi-directional G.711 audio for the video stream shown in single view on the first monitor

8. [The H.265/H.264 UHD/MP video decoder shall include an IP Matrix functionality.]

9. The H.265/H.264 UHD/MP video decoder shall support de-warping of panoramic camera streams.

10. The H.265/H.264 UHD/MP video decoder shall support the following security options:

a. Two (2) levels of password protection to prevent unauthorized connection or configuration changes to the unit.

b. Secure communication via network using Transport Layer Security protocol (TLS).

c. Independent AES encryption for each communication channel – video, audio, or serial I/O – for total data protection. 
11. The H.265/H.264 UHD/MP video decoder shall provide overheat protection.

12. The H.265/H.264 UHD/MP video decoder specified shall be provided by the manufacturer complete with configuration cables, Installation and Operations Manuals, and safety instructions.
1.4 SUBMITTALS

A. Submit under provisions of Section [01 33 00.]

B. Product Data:
1. Manufacturer’s data, operator and installation manuals software programs.
C. Shop Drawings; include:
1. System device locations on architectural floor plans.

2. Full Schematic of system, including wiring information for all devices.

D. Closeout Submittals:
1. [User manual.]
2. [Parts list.]
3. [Connection diagram.]
4. [Installation CD.]
5. [Software license.]
1.5 QUALITY ASSURANCE

A. Manufacturer:
1. Minimum of [ten (10)] years experience in manufacture and design of electronic security systems including sophisticated PC-based systems and digital products.
B. Manufacturer’s quality system: Registered to ISO 9001:2000 Quality Standard.
C. Installer:
1. Minimum of [five (5)] years experience installing IP CCTV systems.
1.6 DELIVERY, STORAGE AND HANDLING

A. Comply with requirements of Section [01 60 00].

B. Deliver materials in manufacturer’s original, unopened, undamaged packaging; and unharmed original identification labels.

C. Protect store materials from environmental and temperature conditions following manufacturer’s instructions.

D. Handle and operate products and systems according to manufacturer’s instructions for installation, environmental, mechanical or electrical requirements and within thermal stress limits.
E. Ensure conformance with operating limitations according to applicable data sheet.
F. Consider safety instructions.

1.7 WARRANTY

A. Provide manufacturer’s warranty covering [three (3)] years for CCTV products to repair and replace defective equipment.
B. Exchanges available for product failures.
1.8 MAINTENANCE

A. Make ordering of new equipment for expansions, replacements, and spare parts available to dealers and end users.
B. Provide factory direct technical support from 8:00 a.m. to 8:00 p.m. via phone or e-mail, or any time via Web.
1. Provide toll-free numbers to contact customer support.
C. Provide on-site training and on-line training via web.
PART 2 – PRODUCTS
2.1 MANUFACTURERS
A. Acceptable Manufacturer:

[Bosch Security Systems, Inc.

130 Perinton Parkway

Fairport, New York, 14450, USA

Phone: + 1 800 289 0096

Fax: + 1 585 223 9180

onlinehelp@us.bosch.com

www.boschsecurity.us]

[Bosch Security Systems B.V.

P.O. Box 80002

5600 JB Eindhoven, The Netherlands

Phone: + 31 40 2577 284

emea.securitysystems@bosch.com

emea.boschsecurity.com]

[Bosch Security Systems Pte Ltd

Robert Bosch (SEA) Pte Ltd, Security Systems

11 Bishan Street 21

Singapore 573943

Phone: +65 6571 2808
Fax: +65 6571 2699
apr.securitysystems@bosch.com

www.boschsecurity.asia]
B. Substitutions: [Not permitted.] [Under provisions of Division 1.]

1. [All proposed substitutions must be approved by the Architect or Engineer professional.]

2. [Proposed substitutions must provide a line-by-line compliance documentation.]
2.2 BOSCH VIDEOJET decoder 7000 [VJD-7513]
A. General Description:
1. As the application requires, the H.265/H.264 UHD/MP video decoder specified shall be capable of functioning on data networks, such as Ethernet LANs and over the Internet.

2. The H.265/H.264 UHD/MP video decoder shall be capable of decoding ultra-high definition (4K UHD) streams using H.265 or H.264 compression technology at up to 30 fps.

3. The H.265/H.264 UHD/MP video decoder shall be capable of decoding mega-pixel (MP) streams using H.265 or H.264 compression technology at up to 30 fps.

4. The H.265/H.264 UHD/MP video decoder shall be capable of decoding high definition (HD) streams using H.265 or H.264 compression technology at up to 60 fps.

5. The H.265/H.264 UHD/MP video decoder shall be capable of decoding multiple standard definition streams simultaneously.

6. The H.265/H.264 UHD/MP video decoder shall be capable of directly driving up to two (2) HD or 4K UHD display devices.

7. The H.265/H.264 UHD/MP video decoder shall be capable of displaying VCA metadata overlays.

8. The H.265/H.264 UHD/MP video decoder shall be capable of displaying red alarm frames around each video window.

9. [The H.265/H.264 UHD/MP video decoder shall include an IP Matrix functionality.

a. The decoder shall support a USB keyboard KBD-UXF.

b. The decoder shall support up to 32 cameras for use in the IP Matrix configuration.

c. The decoder shall support camera sequences.

d. The decoder shall support favorite views to be stored and recalled via the USB keyboard.

e. The decoder shall support being grouped in a larger IP Matrix consisting of up to four (4) decoders, consolidating all cameras up to 128 cameras for use in the IP Matrix configuration, and up to four (4) operators with keyboards, one (1) keyboard connected per decoder.

f. The decoder shall support an automatic logout function for IP Matrix operation.]

10. The H.265/H.264 UHD/MP video decoder shall support de-warping of panoramic camera streams.

11. The H.265/H.264 UHD/MP video decoder shall be capable to provide bi-directional audio G.711 for the video stream shown in single view on the first monitor.
12. The H.265/H.264 UHD/MP video decoder shall support the following security options:

a. Two (2) levels of password protection to prevent unauthorized connection or configuration changes to the unit.

b. Secure communication via HTTPS using minimum TLS 1.0 with AES encryption with 128‑bit or 256-bit keys for each communication channel – video, audio, or serial I/O – for total data protection. 
13. The H.265/H.264 UHD/MP video decoder shall provide overheat protection.

14. The H.265/H.264 UHD/MP video decoder shall be powered by an external power supply.

15. The H.265/H.264 UHD/MP video decoder shall provide overheat protection.

16. The H.265/H.264 UHD/MP video decoder shall provide a power switch.

17. The H.265/H.264 UHD/MP video decoder shall provide a power indicator LED.

18. The H.265/H.264 UHD/MP video decoder shall provide an indicator LED for SSD activity.

19. The H.265/H.264 H.265/H.264 UHD/MP video decoder shall provide dual USB 3.0 interfaces.

20. The H.265/H.264 UHD/MP video decoder shall provide a Kensington lock for physical security.

21. The H.265/H.264 UHD/MP video decoder shall be provided including VESA mount accessories.

22. The H.265/H.264 UHD/MP video decoder specified shall be provided by the manufacturer complete with power supply, installation guide, and safety instructions.
B. Decoding
1. The H.265/H.264 UHD/MP video decoder shall offer the following compression options:

a. H.265 / HEVC (ISO/IEC 23008-2)
b. H.264 (ISO/IEC 14496-10)
c. MPEG-4

2. The UHD/MP video decoder shall be capable of decoding the following stream options and display it at a single 1080p@60Hz display at 25°C / 77°F, desktop standing:

a. Four (4) H.265/H.264 2160p30 streams at 32 Mbps

b. Ten (10) H.265/H.264 1080p30 streams at 8 Mbps

c. Eighteen (18) H.265/H.264 720p30 streams at 4 Mbps

d. Twenty-eight (28) H.265/H.264 standard definition streams at up to 2 Mbps

3. The UHD/MP video decoder shall be capable of decoding the following stream options and display it at dual 1080p@60Hz displays at 45°C / 113°F, upright VESA mount:

a. Two (2) H.265/H.264 2160p30 streams at 32 Mbps

b. Six (6) H.265/H.264 1080p30 streams at 8 Mbps

c. Ten (10) H.265/H.264 720p30 streams at 4 Mbps

d. Sixteen (16) H.265/H.264 standard definition streams at up to 2 Mbps

4. The H.265/H.264 UHD/MP video decoder shall be capable of encoding and decoding G.711 audio.
C. System Specifications

1. The H.265/H.264 UHD/MP video decoder shall be based on the Intel seventh generation Core i3 CPU.
2. The H.265/H.264 UHD/MP video decoder shall include a 64 GB SSD module as boot medium for operating system and applications.

3. The H.265/H.264 UHD/MP video decoder shall offer a Gigabyte Ethernet port.

4. The H.265/H.264 UHD/MP video decoder shall run a tailored Microsoft Windows 10 IoT Enterprise operating system.

5. The H.265/H.264 UHD/MP video decoder shall include Bosch Monitor Wall software based on Bosch Video SDK embedded in its firmware.

6. The H.265/H.264 UHD/MP video decoder firmware shall be upgradeable remotely.

D. Monitor Support

1. The H.265/H.264 UHD/MP video decoder shall provide one (1) HDMI output and one (1) DP monitor output with both outputs usable simultaneously.

2. The H.265/H.264 UHD/MP video decoder shall be capable of switching screen layouts independently on each monitor managed by the controlling video management system.

E. Mounting

1. The H.265/H.264 UHD/MP video decoder shall be equipped with screw-on stands for table-top use.

2. The H.265/H.264 UHD/MP video decoder shall be capable of being mounted directly to the back of a monitor using the VESA mounting options of 100 mm (3.937 in.). 

F. Electrical

1. Power Supply: Wide-range, external, included in the box
2. Input Voltage: 100 to 240 VAC, 50/60 Hz
3. Power Consumption: Approximately 15 W, 60 W maximum
G. Video:
1. Video Outputs: 2 simultaneously
2. Connectors: HDMI (1), DP via USB-C (1)
3. Video Compression Standards:
a. H.265 / HEVC (ISO/IEC 23008-2)
b. H.264 (ISO/IEC 14496-10)
c. MPEG-4
4. Data Rates:

a. MP: Up to 32 Mbps, single stream

b. 4K UHD: Up to 32 Mbps, single stream

c. HD: Up to 8 Mbps, single stream

d. SD: Up to 6 Mbps per stream

5. GOP structure: I, IP, IBBP

6. Monitor Resolutions:

a. 1920 x 1080 (HD) at 60 Hz

b. 3840 x 2160 (UHD) at 60 Hz
H. Network

1. Ethernet: 10/100/1000 Base-T, auto-sensing, half/full duplex, RJ45

2. Protocols: RTP, RTSP, Telnet, UPD, TCP, IP, HTTP, HTTPS, DHCP, 
IGMP V2/V3, ICMP, ARP, SNTP, digest authentication
3. Encryption: min. TLS 1.0 including AES up to 256 bit key length
I. Control:

1. Software Update: Remote programmable

2. Configuration: Bosch Configuration Manager

3. Operation: Bosch Video Management System or Bosch Video Client

J. Mechanical

1. Dimensions without stands (H x W x D): 47.3 x 150.6 x 186 mm
(1.862 x 5.929 x 7.323 in)
2. Weight: Approximately 1.7 kg (3.7 lb) 

3. VESA Mount: 100 x 100 mm (3.937 x 3.937 in.)

K. Environmental:
1. Operating Temperature: 0°C to +50°C (+32°F to +122°F) ambient temperature

2. Humidity: 0 to 90% atmospheric humidity, non-condensing

3. Thermal Value: Approximately 51 BTU/h, 205 BTU/h maximum
PART 3 – EXECUTION
3.1 EXAMINATION
A. Examine areas to receive devices and notify adverse conditions affecting installation or subsequent operation.
B. Do not begin installation until unacceptable conditions are corrected.

C. Non-compliance with security instructions may result in loss of data.

D. Ensure environmental, mechanical and electrical requirements are met.

3.2 PREPARATION

A. Protect devices from damage during construction.

3.3 INSTALLATION

A. Install devices in accordance with manufacturer's instruction at locations indicated on the floor drawings plans.
B. Perform installation with qualified service personnel.
C. Install devices in accordance with the National Electrical Code or applicable local codes.
D. Ensure selected location is secure and offers protection from accidental damage.
E. Location must provide reasonable temperature and humidity conditions, free from sources of electrical and electromagnetic interference.

3.4 FIELD QUALITY CONTROL

A. Test proper operation of all video system devices.

1. Communication between recorder and cameras.

2. Independent operation of alarms, and cameras.

B. Test proper operation of software programs.

C. Determine and report all problems to the manufacturer's customer service department.

D. Determine and report all problems to the manufacturer’s customer service department.
3.5 ADJUSTING

A. Make proper adjustment to video system devices for correct operation in accordance with manufacturer’s instructions.
B. Make any adjustment of camera settings to comply with specific customer's need.

3.6 DEMOSTRATION
A. Demonstrate at final inspection that playback of video and storage functions operate properly.
END OF SECTION
Specifier Notes:  This product guide specification is written according to the Construction Specifications Institute (CSI) 3-Part Format, based on MasterFormat 2004 and The Project Resource Manual—CSI Manual of Practice. The Manufacturer is responsible for technical accuracy.





The section must be carefully reviewed and edited by the Architect or Engineer to meet the requirements of the project and local building code.  Words and sentences within brackets [ ] are choices to include or exclude a particular item or statement.  Coordinate this section with other specification sections and the Drawings.  Delete all “Specifier Notes” after editing this section.
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